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Document Conventions

Document Conventions

Warnings and Notes

These are how warnings and notes are shown in this guide.
Warnings tell you about things that could harm you or your device.

Note: Notes tell you other important information (for example, other things you may need to
configure or helpful tips) or recommendations.

Syntax Conventions
« All models in this series may be referred to as the “Zyxel Device" in this guide.
e Product labels, screen names, field labels and field choices are all in bold font.

« Aright angle bracket ( > ) within a screen name denotes a mouse click. For example, Network >
Interface > Ethernet means you first click Network, then the Interface sub menu and finally the
Ethernet tab to get to that screen.

Icons Used in Figures

Figures in this user guide may use the following generic icons. The Zyxel Device icon is not an exact
representation of your device.

Zyxel Device Generic Router Wireless Router / Access Point
Switch Firewall Server

-

-

-

-

-
Internet Network Cloud Smartphone

Internet
°

USB Dongle
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CHAPTER 1
Introduction

1.1 Overview

Zyxel Device refers to these models as outlined below.

e USG FLEX 50H e USG FLEX 50HP
¢ USG FLEX 100H e USG FLEX 100HP
« USG FLEX 200H e USG FLEX 200HP
» USG FLEX 500H e USG FLEX 700H

1.1.1 Major Model Features

The following table lists the key features these models support:

Table 1 Zyxel Device Model Feature Comparison

FEATURE/ USG USG USG USG USG USG USG USG
MODEL FLEX FLEX FLEX FLEX FLEX FLEX FLEX FLEX
50H 50HP 100H 100HP 200H 200HP 500H 700H
DoS Prevention YES YES YES YES YES YES YES YES
IPS YES YES YES YES YES YES YES YES
Anti-Malware YES YES YES YES YES YES YES YES
App Patrol YES YES YES YES YES YES YES YES
Content Filtering YES YES YES YES YES YES YES YES
SecuReporter YES YES YES YES YES YES YES YES
Reputation Filter YES YES YES YES YES YES YES YES
Sandboxing YES YES YES YES YES YES YES YES
Device Insight YES YES YES YES YES YES YES YES
IP Exception YES YES YES YES YES YES YES YES
SSL encrypted YES YES YES YES YES YES YES YES
Bundled Security | 1year 1year 1year 1year 1year 1year 1year 1year
Feature License
Management by YES YES YES YES YES YES YES YES
Nebula Cloud
Center
Device HA NO NO NO NO YES YES YES YES

» See Table 9 on page 53 for a comparison of hardware ports.
« See the Product Features appendix for a more detailed comparison of features.

o See the product's datasheet for detailed information on a specific model.

USG FLEX H Series User's Guide

18



Chapter 1 Introduction

« For information on interface names by model, default port or interface name mapping, and default
interface or zone mapping please see Section 3.1.2 on page 54.

» You can configure these features indirectly using the Nebula Control Center or directly using the Web
Configurator.

1.1.2 Fast-path Acceleration

Fast-path Acceleration is a way to speed up certain traffic such as NAT, IPSec VPN, Security policies
through the Zyxel Device by bypassing the kernel. SSL VPN traffic does not use fast-path acceleration.

1.2 Registration at Nebula Control Center (NCC)

Nebula Control Center (NCC) is an Internet portal that allows you to configure and monitor groups of Zyxel
Devices in organizations. You must register your Zyxel Device at NCC to use security services and
upgrade firmware. See Licensing > Licenses for security services available for your Zyxel Device.

Use NCC to monitor and manage your Zyxel Device. Use the web configurator to configure the Zyxel
Device settings.

Run the initial setup wizard to register your Zyxel Device at NCC. Or you can follow the steps below to
register your Zyxel Device at NCC.

1 Loginto NCC (https://nebula.zyxel.com) with your Zyxel Account. If you do not have a Zyxel Account, you
should click Create an account to create one.

2 After you login, click Go under NCC and then Let’s Start to run the NCC setup wizard. Create an
organization and a site or select an existing site.

3 Add the Zyxel Device to this site by entering its MAC address and serial number. You'll find the Zyxel
Device MAC address and serial number on its label or scan the QR code using the Nebula Mobile app.

4 Configure the WAN interface that the Zyxel Device will use to connect to NCC through the Internet.

If you did not register your Zyxel Device at NCC, you will see a reminder to register every time you log into
the Zyxel Device web configurator with an admin account.

1.3 Licenses

When you purchase a new Zyxel Device, it comes with the Gold Security Pack license. This license is valid
for one year.

The Gold Security Pack license consists of the following services at the time of writing. See Licensing >
Licenses for the latest services available for your Zyxel Device.

e Anti -Malware
o Application Patrol

e Device Insight
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 |PS (Intrusion Prevention System).
o Nebula Professional Pack

« Reputation Filter, including IP Reputation, URL Threat Filter, DNS Threat Filter services and External
Blocking Lists (EBL) for these services

« Sandboxing

» Security Profile Sync - Use NCC to apply the same security settings to all Firewalls in the same
organization

* SecuReporter

* Web Filtering (Content Filtering)

1.3.1 License Priority

New licenses queue until existing licenses expire. If you buy a new Gold Security Pack, these licenses will
be used only after licenses in the existing Gold Security Pack expire.

1.3.2 Grace Period

Service licenses have a 15-day grace period after a license expires. Services will continue to work in this
period during which you will receive notifications to renew your licenses. New licenses are valid for 1 year
from the date of purchase.

Please note that a trial license does not have a grace period.

1.4 Applications

These are some Zyxel Device application scenarios.

1.4.1 Security Router

Security includes a Stateful Packet Inspection (SPI) firewall.

USG FLEX H Series User's Guide

20



Chapter 1 Introduction

Figure1 Applications: Security Router Applications: Security Router
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1.4.2 VPN Connectivity

Set up VPN tunnels with other companies, branch offices, telecommuters, and business travelers to
provide secure access to your network. AS is an Authentication Server in the below figure.

Figure 2 Applications: VPN Connectivity
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1.4.3 User-Aware Access Control

Set up security policies to restrict access to sensitive information and shared resources based on the user
who is trying to access it. In the following figure user A can access both the Internet and an internal file
server. User B has a lower level of access and can only access the Internet. User C is not even logged in,
so and cannot access either the Internet or the file server.
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Figure 3 Applications: User-Aware Access Control
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1.4.4 Load Balancing

Set up multiple connections to the Internet on the same port, or different ports. In either case, you can
balance the traffic loads between them.

Figure 4 Applications: Multiple WAN Interfaces
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1.5 Management Overview

You can manage the Zyxel Device in the following ways.

Web Configurator

The Web Configurator allows easy Zyxel Device setup and management using an Internet browser. This
User's Guide provides information about the Web Configurator.
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Figure 5 Managing the Zyxel Device: Web Configurator
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Command-Line Interface (CLI)

The CLI allows you to use text-based commands to configure the Zyxel Device. Access it using remote
management (for example, SSH) or via the physical port. See the Command Reference Guide for CLI
details. The default settings for the console port are:

Table 2 Console Port Default Settings

SETTING VALUE
Speed 115200 bps
Data Bits 8

Parity None

Stop Bit 1

Flow Control Off
FTP

Use File Transfer Protocol for firmware upgrades and configuration backup or restore.

SNMP

The device can be monitored and/or managed by an SNMP manager. See Section 30.5 on page 534.

Management Authentication
Managers must be authenticated with a username and password, using one of:

e Local Zyxel Device authentication
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¢ An external RADIUS server

o Certificates

1.6 Web Configurator

The Web Configurator is an HTML-based management interface that allows easy system setup and
management through Internet browser. Use a browser that supports HTMLS5, such as Microsoft Edge,
Mozilla Firefox, or Google Chrome.

In order to use the Web Configurator you need to allow:

» Web browser pop-up windows from your device.
» JavaScript (enabled by default).

The recommended minimum screen resolution is 1366 x 768 pixels.

Note: Screenshots and graphics in this book may differ slightly from your product due to
differences in product features.

1.6.1 Web Configurator Access

1 Make sure your Zyxel Device hardware is properly connected. See the Quick Start Guide.

2 Inyour browser go to https://192.168.168.1. By default, the Zyxel Device automatically routes this request
to its HTTPS server, and it is recommended to keep this setting. The Login screen appears.

English v

USG FLEX 500H

Enter User Name/Password and click to login.

Note:
1. Turn on Javascript and Cookie setting in your web browser.
2. Turn off Popup Window Blocking in your web browser.

3 Select a display language for the Zyxel Device's web configurator screens in the upper right of the screen.
The following are the languages supported at the time of writing.
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English

Deutsch
Espafiol
Frangais

Portugués

4 Type the user name (default: “admin”) and password (default: “1234" or see the label on the back of the
Zyxel Device).

5 Click Login. After you log in for the first time using the default user name and password, you must change
the default admin password in the Update Admin Info screen. Enter a new password of from 1to 64

characters.
Make a note of your new password, enter it in the following screen, then click Apply. The Login screen
appears again. Log in with your new password.

Change Password

As a security precaution, it is highly recommended that
you change the admin default password.

Reszet

Note:
Your password must be max 63 alphanumeric, printable

characters and no spaces.

1.6.2 Remote Access to the Zyxel Device Networks

Your Zyxel Device keeps your networks safe while allowing external access by applying the security
measures below:

» Two-Factor Authentication: Use two-factor authentication to have double-layer security to access a
secured network behind the Zyxel Device. The first layer is the VPN client/Zyxel Device's login user
name / password. The second layer is an authorized SMS (via mobile phone number) or email address.
See Section 28.4 on page 450 for more information on two-factor authentication.
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» |IPSec VPN: You can create highly secure connections with IKEv2 or EAP authentication to access
networks behind the Zyxel Device. For example, home workers can securely access company
resources if they have proper authentication. See Chapter 13 on page 203 for more information on

IPSec VPN.

1.6.3 Web Configurator Screens Overview

The Web Configurator screen is divided into these parts:

o A —title bar

« B -navigation panel

e C - main window

Figure 6 Web Configurator Screen Overview
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Figure 7 Title Bar
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The title bar icons in the upper right corner provide the following functions.

Table 3 Title Bar: Web Configurator Icons

LABEL

DESCRIPTION

Language

Select a display language for the Zyxel Device's web configurator screens.

Web Console

Select this to display a Command Line Interface (CLI) in your browser. See the Command Line
Interface Reference Guide for information on commands.
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Table 3 Title Bar:

Web Configurator Icons (continued)

LABEL DESCRIPTION

More ® About
4% Nebula 4
% sscuRsporter [
About: Click this to display basic information about the Zyxel Device.
Nebula: Click this to go to https://nebula.zyxel.com/ to monitor or manage your Zyxel Device
using Nebula.
SecuReporter: Click this to go to https://secureporter.cloudcnm.zyxel.com/ for security
analytics.

Help
@ onlineHze 4
® Tutorial video [
[z community (A
@ Priority Support [
Online Help: Click this to open the help page for the current screen.
Tutorial Video: Click this to go to YouTube to see related Zyxel Device configuration videos.
Community: Click this to go to https://community.zyxel.com/en/categories/security for security
product line discussions.
Priority Support: The Nebula Pro license includes this to get direct assistance from the Nebula
technical support team within 24 hours, and access to web chat during Taiwan office hours.

Notification What's New: Click this to open a PDF file to display what's new in the Zyxel Device firmware.
New Features: Click this to display new features with new GUI screens. Click the link to be
directed to the new GUI screens.

User ® Change Password
[F Logout
Change Password: This is for an admin account type only. Click this to change the account
password. You will need to log in again using the new password.
Logout: Click this log out of the Web Configurator.

About

Click About to display basic information about the Zyxel Device.

Figure 8 About

Current Version:

Release Date:

Privacy Policy

About USG FLEX 500H X

System Protection Signature: 2.1.99.20250801.8

Did you check www.zyxel.com today?

V1.35{ABIH.0)

2025-07-21
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This table describes the fields in this screen.

Table 4 About

LABEL

DESCRIPTION

Current Version

This shows the firmware version of the Zyxel Device.

Release Date

This shows the date (yyyy-mm-dd) and time (hh:mm:ss) when the firmware is released.

System
Protection
Signature

This shows the system protection signature version of the Zyxel Device. These signatures do not
require a license. The Zyxel Device will synch with the Cloud Helper Server every day to update
these signatures automatically.

System protection signatures protect your Zyxel Device and local networks from web attacks,
such as command injection, cross-site scripting and path traversal.

Command injection: This is an attack in which an attacker uses the Zyxel Device vulnerabilities to
execute commands to control your Zyxel Device.

Cross-site scripting: This is an attack in which an attacker implants malicious scripts in a website.
When you visit this website, the malicious scripts are sent and executed on your web browser.

Path traversal: This is an attack that allows an attacker to access files you store in the web root
folder.

1.6.4 Navigation Panel

Use the navigation panel menu items to open status and configuration screens. Click the arrow of the
navigation panel to hide the panel. Type an entry in the Search box to find a menu item containing that
entry. The following sections introduce the Zyxel Device's navigation panel menus and their screens.
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Figure 9 Navigation Panel
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Dashboard Screens

The dashboard displays general device information, system status, system resource usage, licensed
service status, and interface status in widgets that you can re-arrange to suit your needs. See the Web
Help for details on the dashboard.

Table 5 Dashboard Menu Screens Summary

FOLDER OR LINK

TAB

FUNCTION

System

Collect and display the Zyxel Device system information, such as serial
number, MAC address and CPU usage.

Security

Collect and display security event statistics.
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Monitoring Screens

The monitoring screens display status and statistics information.

Table 6 Monitoring Menu Screens Summary

FOLDER ORLINK | TAB FUNCTION

Traffic Statistics
Application Application Collect and display application statistics.
Usage Usage
Port Port Collect and display port statistics.
Interface Interface Collect and display interface statistics.
Session Monitor | Session Collect and display session statistics.

Monitor

Security Statistics

Content Filter

Content Filter

Collect and display content filter statistics

Reputation Filter

IP Reputation

Collect and display IP reputation statistics.

DNS Threat Collect and display DNS threat filter statistics.
Filter
URL Threat Collect and display URL threat filter statistics.
Filter
IPS IPS Collect and display statistics on the intrusions that the Zyxel Device has

detected.

Anti-Malware

Anti-Malware

Collect and display anti-malware statistics.

Sandbox Sandbox Displays the sandbox statistics.
SSL Inspection Summary Collect and display SSL Inspection statistics.
Certificate Display traffic to destination servers using certificates.
Cache List
Network Status
Interface Interface Display the status of Zyxel Device interfaces.
Device Insight Device Displays a list of WiFi and wired clients connected to the Zyxel Device local
Insight networks.
Login Users Login Users List the users currently logged into the Zyxel Device.
Lockout IPs View and unlock IP addresses blocked from logging in to the Zyxel Device.
DHCP Table DHCP Table Display a list of interfaces and their DHCP-assigned IP addresses.
VPN Status
IPSec VPN Site to Site Display and manage the Zyxel Device IPSec VPN connections with remote
VPN IPSec VPN routers that have static IP addresses or a domain names.
Remote Display and manage IPSec VPN connections from external users who want to
Access VPN | access the networks behind the Zyxel Device.
SSL VPN Remote Display and manage SSL VPN connections from external users who want to
Access VPN | access the networks behind the Zyxel Device.
Tailscale Tailscale Display Tailscale mesh VPN connections across different networks.
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Configuration Screens

Use the configuration screens to configure the Zyxel Device's features.

Table 7 Configuration Menu Screens Summary

FOLDER ORLINK | TAB FUNCTION
Licensing Licenses Displays if the Zyxel Device is registered and licenses purchased.
Signature Update Use this screen to update signatures immediately or by a schedule.
Network
Interface Interface Use this screen to:
* Create and manage Ethernet interfaces.
o Create and manage VLAN interfaces.
« Create and manage bridge interfaces.
« Configure IP address assignment and interface parameters for VTI
(Virtual Tunnel Interface).
Trunk Create and manage trunks (groups of interfaces) for load balancing.
Port Use this screen to configure the Zyxel Device port settings.
Routing Policy Route Create and manage routing policies.
Static Route Create and manage IP static routing information.
NAT NAT Set up and manage port forwarding rules.
BWM BWM Control bandwidth for services passing through the Zyxel Device, and
identify the conditions for bandwidth control.
ALG ALG Configure FTP pass-through settings.
Multicast IGMP Proxy Configure IGMP Proxy settings.
VPN
IPSec VPN Site to Site VPN Configure Zyxel Device IPSec VPN connections with remote IPSec VPN
routers that have static IP addresses or a domain names.
Remote Access VPN | Configure IPSec VPN connections for external users who want to
access the networks behind the Zyxel Device.
SSL VPN General Configure SSL VPN connections for external users who want to access
the networks behind the Zyxel Device.
Tailscale Tailscale Configure the Zyxel Device in a Tailscale mesh VPN network.

Security Policy

Policy Control

Policy Control

Create and manage level-3 traffic rules and apply Security Service
profiles.

DoS Prevention

DoS Prevention

Display and manage ADP bindings.

Policy

Profile Create and manage DoS prevention profiles.
IP Spoofing IP Spoofing Bind IP addresses to MAC addresses.
Prevention Prevention

Session Control

Session Control

Limit the number of concurrent client NAT/security policy sessions.

Captive Portal

Authentication
Policy

Configure client authentication for network access through the Zyxel
Device.

Object
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Table 7 Configuration Menu Screens Summary (continued)

FOLDER ORLINK | TAB FUNCTION
Address Address Create and manage host, range, and network (subnet) addresses.

Address Group Create and manage groups of addresses to apply to policies as a single
objects.

Geo IP Update the database of country-to-IP address mappings and manually
configure country-to-IP address mappings for geographic address
objects that can be used in security policies.

Service Service Create and manage TCP and UDP services.

Service Group Create and manage groups of services to apply to policies as a single
object.

Zone Zone Configure zone templates used to define various policies.
Schedule Schedule Create one-time and recurring schedules.

Schedule Group

Create and manage groups of schedules to apply to policies as a single
object.

Security Service

App Patrol App Patrol Manage different types of traffic in this screen. Create App Patrol
template(s) of settings to apply to a traffic flow using a security policy.

Content Content Filtering Use this screen to:

Filtering

+ Create and manage the detailed filtering rules for HTTP(S) traffic
scan and DNS domain scan.

* Create a list of allowed web sites that bypass HTTP(S) traffic scan
and DNS domain scan.

+ Create a list of web sites to block regardless of content filtering
policies.

Reputation Filter

IP Reputation

Enable IP reputation and specify what action the Zyxel Device takes
when any IP address with bad reputation is detected.

You can also set up an allow list to identify which IPv4 addresses
should be allowed, and a block list to identify which IPv4 addresses
should be blocked.

DNS Threat Filter

Enable DNS threat filtering and specify what action the Zyxel Device
takes when a access attempt to a blocked Fully Qualified Domain Name
(FQDN) is detected.

You can also set up an allow list to identify which FQDNs should be
allowed, and a block list to identify which FQDNs should be blocked.

URL Threat Filter

Enable URL filtering and specify what action the Zyxel Device takes
when a access attempt to a blocked website is detected.

You can also set up an allow list to identify which IPv4 addresses and/
or URLs should be allowed, and a block list to identify which IPv4
addresses and/or URLs should be blocked.

Anti-Malware

Anti-Malware

Enable, specify actions to take when encountering malware or
compressed files, and set up a block list to identify files with malware
file patterns and an allow list to identify files that should not be checked
for malware.

Sandbox Sandbox Enable sandbox, and specify the actions the Zyxel Device takes when
files with unknown or untrusted programs are detected.
IPS IPS Enable and configure IPS settings. Create, import, or export custom
signatures.
Allow List Configure signatures that will be exempted from IPS inspection.
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Table 7 Configuration Menu Screens Summary (continued)

FOLDER OR LINK

TAB

FUNCTION

IP Exception

IP Exception

Use this screen to view the IP exception list for the anti-malware,
reputation filter and IPS (Intrusion Prevention System) features.

The Zyxel Device will not intercept nor inspect the incoming packets
that match the rules in the IP exception list for the anti-malware and/or
IPS (Intrusion Prevention System) features.

SSL Inspection

Profile

Decrypt HTTPS traffic for Security Service inspection. Create SSL
Inspection templates of settings to apply to a traffic flow using a
security policy.

Exclude List

Configure services to be excluded from SSL Inspection.

Certificate Update

Use this screen to update the latest certificates of servers using SSL
connections to the Zyxel Device network.

External Block
List

IP Reputation

Set up an external block list which uses block list entries of IP
addresses with bad reputations stored in a file on a web server that
supports HTTP or HTTPS and is reachable from the Zyxel Device. The
Zyxel Device will block incoming and outgoing packets from the black
list entries in this file.

DNS Threat Filter/
URL Threat Filter

Set up an external block list which uses block list entries of blocked
Fully Qualified Domain Names (FQDN) or blocked URLs stored in a file
on a web server that supports HTTP or HTTPS and is reachable from
the Zyxel Device. The Zyxel Device will block incoming and outgoing
packets from the black list entries in this file.

User & Authentication

User/Group User Create and manage users.
Group Create and manage groups of users.
Setting Manage default settings for all users, general settings for user
sessions, and rules to force user authentication.
User AAA Server Configure the default authentication server (Local/LDAP/AD/RADIUS) to
Authentication use for user authentication.
Two-factor Configure Google Authenticator to access a secured network behind
Authentication the Zyxel Device via the web configurator or SSH connection.
Wireless
AP Control AP Management Set the password for the admin accounts of APs connected to the Zyxel
Service Service Device.
Access Points AP List Manage all of the APs connected to the Zyxel Device
Policy Configure the AP controller’s IP address on the managed APs and
determine the action the managed APs take if the current AP controller
fails.
AP Firmware Check for and download new AP firmware when it becomes available
on the firmware server.
WLAN Clients All Clients View a list of WiFi clients connected to APs.
Policy Clients Configure a policy to block a specific MAC address.

WLAN Settings

SSID Settings

Configure SSID profiles for each AP group.

Radio Settings

Configure global radio settings for all managed APs.

AP Settings

Configure general AP settings and enable or disable a port on the
managed AP and configure the port's VLAN settings.

AP Group Settings

Configure AP group settings and remove an AP group.

Wireless Health

Wireless Health
Configuration

Monitor the health of WiFi networks for your APs and connected WiFi
clients.
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Table 7 Configuration Menu Screens Summary (continued)

FOLDER ORLINK | TAB FUNCTION
System
Settings Settings Use this screen to configure:
e The Zyxel Device host name.
* System time settings.
* Remote access to the Zyxel Device settings.
* The web configurator language display settings.
Device HA HA Status See the license status for Device HA, and see the status of the active
and passive devices.
HA Configuration Configure Device HA global settings, monitored interfaces and
synchronization settings.
HA Log See logs of the active and passive devices.
DNS & DDNS DNS Configure the DNS server and address records for the Zyxel Device.
DDNS Define and manage the Zyxel Device's DDNS domain names.
SNMP SNMP Configure SNMP communities and services.
Notification Mail Server Configure a mail server with authentication to send reports and
password expiration notification emails.
Alert Enable to have the Zyxel Device send events notification mails and alert
logs.
Certificate My Certificates Create and manage the Zyxel Device's certificates.
Trusted Certificates | Import and manage certificates from trusted sources.
Advanced System Parameters Edit default Zyxel Device parameters such as UDP/ICMP timeout, ARP
spoofing, device insight and LLDP.
External Endpoint Integrate the Zyxel Device with other cloud-based security platforms
Integration such as the Avast Business Hub.
Log & Report
Log / Events System View the Zyxel Device log messages.
APC View AP Controller (APC) related logs.
AP View connected AP related logs.
Log Setting Log Category Configure the system log, email logs, and remote syslog servers.
Setting
SecuReporter SecuReporter Enable SecuReporter logging and access the SecuReporter security
analytics portal that collects and analyzes logs from your Zyxel Device
in order to identify anomalies, alert on potential internal or external
threats, and report on network usage.
Email Daily Email Daily Report Select statistics to email in a daily report.
Report

Maintenance Screens

Use the maintenance screens to manage configuration and firmware files, run diagnostics, and reboot or
shut down the Zyxel Device.

Table 8 Maintenance Menu Screens Summary

FOLDER OR LINK

TAB

FUNCTION

Maintenance
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Table 8 Maintenance Menu Screens Summary (continued)

FOLDER ORLINK | TAB FUNCTION
Firmware/File Configuration File Manage and upload configuration files for the Zyxel Device.
Manager
g Firmware View the current firmware version and upload firmware.
Management
Diagnostics Diagnostics Collect diagnostic information.
Packet Capture Capture packets for analysis.
CPU/Memory View CPU and memory usage statistics.
Status
System Log View the files of diagnostic information the Zyxel Device has collected
and stored on a connected USB storage device.
Network Tool Identify problems with the connections. You can use Ping or Traceroute
to help you identify problems.
Packet Flow Routing Status Check how the Zyxel Device determines where to route a packet.
Explore
P SNAT Status View the overall source IP address conversion (SNAT) flow and each
SNAT function’s settings.
Route Traces Configure traceroute to identify where packets are dropped for
troubleshooting.
Reboot/ Reboot/Shutdown | Restart or turn off the Zyxel Device.
Shutdown

1.6.5 Tables and Lists

Web Configurator tables and lists are flexible with several options for how to display their entries.

Click a column heading to sort the table's entries according to that column'’s criteria.

Figure 10 Sorting Table Entries by a Column'’s Criteria

Status

<

Dezcripfion IP/Netmask Type Porls

Click the Resize icon ( - ) to adjust how to display column entries. If you manually adjusted the width of
the columns, click Reset to return them to the original widths. If you have a big monitor and want to see
complete information in each column field, click Fit Content. If your monitor is not so big and you want to
see all columns in the screen, click Fit View.

Figure 11 Fit Content

Hm

Reset

Fit Content
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Figure 12 Fit View

@_[m

Click the column icon ( [I]] ) for more options about how to display the entries. The options available vary
depending on the type of fields in the column. You can select which columns to display by selecting or
clearing the check box.The tables have icons for working with table entries.

Figure 13 Common Table Icons

+ Add

1.6.6 Error /Warning Messages

The following are some error or warning messages that may appear on your Zyxel Device.

1.6.6.1 Parsing/Timeout Error

Some screens may display an error message if there is a parsing or time-out error. Use Test in
Maintenance > Firmware/File Manager > Configuration to see if the currently running configuration file
has an error.

Figure 14 Parsing Error

Error

Received an empty XML.
rror Code: [ID: 20002]

Err
get-device-config

Figure 15 Timeout Error

Error

The connection has fimed out.

1.6.6.2 Desynchronize from Nebula Security Profile Warning

Security profile sync in the Nebula Control Center (NCC) allows you to share the same Zyxel Device
security service feature across multiple sites within an organization. If you enable Security profile syncin
the NCC, and then add, edit or remove the security service feature in the web configurator, you will then
see one of the following warnings.

Click Cancel to not apply or remove the security service feature and keep it synchronized with other sites
on the NCC, or click OK to apply or remove the security service feature. The Security profile sync will
then be disabled on the NCC.
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Figure 16 Warning When Adding or Editing A Security Service Feature

Warning

If you alter any setting, the security service configuration will get
disconnected from the Nebula Security Profile Sync.

Click Cancel to stay synchronized with Nebula. Otherwise click
OK to proceed.

| Cu ncel | “

Figure 17 Warning When Removing A Security Service Feature

Remove

Remove these items?2

If you alter any setting, the security service configuration will get
disconnected from the Nebula Security Profile Sync.

Click Cancel to stay synchronized with Nebula. Otherwise click

OK to proceed.
= -~
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CHAPTER 2
Initial Setup Wizard

2.1 Initial Setup Wizard Overview

The Initial Setup Wizard screen displays when you log into the Web Configurator for the first time or when
you reset the Zyxel Device to its default configuration. This wizard helps you configure Internet
connection settings and activate subscription services.

Nebula (NCC) is an Internet portal that allows you to monitor and manage groups of Zyxel Devices in
organizations.

This chapter provides information on configuring the Web Configurator's Initial Setup Wizard. See the
feature-specific chapters in this User's Guide for background information.

You will be logged out of the Zyxel Device initial setup wizard after 1440 minutes. The settings you
configured will be saved. Log into the Zyxel Device again if you have not finished configuring the initial
setup wizard settings.

Click Next to continue the wizard. Click Finish at the end of the wizard to complete the wizard.

2.1.1 Terms of Use/Privacy Policy/Firmware Upgrade Notification

Click the links to see:

« What data Zyxel collects from you and how it is used
o Zyxel privacy policy.

Please also read the firmware upgrade notification carefully.
To use SecuReporter and sandbox, you need to allow Zyxel to collect data from you.

Select | have read and agree with the items above. SecuReporter and sandbox will be enabled
automatically when you select the check box.

Click Next to configure the Zyxel Device settings with the initial setup wizard.

Note: You cannot proceed with the initial setup wizard if you do not select the check box.
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Figure 18 Terms of Use/Privacy Policy/Mandatory Firmware Upgrade Notification

ZYXEL

NETWORKS

Please read the following items carefully as they contain important information about your legal rights

Terms of Use m
Privacy Policy

Mandatory Firmware Upgrade Notification
Sometimes, networking threats occur that can seriously compromise the security of your network. Zyxel

will react immediately to release patch firmware that will combat these serious threats. This firmware
uvpgrade is mandatory and Zyxel will notify you of a time frame to upgrade the firmware.

[:J I have read and agree with the items above.

2.2 Initial Configuration

You can configure the Zyxel Device using both Nebula (NCC) or the Web Configurator, but you must first
decide which one you want to use for first-time configuration.

Figure 19 Initial Configuration

Do you want to use Nebula or the Web Configurator for initial configuration?

® O
s = T
)\
Nebula Web Configurator

First, register your Device in the next screen, Continue with the local wizard.
then Nebula will send the initial configuration
to your Device. (If you have already sef up
Nebula.) e
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2.2.1 Initial Configuration With Nebula

If you already have a Nebula (NCC) account, and you have created an Organization and Site, choose
Nebula, then click Next.

Figure 20 Initial Wizard With Nebula

Connect To Internet
1 ConnectTo

Internet nterface Type DHCP =
Port pl v
2 System Time
Address Assignment
P Address 172.21.57.10 C
3 DHCP Option &0
VLAN Tag C.
4 license
N Connecfion Test
summary

5 Finish

[ e | RN
» Complete each screen in the wizard, including registering your Zyxel Device in the Organization and
Site you created at Nebula.

» After Device Registration, Nebula will send the initial configuration to your Zyxel Device. This may take
up to 5 minutes to complete. Click OK to close the wizard and wait.

Note: Do not make any changes in the Web Configurator at this time. Log into Nebula to see the
status of your Zyxel Device registration and make further configurations there.

2.2.2 Initial Configuration With Web Configurator

Choose Web Configurator if you do not already have a Nebula (NCC) account, or you prefer to directly
configure your Zyxel Device initially with the Web Configurator.

If you already have a configuration file (.conf) or a recovery file (.rbf) that you'd like to apply to the Zyxel
Device, select Restore from a file under Web Configurator, and then click Next.
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Figure 21 Apply a Configuration File

Upload Configuration File

The uploaded configuration/recovery file will
replace your current seffings and reboot the
device. This action cannot be undons.

Drag and drop your file here.

Browse File

Select a file and then click Apply. The Wizard will check in advance if this is a valid file and prompt you to
upload another one if it is not. Click Retry and select a valid configuration file.

Figure 22 Apply a Configuration File

Validating Configuration

Invalid cenfiguration file

If the configuration file is valid, the Zyxel Device will then restart after it applies the configuration.

If you do not already have a configuration file that you'd like to apply to the Zyxel Device, select Web
Configurator, and then click Next.
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Figure 23 Initial Wizard With Web Configurator

Connect To Intermet
1 ConnectTo

Internet nterface Type DHCP -
Port ol -
2 System Time
Address Assignment
P Address 172.21.57.10 c
3 DHCP Option 60
VLAN Tag (e ]
icense
4 N ' Connection Test
Summary
5 subnet Planning
6 Finish
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« Complete each screen in the wizard, including registering your Zyxel Device in an Organization and Site
at Nebula.

Note: You must register your Zyxel Device at Nebula Control Center (NCC) to use security
services and upgrade firmware.

* When you see the Finish screen, click Finish to close the wizard and go to the Web Configurator
Dashboard.

2.3 Wizard - Connectto the Internet

Use this screen to set the interface’s type of encapsulation and method of IP address assignment.

The screens vary depending on the encapsulation type. Refer to information provided by your ISP to know
what to enter in each field.

Go to Network > Interface after you log into the web configurator if you want to change the interface
settings.

Note: Enter the Internet access information exactly as your ISP gave it to you. Leave a field
blank if you don't have that information.

2.3.1 Interface Type - DHCP

Use this screen to configure your IP address settings.

« Interface Type: This displays the type of Internet connection you are configuring. Select DHCP if your
ISP did not assign you a fixed IP address.

» Port: Select a port to apply the Internet connection settings to.

o |IP Address: This field is read-only when you set Interface Type to DHCP.
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« DHCP Option 60: DHCP Option 60 is used by the Zyxel Device for identification to the DHCP server
using the VCI (Vendor Class Identifier) on the DHCP server. The Zyxel Device adds it in the initial DHCP
discovery message that a DHCP client broadcasts in search of an IP address. The DHCP server can
assign different IP addresses or options to clients with the specific VCI or reject the request from clients
without the specific VCI.

Type a string using up to 63 of these characters a-zA-Z0-9\"#$%&' () *+,-./:;<=>?@[]"_"{}to identify
this Zyxel Device to the DHCP server. For example, Zyxel-TW.
« VLAN Tag: Enable to tag the traffic going out from the Zyxel Device.

e VLANID: Enter a VLAN ID. This 12-bit number uniquely identifies each VLAN. Allowed values are 1-
4080.

e Connection Test: Click Connection Test to check that you can access the Internet. If you cannot, click
Back and confirm that you entered the settings correctly. If you have, check that you got the correct
settings from your ISP or network administrator.

Figure 24 Interface Type - DHCP
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2.3.2 Interface Type - Static

Use this screen to configure your IP address settings.

« Interface Type: This displays the type of Internet connection you are configuring. Select Static if your
ISP assigned you a fixed IP address.

« Port: Select a port to apply the Internet connection settings to.
e WAN IP: Enter your (static) public IP address.
e Subnet Mask: Enter the subnet mask for this WAN connection's IP address.

« Default Gateway: Enter the IP address of the router through which this WAN connection will send traffic
(the default gateway).
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» First / Second DNS Server: These fields display if you selected static IP address assignment. The
Domain Name System (DNS) maps a domain name to an IP address and vice versa. Enter a DNS
server's IP address(es). The DNS server is extremely important because without it, you must know the
IP address of a computer before you can access it. The Zyxel Device uses these (in the order you
specify here) to resolve domain names for VPN, DDNS and the time server. Leave the field as 0.0.0.0 if
you do not want to configure DNS servers.

e VLAN Tag: Enable to tag the traffic going out from the Zyxel Device.

e VLAN ID: Enter a VLAN ID. This 12-bit number uniquely identifies each VLAN. Allowed values are 1-
4080.

« Connection Test: Click Connection Test to check that you can access the Internet. If you cannot, click
Back and confirm that you entered the settings correctly. If you have, check that you got the correct
settings from your ISP or network administrator.

Figure 25 Interface Type - Static

Connect To Internet
1 ConnectTo

Internet nterface Type stafic .
2 s : :
3 Address Assignme |
- | |

4 Ohe e on 1P address

2.3.2.1 Possible Errors
e Check that the cable is connected from the WAN (port 1 or port 2) to the Internet.

e Check that the interface is connected to the device you're using for Internet access such as a
broadband router, and that the router is turned on.

« If your Zyxel Device was not able to obtain an IP address, check that your Internet access information
uses DHCP as the WAN connection type. If it fails again, check with your Internet service provider or
administrator for correct WAN settings.

« If your Zyxel Device was not able to use the IP address entered, check that you enter correctly the IP
address, subnet mask and gateway IP address exactly as given. If it fails again, check with your Internet
service provider or administrator for the correct IP address, subnet mask and gateway address and
other WAN settings.

2.3.3 Interface Type - PPPoE

Use this screen to configure your IP address settings.
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Interface Type: This displays the type of Internet connection you are configuring. Select PPPoE for a
dial-up connection according to the information from your ISP.

Port: Select a port to apply the Internet connection settings to.

User Name: Enter the user name given to you by your ISP. You can use up to 64 single-byte characters,
including 0-9a-zA-Z-_@$ . [+ #; :%\~"&*() " = {}[]|? ,< ' >". The user name must begin with 0-9a-zA-Z-
_@$ . /+. Spaces are not allowed.

Password: Enter the password associated with the user name. You can use up to 63 single-byte
characters, including 0-9a-zA-Z-_@$ . /+ #; :%\~"&*() "= {}[]|! ,<'>". Spaces are not allowed. This field
cannot be blank.

VLAN Tag: Enable to tag the traffic going out from the Zyxel Device

VLAN ID: Enter a VLAN ID. This 12-bit number uniquely identifies each VLAN. Allowed values are 1-
4080.

Connection Test: Click Connection Test to check that you can access the Internet. If you cannot, click
Back and confirm that you entered the settings correctly. If you have, check that you got the correct
settings from your ISP or network administrator.

Figure 26 Interface Type - PPPoOE

Connect To Internet
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2.3.3.1 Possible Errors

Make sure that your Internet access information uses PPPoE as the WAN connection type. Re-enter your
PPPoE user name and password exactly as given. If it fails again, check with your Internet service provider
or administrator for correct WAN settings and user credentials.

2.4 Wizard - System Time

It's important to have correct date and time values in the logs. The Zyxel Device can automatically update
the time and date by detecting your time zone and whether Daylight Savings is in effect in that time zone.
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If your Zyxel Device cannot get the correct date and time, it may not able to connect to a time server.
Check the time server settings in System > Settings after you log into the Zyxel Device.

Figure 27 System Time

Connect To
| Intfermet

2 system Time

é Finish

System Time

Current Date 2024-11-08

Current Time 13:43:22

Time Zone Taipei (UTC+08:00)
*Daylight Saving Time is not cbserved by this ime zone.
® Note

The Device system time synchs automatically. You can check the Device time zone in System >
Settings.
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2.5 Wizard - Device Registration

Device registration includes:

» Adding your Zyxel Device to a site in an organization at NCC

« Activating Zyxel Device service licenses

If you previously activated your service licenses at another Zyxel portal such as myZyxel.com or Circle,
you can still use all Zyxel Device services except for SecuReporter and remote support through Nebula.
Add your Zyxel Device to a site in an organization at NCC to be able to use these features also.

If you did not previously activate your service licenses at another Zyxel portal such as myZyxel.com or
Circle, then you must add your Zyxel Device to a site in an organization at NCC in order to activate your
Zyxel Device service licenses, including SecuReporter, perform firmware upgrades and avail of remote

support through Nebula.

After you successfully register your Zyxel Device, security services supported by your model will be

activated automatically.

Click the Register button in this screen to add your Zyxel Device to a site in an organization at Nebula.

There are two ways to add your Zyxel Device to a site at NCC.

« Automatically add it by scanning the QR code to use the Nebula Mobile app.
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« Manually add it by entering the Zyxel Device's serial number and LAN MAC address at NCC. See the
label at the back of the Zyxel Device for this information.

Note: The Zyxel Device must be connected to the Internet in order to connect to NCC.

Click Refresh or use the Licensing > Licenses screen after you log into the web configurator to have the
Zyxel Device connect to NCC to update its registration status.

The Registration Status field may display Registered or Not registered.

» Registered: Your Zyxel Device has been successfully added to a site in NCC.

« Not registered: Your Zyxel Device has not been successfully added to a site in NCC. Make sure the
Zyxel Device is connected to the Internet. Wait a few minutes, then click Refresh to synchronize again.

Figure 28 Register Device

Device Registration
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| your Zyxel Device can access the Internst.
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| portal that allows you o manage and monitor groups of Zyxel Devices in organizations.
3 Device

Registration

4 license Registration Status: Not Registered

3
fo -

U ary

5 Subnet Planning

6 . If this displays Not Registered, click Refresh and wait a few minutes for the Iyxel Device status to
Finish vpdate. When your Zyxel Device is Registered, you can use NCC to manage it.

Exit l l Back

2.51 Exitthe Wizard

The Exit button displays if the Zyxel Device is not connected to the Internet when you are at the Device
Registration step. You will be redirected to the Zyxel Device login page after you click Exit.

If you did not previously activate your service licenses at another Zyxel portal, then you must add your
Zyxel Device to a site in an organization at NCC in order to activate your Zyxel Device service licenses,
including SecuReporter, perform firmware upgrades and avail of remote support through Nebula.
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Chapter 2 Initial Setup Wizard

Figure 29 Exit Wizard

Device Registration
Connect To

Internet You must register your Zyxel Device to activate security services and upgrade

firmware. Make sure your Zyxel Device can access the Internet.
System Time
Click Register to go to Nebula Control Center (NCC) to register your Zyxel Device.

NCC is an Intemet portal that allows you to manage and monitor groups of Zyxel
3) Device Devices in organizations.

Registration

Register
4 license
Activation
Registration Status: Not registered m

If this displays Not Registered. click Refresh and wait a few minutes for the Zyxel

Device status to update. When your Zyxel Device is Registered, you can use NCC to
manage it.

Exit Back

Make sure to go to Licensing > Licenses and follow the instructions to register your Zyxel Device once

your Zyxel Device is connected to the Internet. Please note that you will only see the following screen if
you log in using an admin account.

Figure 30 Licensing > Licenses

Registration

Device Registration Status:  Not Registered Refresh
Your Zyxel Device is not registered. You cannot upgrade firmware. Your security services settings will not take effect.
Scan the QR code to register your Zyxel Device using the Nebula Mobile app.

You will also see a warning message to remind you to register your Zyxel Device every time you log into

the web configurator. Please note that you will only see the warning message if you log in using an admin
account.

Figure 31 Register Warning Message

Your Zyxel Device is not registered.

You cannet upgrade firmware. Your security services setfings
will not take effect.

Scan the QR code to register your Iyxel Device using the
Nebula Moblle app.
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2.6 Wizard - License Summary

After you successfully register your Zyxel Device, security services supported by your model will be
activated automatically.

Go to Licensing > Licenses after you log into the web configurator if you want to check the Zyxel Device
services status.

Figure 32 Service Activation

License Summary
Connect To
| Intemet Refresh
; Service ® Status * Expiration #
System Time
| Security Profile Sync Activated 2025/09/13
SecuReporter Activated 2025/09/13
Bewiee Device Insight Activated 2025/09/13
Registration
| Sandboxing Activated 2025/092/13
4 License Nebula Professional Pack Activated 2025/09/13
AUNHFACRY Reputation Filter Activated 2025/09/13
5 sul . Web Filtering Activated 2025/09/13
supnet
Planning Secure WiFi Activated 2025/09/13
Application Patrol Activated 2025/09/13
6 Finish AntiMalware Activated 2025/09/13
IPS Activated 2025/09/13
e | EEEN

Click Refresh and wait a few moments for the registration information to update in this screen. If the page
does not refresh, make sure the Internet connection is working and click Refresh again. To check your
Internet connection, try to access the Internet from a computer connected to a LAN port on the Zyxel
Device. If you cannot, then check your Internet access settings on the Zyxel Device.

The Status column may display Activated or Expired.

o Activated: The service license is enabled.

» Expired: The service license has expired. Go to NCC > Organization-wide > License & Inventory to
renew your license.

2.7 Wizard - Subnet Planning

You must register your Zyxel Device to an organization and site in the Nebula Control Center (NCC) to see
this screen.
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Figure 33 Subnet Planning

Subnet Planning

ConnectTo N

Internet Nebula VPN autematically create and provision VPN tunnels to all Nebula firewalls within the same
| organization.

System Time To avoid IP subnet conflicts among Nebula firewalls participating VPNs, the Aufo Subnet Planning

fecture replaces default subnets of ged/ged with non-overopping subnets.

Organization Mame: Fran-Org

Device Site Name: Fran-site
Registrafion
| Enable Auto Subnet Planning?

@® Yes, let Nebula adjust subnets of ge3/ge4.

License
Summary New Interface IF and Subnet Information
LHRRL® )
| Name ¥ Default New +
5 Subnet Planning ge3 192.168.118.1/23 192.168.144.1/23
ged 192.168.16%.1/24 192.168.118.1/23
é Finish QO No, | prefer to keep using default subnets of ge3/ge4.

Click Finizsh to apply new Subnet and exit the wizard.

=

If two internal networks (A and B) in your organization use the same private IP address, they will not be
able to communicate with each other through Nebula VPN, as traffic will be routed locally and not through
the Zyxel Device. To avoid this, you must let NCC automatically do it (recommended) or manually
configure different private IP address ranges for all internal networks in your organization.

Figure 34 |IP Address Conflict Causing VPN Failure
A:172.16.0.0/24 B: 172.16.0.0/24

]

|

—— f
Y:172.16.0.20 |
|

|

|

|

U Internet ﬁ

S

Use the Subnet Planning screen to select a subnet configuration for the Zyxel Device that is not the same
as the subnet configuration in another Zyxel Device in the same organization VPN.

Select Yes, let Nebula adjust subnets of ge3/ge4 to have the NCC assign a private IP address to your
Zyxel Device. Select this if you want your Zyxel Device to join the organization's VPN through the NCC.
The assigned IP address will be different from those used by local networks behind other Zyxel Devices in
the organization's VPN.

Note: If you apply Yes, let Nebula adjust subnets of ge3/ge4, your computer will be
temporarily disconnected from the Zyxel Device. Wait 10 seconds for the Zyxel Device to
apply the IP address assigned by the NCC.
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Note: If your computer is not directly connected to the Zyxel Device, you need to renew the IP
address manually or disconnect and reconnect the Ethernet cable to update the IP
address.

Select No, | prefer to keep using default subnets of ge3/ge4 to use the existing IP addresses assigned to
the local network behind this Zyxel Device. Select this if you don't want your Zyxel Device to join the
organization's VPN through the NCC or you can ensure that this Zyxel Device's IP address is different from
the ones used by local networks behind other Zyxel Devices participating in the organization's VPN.

2.8 Finish

Click Finish to save all settings to the Zyxel Device and leave the initial wizard.

+ To manage security services and policies on this Zyxel Device, log into the Zyxel Device Web
Configurator.

» To monitor and manage your Zyxel Devices through the cloud, click Nebula Control Center (NCC).

Note: If you want to run the initial wizard again, you must reset the Zyxel Device. Make sure to
back up your current configuration first as you will lose all web configurator settings after
the reset.

Figure 35 Finish - Web Configurator

Finish
Connect To —_— ’ "
ick Fini it the wizard.
| Eitaiat ick Finish to exit the wizar
MNext, use the web configurator to configure settings such as security policies and services.
System Time
| Log into the Nebula Control Center (NCC) to monitor and manage your Zyxel Device.
Device

Registration

License
| Summary

Subnet Planning

&  Finish

« If you chose Nebula to initially configure your Zyxel Device, Nebula will send the initial configuration to
your Zyxel Device. This may take up to 5 minutes to complete. Click OK to close the wizard and wait.

Note: Do not make any changes in the Web Configurator while Nebula is sending the initial
configuration.
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Figure 36 Finish - Nebula

Finish
Connect To

Intemet
| Applying Cloud Configuration...

This process may take about 3-5 minutes.
System Time

| & pPlease do not modify settings via the local GUI during this time.

Device

z : ‘You can monitor the status and manage your Zyxel device in the Nebula Control Center (NCC).
| Registration

License
| Summary

5 Finish
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3.1 Hardware Overview

CHAPTER 3
Hardware, Interfaces and
Zones

This section describes the front and rear panels for each model.

The following table summarizes the port features of the Zyxel Device by model.

Table 9 USG FLEX Series Port Comparison Table

USG USG USG USG USG USG USG USG
USG FLEX MODELS | FLEX FLEX FLEX FLEX FLEX FLEX FLEX FLEX
50H 50HP 100H 100HP 200H 200HP | 500H 700H
USB 3.0 Ports 1 1 1 1 1 1 1 1
10 Gbps SFP+ interface 0 0 0 0 0 0 0 2
PoE+ Port 0 1 0 1 0 1 2 2
10/100/1000 Mbps 5 5 8 8 6 6 8 8
Ethernet Ports
Multi-Gigabit Ethernet 0 0 0 0 2 2 4 4
Ports
Console Port 1(RJ45) | 1(RJ45) | 1(RJI45) | 1(RJA5) | 1(RJ45) | 1(RJ45) | 1(RJ45) ( 1 )
RJ45

For information on interface names by model, default port or interface name mapping, and default
interface or zone mapping please see Section on page 68.

3.1.1 Multi-Gigabit

Multi-Gigabit Ethernet ports automatically allow connections up to the speed of the connected network
device (100M, 1G, 2.5G, 5G, or 10G), and you just need to use a CAT 5e or CAT 6 Ethernet cable. You must
use CAT 6A or better Ethernet cables to achieve 10G speeds.

The following table shows which models have which Multi-Gigabit ports.

Table 10 USG FLEX Series Multi-Gigabit Port Comparison

USG FLEX USG FLEX USG FLEX USG FLEX
UEE PR MODELS 200H 200HP 500H 700H
2.5 Gbps Multi-Gigabit Ethernet Ports P1, P2 P1, P2 P1, P2, P3, P4 P1, P2
10 Gbps Multi-Gigabit Ethernet Ports P3, P4
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See the following table for the cables required and distance limitation to attain the corresponding speed.

Table 11 Cable Types

CABLE TRANSMISSION MAXIMUM DIS- BANDWIDTH CAPAC-
SPEED TANCE ITY

Category 5 100M 100 m 100 MHz

Category 5e 1G 100 m 100 MHz

Category 6 1G /106G 371-05%?1::1%0 250 MHz

Category 6a 10G 100 m 500 MHz

Category 7 10G 100 m 600 MHz

3.1.2 Default Physical Port —Interface Mapping

You connect cables to the physical ports. You configure interfaces in the web configurator or command
line interface (CLI).

The following table shows the default interfaces for each physical port.

Table 12 Default Physical Port - Interface Mapping

e P1 | P2 | P3| P4 |P5|P6|P7|P8|PY|PIO|PN|PI2]|PI3|Pi4
USG FLEX 50H gel | ge2 | ge3 | ge3d | ge3d
USG FLEX 50HP gel | ge2 | ge3 | ge3 | ge3
USG FLEX 100H gel |ge2 | ge3 [ge3 |ge3 | ge3 |ged | ged
USG FLEX 100HP gel | ge2 | ge3 |[ge3 |ge3 | ge3 |ged | ged
USG FLEX 200H gel |ge2 | ge3 [ge3 |ge3 | ge3 |ged | ged
USG FLEX 200HP gel | ge2 | ge3 |[ge3 |ge3 | ge3 |ged | ged
USG FLEX 500H gel |ge2 | ge3 [ge3 |ge3 | ge3 (ged |ged |ged |ged |- -
USG FLEX 700H gel | ge2 | ge3 [ge3 |ge3 | ge3 (ged |ged |ged |ged |- - - -

Note: You change the default zone for all interfaces in Network > Interface and Object > Zone.
The following shows the default zone for each interface.

* geland ge2 are WAN ports
e ge3 and ge4 are LAN ports

e '-"means these ports have no default zone, so you must configure a zone for them in Network >
Interface and Object > Zone

3.1.3 PoE

The Zyxel Device is a Power Sourcing Equipment (PSE) because it provides a source of power through its
Ethernet ports. Each device that receives power through an Ethernet port is a Powered Device (PD). A
Powered Device (PD) is a device that receives power through PoE, such as an IP camera, a wireless
router, an IP telephone or a general outdoor router.
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Note: Do not connect the Zyxel Device PoE+ port to a non-Powered Device. If you need to
connect a non-Powered Device to the Zyxel Device PoE+ port, make sure to disable PoE
in Network > Interface > Port first.

The following example figure shows a Zyxel Device supplying PoE (Power over Ethernet) to PDs that are
not within reach of a power outlet.

Figure 37 PoE Application

t :

The Zyxel Device can adjust the power supplied to each PD according to the PoE standard the PD
supports. PoE standards are:

o |EEE 802.3af Power over Ethernet (PoE)
o |EEE 802.3at Power over Ethernet (PoE+)

The following table describes the PoE features of the Zyxel Device by PoE standard.

Table 13 Zyxel Device PoE Features

USG FLEX USG FLEX USG FLEX USG FLEX USG FLEX
POE FEATURES 50HP T00HP 200HP 500H 700H
IEEE 802.3 at PoE+ Port 5 Port 8 Port 2 Port 3-4 Port 3-4

Power Management
Mode

Consumption

Consumption

Consumption

Consumption

Consumption

PoE Power Budget 30W 30W 30W 30W 30W
Table 14 PoE Standards

POE FEATURES POE POE+

IEEE Standard IEEE 802.3af IEEE 802.3at

PoE Type Type 1 Type 2

Switch Port Power

IEEE Power Classification Class 0,1, 2,3 Class 4

Maximum Power Per Port 15.4 W 30 W

Port Voltage Range 44 - 57V 50-57V

Cables
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Table 14 PoE Standards

POE FEATURES POE POE+
Twisted Pairs Used 2-pair 2-pair
Supported Cables Cat3 or Cat5 Cat5 or better

3.1.4 Front Panels

The LED indicators are located on the front panel.

Figure 38 USG FLEX 50H Front Panel
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Figure 39 USG FLEX 50HP Front Panel
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Figure 40 USG FLEX 100H Front Panel
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Figure 41 USG FLEX 100HP Front Panel
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Figure 42 USG FLEX 200H Front Panel
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Figure 44 USG FLEX 500H Front Panel

ZYVXEL

SYOSAL Sy 1 ‘] 1 N < 7 a3 10 - - o
e e [ 8 8 [ TSI === = =L = ey [T
R=1ERR ot fand P P Pnd P P B
-ngn'ugrl.m. I PEl Pz |

Figure 45 USG FLEX 700H Front Panel

II ZYXEL

The following table describes the front panel LEDs.

QO3

T
= ==

Table 15 LED Descriptions

LED COLOR | STATUS | DESCRIPTION
PWR/SYS Green Off The Zyxel Device is not ready or has failed.
On The Zyxel Device is ready and running.
Blinking The Zyxel Device is booting or upgrading firmware
Red On The Zyxel Device has an error or has failed.
Blinking The Zyxel Device is returning to factory defaults.
USER Green On There are accounts with User Type set as admin logged into the Zyxel
Device.
Blinking New firmware is available or your license has expired.
Amber On There are IP addresses locked out of the Zyxel Device.
Off USER LED is not enabled in System > Settings.
PoE (PoE1/PoE2) | Green On The PoE connected to this port is in AT mode (PoE AT enabled).
Amber On The PoE connected to this port is in AF mode (PoE AF enabled)
Off No PoE is connected to this port (PoE disabled).
P1-P5 (USG FLEX | Amber On This port has a successful 10/100 Mbps link.
50H / 50HP); Blinking The Zyxel Device is sending or receiving packets on this port at 10/100
P1-P8 (USG FLEX Mbps.
100H / 100HP) Green On This port has a successful 1 Gbps link.
P3-P8 (USG Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
FLEX200 / P - - -
200HP) O There is no connection on this port.
P5-P12 (USG
FLEX 500H /
700H)
P1, P2 (USG FLEX | Sky Blue | On This port has a successful 2.5 Gbps link.
200 / 200HP) — - - — -
Blinking The Zyxel Device is sending or receiving packets on this port at 2.5 Gbps.
:;I)—OP:II)(USG FLEX | Green On This port has a successful 1 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
Amber On This port has a successful 100 Mbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 100
Mbps.
Off There is no connection on this port.

USG FLEX H Series User's Guide

57



Chapter 3 Hardware, Interfaces and Zones

Table 15 LED Descriptions (continued)

LED COLOR | STATUS | DESCRIPTION
P3, P4 (USG Blue On This port has a successful 10 Gbps link.
FLEX700H) Blinking The Zyxel Device is sending or receiving packets on this port at 10 Gbps.
Purple On This port has a successful 5 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 5 Gbps.
Sky Blue | On This port has a successful 2.5 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 2.5 Gbps.
Green On This port has a successful 1 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
Amber On This port has a successful 100 Mbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 100
Mbps.
Off There is no connection on this port.
P13, P14 SPF+ Blue On This port has a successful 10 Gbps link.
(USF FLEX 700H) Blinking The Zyxel Device is sending or receiving packets on this port at 10 Gbps.
Green On This port has a successful 1 Gbps link.
Blinking The Zyxel Device is sending or receiving packets on this port at 1 Gbps.
Off There is no connection on this port.

The following table describes the ports on the front panel.

Table 16 Front Panel Ports

LABEL DESCRIPTION

REBOOT Press the button for about 5 seconds to reboot the Zyxel Device.

RESET Press the button in for about 7 seconds (or until the PWR/SYS LED starts to blink), then release it
to return the Zyxel Device to the default configuration using the system-default.conf file. You
may do this if you forgot the login password. You should use the Web Configurator
(Maintenance > Firmware/File Manager > Configuration File) to create a backup file with a
".conf’ extension first.

Note: All configuration files including those you saved on the Zyxel Device will be
deleted. The Login password returns to the password on the back label or 1234,
and the LAN IP address returns to 192.168.168.1.

Note: License registration bindings, IPSec certificates, remote access VPN
certificates, trusted certificates and two-factor authentication (2FA) information
are retained.

Press the button in for more than 30 seconds, then release it to return the Zyxel Deviceto factory

defaults and remove all license registration bindings, certificates, and two-factor authentication

(2FA) information. You may do this if the Zyxel Device needs to be replaced or you want to sell it

to another person. You should use the Web Configurator (Maintenance > Firmware/File

Manager > Configuration File > Recovery Manager) to create a recovery file with a ".rbf’

extension first if you want to upload it to a replacement Zyxel Device later.

USB Connect a storage device for system logs and storage.

P1-P8 (USG FLEX
200H / 200HP)

P1-P12 (USG FLEX
500H / 700H)

These are Multi-Gigabit 1G/2.5G/10G RJ-45 Ethernet ports.
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Table 16 Front Panel Ports (continued)

LABEL DESCRIPTION

P13-P14 (USG These are 10G SFP+ ports.

FLEX 700H)

CONSOLE You can use the console port to manage the Zyxel Device using CLI commands. You will be

prompted to enter your user name and password. See the Command Reference Guide for more
information about the CLI.

When configuring using the console port, you need a computer equipped with communications
software configured to the following parameters:

¢ Speed 115200 bps

« Data Bits 8
e Parity None
e Stop Bit1

¢ Flow Control Off

3.1.5 Rear Panels

The connection ports are located on the rear panel.

Figure 46 USG FLEX 50H Rear Panel
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Figure 50 USG FLEX 200H Rear Panel
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Figure 53 USG FLEX 700H Rear Panel
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Note: Make sure you connect the Zyxel Device's power cord to a socket-outlet with an earthing
connection or its equivalent.

The following table describes the items on the rear panel.

Table 17 Rear Panel Items

LABEL DESCRIPTION

Power Use the included power cord to connect the power socket to a power outlet. Turn the power
switch on if your Zyxel Device has a power switch.

Console You can use the console port to manage the Zyxel Device using CLI commands. You will be

prompted to enter your user name and password. See the Command Reference Guide for more
information about the CLI.

When configuring using the console port, you need a computer equipped with communications
software configured to the following parameters:

« Speed 115200 bps

« Data Bits 8
« Parity None
e Stop Bit1

e Flow Control Off

P1-P5 (USG FLEX
50H / 50HP)

P1-P8 (USG FLEX
100H / 100HP)

These are 1G RJ-45 Ethernet ports.

Fan

The fans are for cooling the Zyxel Device. Make sure they are not obstructed to allow maximum
ventilation.

Lock

Attach a lock-and-cable from the Kensington lock (the small, metal-reinforced, oval hole) to a
permanent object, such as a pole, to secure the Zyxel Device in place.
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Note: Use an 8-wire Ethernet cable to run your Gigabit Ethernet connection at 1000 Mbps.
Using a 4-wire Ethernet cable limits your connection to 100 Mbps. Note that the
connection speed also depends on what the Ethernet device at the other end can
support.

3.1.6 Console Port Pin Connectors

The RJ-45 connector pins are as follows.

Figure 54 RJ-45 Connector Pins

87654321
The DB-9 connector pins are as follows.

Figure 55 DB-9 Connector Pins
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These are the cable pinouts for RJ-45 to DB-9.

Table 18 Cable Pinouts for RJ-45 to DB-9

SIGNAL gl('D\lNSOLE PORT RJ-45 DB-9 PIN EIGNA
RTS 1 8 CTS
DTR 2 6 DSR
TxD 3 2 RxD
GND 4 5 GND
GND 5 5 GND
RxD 6 3 XD
DSR 7 4 DTR
CTS 8 7 RTS

1,9 NC
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These are the signal names.

Table 19 Signal Names

SIGNA
L

SIGNAL NAME

RXD

Receive Data

TXD

Transmit Data

DTR

Data Terminal Ready

GND

Ground

DSR

Data Set Ready

RTS

Request to Send

CTS

Clear to Send

RI

Ring Indicator

NC

Not Connected

3.2 Installation Scenarios

The Zyxel Device can be:

* Placed on a desktop.

¢ Wall-mounted on a wall.

e Rack-mounted on a standard EIA rack.

The following table summarizes the installation scenarios of the Zyxel Device by model.

Table 20 USG FLEX Series Installation Comparison Table

LGP LS 50K/ 50HP | 100H /T00HP | [200H8 20T | 866H | 760H
Rubber feet for desktop Yes Yes Yes Yes Yes
placement

Wall Mounting Yes Yes Yes No No
Rack Mounting No No No Yes Yes

WARNING! Do NOT block the ventilation holes on the Zyxel Device.
Allow 100 mm clearance for the ventilation holes to prevent your Zyxel
Device from overheating. Do not store things on the Zyxel Device. Do
not place a Zyxel Device on another high temperature device.
Overheating could affect the performance of your Zyxel Device, or

even damage it.

3.2.1 Desktop Installation Procedure

1 Make sure the Zyxel Device is clean and dry.

2 Remove the adhesive backing from the rubber feet.
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3 Attach the rubber feet to each corner on the bottom of the Zyxel Device. These rubber feet help protect
the Zyxel Device from shock or vibration, and allow air circulation.

Figure 56 Attaching Rubber Feet

4 Set the Zyxel Device on a smooth, level surface strong enough to support the weight of the Zyxel Device
and the connected cables. Make sure there is a power outlet nearby.

Note: Make sure to use the rubber feet when stacking the Zyxel Devices on a desk.

3.2.2 Rack-mounting

Use the following steps to mount the Zyxel Device on an EIA standard size, 19-inch rack or in a wiring
closet with other equipment using a rack-mounting kit. Make sure the rack will safely support the
combined weight of all the equipment it contains and that the position of the ZyWALL does not make the
rack unstable or top-heavy. Take all necessary precautions to anchor the rack securely before installing
the unit.

Use a #2 Phillips screwdriver to install the screws.

Note: Failure to use the proper screws may damage the unit.

1 Align one bracket with the holes on one side of the Zyxel Device and secure it with the included bracket
screws (smaller than the rack-mounting screws).

2 Attach the other bracket in a similar fashion.
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Figure 57 Attach Brackets

3  After attaching both mounting brackets, position the Zyxel Device in the rack and match up the bracket
holes with the rack holes. Secure the Zyxel Device to the rack with the rack-mounting screws.

Figure 58 Mount on Rack
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Note: Make sure there is at least 100 mm of clearance at the sides and 100 mm in the rear to
allow air circulation and the attachment of cables and the power cord. When stacking in a
rack, make sure there is at least 40 mm of clearance between Zyxel Devices.

3.2.3 Wall-mounting

Do the following to attach your Zyxel Device to a wall.

The following table lists the distance “X" between mounting holes for each model:

Table 21 Distance “X" Between FLEX Mounting Holes

MODEL NAME DISTANCE “X"
USG FLEX 50H 174 mm (6.85")
USG FLEX 50HP 174 mm (6.85")
USG FLEX 100H 174 mm (6.85")
USG FLEX 100HP 174 mm (6.85")
USG FLEX 200H 206 mm (8.11")
USG FLEX 200HP 206 mm (8.11")

1 Drill into a wall two holes 3 mm -4 mm (0.12" - 0.16") wide, 20 mm - 30 mm (0.79" - 1.18") deep and a
distance X (see the preceding table) apart. Place two screw anchors in the holes.
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Figure 59 Wall Mounting Screw Specifications
unit: mm
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Screw two screws with 6 mm - 8 mm (0.24" - 0.31") wide heads into the screw anchors. Do not screw the
screws all the way in to the wall; leave a small gap between the head of the screw and the wall.

The gap must be big enough for the screw heads to slide into the screw slots and the connection cables to
run down the back of the Zyxel Device.

Note: Make sure the screws are securely fixed to the wall and strong enough to hold the weight
of the Zyxel Device with the connection cables.

Use the holes on the bottom of the Zyxel Device to hang the Zyxel Device on the screws.
Figure 60 Wall Mounting
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Note: Wall-mount the Zyxel Device horizontally. The Zyxel Device's side panels with ventilation
slots should not be facing up or down as this position is less safe.

Make sure there is 100 mm of clearance at the sides and 1- 1.5 mm distance between the

screw head and the wall to allow air circulation and the attachment of cables and the
power cord.

3.3 Power Cord Lock

Follow the procedures below to secure the power cord connected to the Zyxel Device.

3.3.1 Procedure A

Follow this procedure for the following models:

e USG FLEX 50H ¢ USG FLEX 50HP
e USG FLEX 100H e USG FLEX 100HP
e USG FLEX 200H e USG FLEX 200HP

USG FLEX 500H

1 Use a screw driver to remove the power cord lock and the screw from the Zyxel Device.

2 Attach the Zyxel Device power cord through the power cord lock.
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3 Connect the power cord to the Zyxel Device power socket.

4 Use the screw driver to secure the power cord lock and the screw with the power cord to the hole next to
the power socket.

3.3.2 Procedure B

Follow this procedure for:

e USG FLEX 700H

1 Insert Cable Clamp A into the case hole.
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2

3

4

Cable Clamp A /9% Cable Clamp B

Connect the power cord to the Zyxel Device power socket.

Open Cable Clamp B and attach it to the power cord. Make sure Cable Clamp B covers the head of the
power cord.

Power Cord Head

Close Cable Clamp B to secure the power cord to the power socket.
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Dashboard

4.1 Dashboard Overview

Use the Dashboard screens to check status information about the Zyxel Device.

4.1.1 What You Can Do in this Chapter

Use the main Dashboard screen to see the Zyxel Device's general device information, system status, and
system resource usage. You can also display other status screens for more information.

Use the Dashboard screens to view the following.

» System Information Screen on page 70
o Port Status Screen on page 73

» Resource Usage Screen on page 74

+ Bandwidth on page 76

« Client Usage Screen on page 76

» The Latest Logs Screen on page 77

e The Security Screen on page 78

4.2 The System Screen

The System screen displays when you log into the Zyxel Device or click System in the navigation panel.
The System screen displays general device information, system resource usage, and interface status in
widgets that you can re-arrange to suit your needs. You can also click the refresh icon ( € ) to refresh
individual widgets.
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hboard > System

Figure 61 Das
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4.2.1 System Information Screen

The System Information screen displays Zyxel Device's system and model name, serial number, MAC

address and firmware version shown in the below screen.

Figure 62 Dashboard > System > System Information

Host Name
Serial Number
MAC Address
Firmware
Uptime
System Time
Boot Status

Nebula Status

System Information &

usgflex500h

5212124295021

D8:EC:E5:60:94:FE ~ D8:EC:E5:60:95:09
V1.31(ABZIH.0)b3 | 2024-11-22 17:30:06
4 days, 00:34:25

2024-11-29 10:48:12

OK

Connected

The table describes the fields in this screen.

Table 22 Dashboard > System > System Information

LABEL

DESCRIPTION

Host Name

system and domain name.

This field displays the name used to identify the Zyxel Device on any network. Click
the link and open the Host Name screen where you can edit and make changes to the

Serial Number

device tracking and control.

This field displays the serial number of this Zyxel Device. The serial number is used for

MAC Address

This field displays the MAC addresses used by the Zyxel Device. Each physical port
has one MAC address. The first MAC address is assigned to physical port 1, the
second MAC address is assigned to physical port 2, and so on.
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Table 22 Dashboard > System > System Information

LABEL DESCRIPTION

Firmware This field displays the version number and date of the firmware the Zyxel Device is
currently running. Click the link to open the File Manager screen where you can
upload firmware.

Uptime This field displays how long the Zyxel Device has been running since it last restarted
or was turned on.

System Time This field displays the current date and time in the Zyxel Device. The format is yyyy-
mm-dd hh:mm:ss.
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Table 22 Dashboard > System > System Information

LABEL

DESCRIPTION

Boot Status

This field displays details about the Zyxel Device's startup state.
OK - Boot success: The Zyxel Device has started up successfully.

OK - Firmware update at yyyy/mm/dd hh:mm: This displays the date and time when
the Zyxel Device last updated the firmware successfully.

OK - Factory default at yyyy/mm/dd hh:mm: This displays the date and time when
the Zyxel Device was last reset to the factory default settings and rebooted
successfully.

OK - User reboot at yyyy/mm/dd hh:mm: This displays the date and time when the
Zyxel Device last rebooted successfully.

OK - Reset default configuration at yyyy/mm/dd hh:mm: This occurs when the Zyxel
Device starts for the first time or you reset the Zyxel Device to the factory default
settings.

OK - System recovery at yyyy/mm/dd hh:mm: This displays the date and time when
the Zyxel Device last underwent system recovery and rebooted successfully.

OK - Apply configuration xxxx.conf at at yyyy/mm/dd hh:mm: This displays the date
and time when the Zyxel Device last applied the configuration file and rebooted
successfully.

OK - Switch to (1st|2nd) partition at yyyy/mm/dd hh:mm: This displays the date and
time when the Zyxel Device last rebooted using firmware in the backup partition.

OK - Reset admin password at yyyy/mm/dd hh:mm: This displays the date and time
when the Zyxel Device reset the admin password using the "atkz-g" command and
rebooted successfully.

WARN - Fallback to lastgood configuration: The Zyxel Device was unable to apply
the startup-config.conf configuration file and fell back to the lastgood.conf
configuration file. See Section 32.1.3 on page 585 for more information on
configuration file flow at restart.

WARN - Fallback to lastgood configuration after firmware update at yyyy/mm/dd
hh:mm: This displays the date and time when the Zyxel Device was last unable to
apply the startup-config.conf configuration file after firmware update and fell back to
the lastgood.conf configuration file. See Section 32.1.3 on page 585 for more
information on configuration file flow at restart.

ERROR - Fallback to system default configuration: The Zyxel Device was unable to
apply the lastgood.conf configuration file and fell back to the system default
configuration file (system-default.conf). See Section 32.1.3 on page 585 for more
information on configuration file flow at restart.

ERROR - Fallback to system default configuration after firmware update at yyyy/
mm/dd hh:mm: This displays the date and time when the Zyxel Device was unable to
apply the lastgood.conf configuration file after the firmware update and fell back to
the system default configuration file (system-default.conf). See Section 32.1.3 on
page 585 for more information on configuration file flow at restart.
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Table 22 Dashboard > System > System Information

LABEL DESCRIPTION

Nebula Status The field displays the connection status between the Zyxel Device and the Nebula
Control Center (NCC).

Connected - The Zyxel Device has an Internet connection with the NCC.
Disconnected - The Zyxel Device does not have an Internet connection with the NCC.

Unknown - The Zyxel Device was unable to receive a timely response from the
Nebula server when checking the Internet connection with the NCC. Go to
Maintenance > Diagnostics > Network Tool, select Nebula Status, and click Test to
verify if the Zyxel Device can properly connect to the NCC over the Internet.

No Site Assignment - The Zyxel Device is registered with the NCC, but is not
assigned to a site.

Disabled - The Internet connection from the Zyxel Device to the NCC was disabled
using the Command Line Interface (CLI).

Note: To transfer your Zyxel Device management to the NCC, first make sure
your Zyxel Device is connected to the Internet.

4.2.2 Port Status Screen

The Port Status screen displays Zyxel Device's ports and connections status.

Figure 63 Dashboard > System > Port Status
Port Status &

SG FLEX 500H
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The following table describes the labels in this screen.

Table 23 Dashboard > System > Port Status

LABEL DESCRIPTION

Port Status This field displays details about the status of the Zyxel Device's ports and connections. An
unconnected interface or slot appears grayed out. Hover your cursor over a connected interface
or slot to display status details.

Port Status
USG FLEX 500H
23 & 5 & 3 z
Port Name Port3
Status Connected (1G/Full)
Interface ge3 (LAN) ) 2scops 4 PoE
IF Addrass 192.168.168.1/24

The following labels display when you hover your cursor over a connected interface or slot.

Name

This field displays the name of each interface.
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Table 23 Dashboard > System (continued)> Port Status

LABEL DESCRIPTION

Status This field displays the current status of each interface or device installed in a slot. The possible
values depend on what type of interface it is.
Inactive - The Ethernet interface is disabled.
Down - The Ethernet interface does not have any physical ports associated with it or the
Ethernet interface is enabled but not connected.
Speed / Duplex - The Ethernet interface is enabled and connected. This field displays the port
speed and duplex setting (Full or Half).

Interface This field displays the zone to which the interface is currently assigned.

IP Address/ This field displays the current IP address and subnet mask assigned to the interface. If the

Mask interface is a member of an active virtual router, this field displays the IP address it is currently
using. This is either the static IP address of the interface (if it is the master) or the management IP
address (if it is a backup).

Power Reset Click Power Reset to power off the PD (powered device) connected to the port, by temporarily
disabling then re-enabling PoE. This button only appears when the PoE port is connected to a
PD.

4.2.3 Resource Usage Screen

Click the bar to see a graphic on that resource.

Figure 64 Dashboard > System > Resource Usage

Resource Usage &
cRU -
10.9 %
Memory
43.4 %
Sessions
40/1000000
Storage -
5%

The table describes the fields in the screen.

Table 24 Dashboard > System > Resource Usage

LABEL

DESCRIPTION

CPU

This field displays what percentage of the Zyxel Device's processing capability is
currently being used. It is an average of all core usage. Click this field to display a
chart of the Zyxel Device's recent CPU usage for each core within a specified time
period. CPU usage may appear temporarily high when creating graphic-intensive
statistics and reports. You may ignore it, and observe the long-term usage.

Memory

This field displays what percentage of the Zyxel Device's RAM is currently being used.
Click this field to display a chart of the Zyxel Device's recent total, system and
fastpath memory usage.
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Table 24 Dashboard > System > Resource Usage

Device.

LABEL DESCRIPTION

Sessions This field shows how many sessions, established and non-established, that pass
through/from/to/within the Zyxel Device. Click this field to display a chart of Zyxel
Device's session usage within a specified time period.

Storage This field displays the percentage of storage currently being used on the Zyxel

Click this field to view more information about the Zyxel Device's storage and the
connected USB storage device. See Section 4.2.3.1 on page 75 for more details.

4.2.3.1 Storage Information

The Storage Information screen displays information of the Zyxel Device's storage and the connected
USB storage device.

Figure 65 Dashboard > System > Resource Usage > Storage

Storage Information
Local Storage

Usage

USB Storage

USB Device

724.9M [ 1.8G(41%)

Cannot find any USB Storage

56.7MB /3.9GB (3.9%)

X

The table describes the fields in the screen.

Table 25 Dashboard > System > Resource Usage > Storage

LABEL

DESCRIPTION

Local Storage

Usage

This field displays the used space (in MB or GB), available space (in MB or GB), and
the percentage of used space on the Zyxel Device.

Local storage refers to the permanent (flash) memory, where data is retained after
rebooting. It stores database files, including actual data, logs, backups, packet
capture files, and configuration files. New logs and files are not saved when storage is
full. You can try manually deleting logs. See My Zyxel Device's local storage is full. for
details.

USB Storage

USB Device This field displays the name of the USB storage device. See Table 272 on page 578 for
more information on USB storage.

Usage This field displays the used space (in MB or GB), available space (in MB or GB), and
the percentage of used space on the USB storage device.

File System This field displays what file system the USB storage device is formatted with. The

supported formats for the Zyxel Device are FAT16, FAT32, EXT3, and EXT4. See the
troubleshooting My USB storage device is not compatible with the Zyxel Device. for
how to change the format of your USB storage device.
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Table 25 Dashboard > System > Resource Usage > Storage

LABEL

DESCRIPTION

Interface and Speed

This field displays the USB standard and the connection speed the USB storage
device supports.

Status

This field displays the connecting status of the USB storage device.

o Connected - you can have the Zyxel Device use the USB storage device.

e Connecting - the Zyxel Device is mounting the USB storage device.

o Disconnected - the connected USB storage device was manually unmounted by
using the Disconnect button or for some reason the Zyxel Device cannot mount it.

Click the Disconnect button to stop the Zyxel Device from using the USB storage

device. If you disconnect the USB storage device from the Zyxel Device, you can then

use click Connect to reconnect the USB storage device.

4.2.4 Bandwidth

This screen displays a line graph of packet statistics for each interface.

Figure 66 Dashboard > System > Bandwidth

Bandwidth

Interface : gl - ]

This table describes the fields in the above screen.

Table 26 Dashboard > Tx/Rx Statistics

LABEL DESCRIPTION
Mbps The y-axis represents the speed of transmission or reception.
Time The x-axis shows the time period over which the transmission or reception occurred.

4.2.5 Client Usage Screen

This screen displays the number of users logged into the Zyxel Device and a summary of the DHCP
settings status. Click the links to go to the Login Users or the DHCP Table screen.
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Figure 67 Dashboard > System > Client Usage

Client Usage &
Login Users 3
DHCP Lease 1
DHCP Reservation 0
DHCF Server 2

This table describes the fields in the above screen.

Table 27 Dashboard > System > Client Usage

LABEL DESCRIPTION

Login Users This field displays the number of users that are currently logged into the Zyxel Device.

DHCP Lease This field displays the number of IP addresses that are leased for clients.

Reservation This field displays the number of IP addresses that are reserved for the MAC
addresses.

DHCP Server This field displays the number of interface that the DHCP server is enabled on the
Zyxel Device.

4.2.6 The Latest Logs Screen

In this screen click The Latest Logs to go to Log & Report > Log / Events.

Figure 68 Dashboard > System > The Latest Logs

The Latest Logsz

#= Time = Category = Mezsage =

1 2024-02-23 11:43:41 secure-policy Match defoult rule DROP
2 2024-02-23 11:43:40 secure-policy viatch default rule DROP
3 2024-02-23 11:43:3% secure-policy Match defoult rule DROP
4 2024-02-23 11:42:22 secure-policy viatch default rule DROP
5 2024-02-23 11:42:22 secure-policy viatch default rule DROP

The table describes the fields in the screen.

Table 28 Dashboard > System > The Latest Log

LABEL DESCRIPTION

# This is the entry's rank in the list of alert logs.

Time This field displays the date and time the log was created.

Category This field displays the type of log generated.

Message This field displays the actual log message.

Source This field displays the source address (if any) in the packet that generated the log.
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Table 28 Dashboard > System > The Latest Log

LABEL DESCRIPTION
Destination This field displays the destination address (if any) in the packet that generated the log.
Priority This field displays the severity of the log.

4.3 The Security Screen

Use the Security screen to check security status information about the Zyxel Device. If a license has
expired, you will see a reminder in this screen. You need to renew the license in order to keep using the
feature. Click Buy Now to go to Marketplace to purchase a new license. Click See Details to go to the
Zyxel web page to find more information on licenses for your Zyxel Device.

Figure 69 Dashboard > Security

@ Dashboard = > Security
A License has expired. m See Details
Threat Indicator
P Reputation DS Threat Fitter URL Threat Filter Anti-Malware
0/0 0/0 0/0 0/0
Hit / Scanned Connections Hit / Scanned Connections Hit / Scanned Connections Hit / Scanned Files
P Sandbox
0/0 0/0/0
Hit / Scanned Connections Malicious / Suspicious / Scanned Files
Top 5 Applications Last 24 hours &
B Unknown Joax Application = Category # Usage # % Usage ¥
Unknown Unknown 72092 MB 100%
Top 5 Category Last 7 days
Category # Occurrence #
No data
No data Mo data

This screen gives the following information:

e The amount of scanned traffic

e The number of scanned connections for URL threat filtering

e The number of scanned files for anti-malware

e The number of scanned connections for IPS

e The number of scanned files for sandbox.
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» Top 5 applications that are used the most

« Top 5 Categories that are detected the most

Click the Refresh icon to update the information in the window right away.
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CHAPTER 5
Monitor

5.1 Overview

Use the Monitor screens to check status and statistics information.

5.1.1 What You Can Do in this Chapter

Use the Monitor screens for the following.

» Use the Traffic Statistics > Application Usage (Section 5.2 on page 82) screen to view application
statistics.

» Use the Traffic Statistics > Port (Section 5.3 on page 84) screen to view the packets statistics for each
port selected for monitoring.

» Use the Traffic Statistics > Interface (Section 5.4 on page 85) screen to view the packets statistics for
each interface selected for monitoring.

o Use the Traffic Statistics > Session Monitor screen (see Section 5.5 on page 85) to view sessions by
user or service.

o Use the Security Statistics > Content Filter screen (Section 5.6 on page 87) to start or stop data
collection and view content filter statistics.

» Use the Security Statistics > Reputation Filter screens (Section 5.7 on page 89) to view statistics of IP
reputation, DNS threat filtering and URL threat filtering.

o Use the Security Statistics > IPS screen (Section 5.8 on page 93) to start or stop data collection and
view IPS statistics.

o Use the Security Statistics > Anti-Malware (Section 5.9 on page 94) screen to view anti-malware
statistics.

o Use the Security Statistics > Sandbox screen (Section 5.10 on page 96) to view sandbox statistics.

» Use the Security Statistics > SSL Inspection screen (Section 5.11 on page 97) to see a report on SSL
Inspection and a certificate cache list.

« Use the Network Status > Interface screen (see Section 5.5 on page 85) to view the interface packets
statistics.

» Use the Network Status > Device Insight screen (see Section 5.13 on page 101) to view the status of the
clients connected to the Zyxel Device.

» Use the Network Status > Login Users screen (Section 5.14 on page 104) to look at a list of the users
currently logged into the Zyxel Device.

o Use the Network Status > DHCP Table screen (see Section 5.16 on page 106) to view a list of interfaces
and their DHCP-assigned IP addresses.

» Use the VPN Status > IPSec VPN > Site to Site VPN screen (Section 5.17.1 on page 108) to display and
manage active IPSec Policies.

o Use the VPN Status > IPSec VPN > Remote Access VPN screen (Section 5.17.2 on page 109) to display
and manage remote access VPN clients.
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o Use the VPN Status > SSL VPN > Remote Access VPN screen (Section 5.18 on page 110) to list the
users currently logged into the SSL VPN client portal. You can also log out individual users and delete
related session information.

» Use the VPN Status > Tailscale screen (Section 5.19 on page 111) to display Tailscale VPN connection
information.

5.2 The Application Usage Screen

This screen provides a convenient way to monitor the use of various applications by hosts in the network.

If a license has expired, you will see a reminder in this screen. You need to renew the license in order to
keep using the feature. Click Buy Now to go to Marketplace to purchase a new license. Click See Details
to go to the Zyxel web page to find more information on licenses for your Zyxel Device.

A License has expired. Renew the licenss for updating information. m See Details

Click Traffic Statistics > Application Usage to display the following screen. This screen displays usage by
application type or the IP addresses of hosts in your network.

Figure 70 Traffic Statistics > Usage by Application

@ Troffic Statistics ¥ > Application Usoge
Last 24 Hours Summary View More

Click the pie chart again fo go

back to all events =

Server Message Block (Windows File
Server)

Usage 403.35 MB (58.37%) 04

Mbps

Application Usage

Q M m
Application * Category +
Jerver message BIOCK (WINAOWS HIS >erver) Flie server
Microsoft Outlook (Office 345) Wel
HyperText Transfer Protocol Secure Welx
Microsoft Web
Amazon Web Services/Cloudfront CDN Web
Microsoft SharePoint Online (Office 345) Web
Windows Marketplace Application Service
Microsoft Office 3635 Web
Microsoft teams Instant Messaging
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Figure 71 Traffic Statistics > Usage by Host IP
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The following table describes the labels in this screen.

Table 29 Traffic Statistics > Application Usage

LABEL

DESCRIPTION

Last 24 Hours Summary

If you want to view more data than the past 24 hours in SecuReporter, click View
More. You should already have a SecuReporter account.

Pie Chart Click an item in the pie chart for more detailed information.
Refresh Click this button to update the report display.
Flush Data Click this button to discard all of the screen'’s statistics for inactive sessions. Flushing

data only removes traffic logs from ended sessions. Active sessions remain
unaffected. Click Refresh to update the report display.

Top Usage by

Select to display usage by application or host IP address.

Application If you selected by application, then this is the name of the application identified.
Category This is the category the application belongs to.
Usage This is how much traffic the application has used.
%Usage This is the percentage of traffic the application has used.

Client IP address

If you selected by host IP address, then this is the IP address of the host identified.

Client Description

This is the name of the host identified.

MAC Address

This is the MAC address of the host device.

Usage

This is how much traffic the host has used.

%Usage

This is the percentage of traffic the host has used.
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5.3 The Port Statistics Screen

Use this screen to look at packets statistics for each Gigabit Ethernet port. Ports are physical ports to

which you connect cables.
To access this screen, click Traffic Statistics > Port.

Figure 72 Traffic Statistics > Port
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Select a port to monitor.

Figure 73 Traffic Statistics > Port
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The following table describes the labels in this screen.

Table 30 System Statistics > Port

LABEL

DESCRIPTION

Monitor Port

Select a port from the drop-down list box to view the port packets statistics.

Poll Interval Enter how often you want this window to be updated automatically, and click Refresh.

TX This line represents traffic transmitted from the Zyxel Device on the selected physical
port since it was last connected. Click TX to show or hide the TX line in the chart.

RX

This line represents the traffic received by the Zyxel Device on the selected physical
port since it was last connected. Click RX to show or hide the RX line in the chart.
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5.4 The Interface Statistics Screen

Use this screen to look at packets statistics for each interface. Interfaces are used within the system
operationally. You use them in configuring various features.

To access this screen, click Traffic Statistics > Interface.

Figure 74 Traffic Statistics > Port

(=) Traffic stotstics » ® Inferfoce v

General Setfings

Mionitor Interface l . J

Select an interface to monitor.

Figure 75 Traffic Statistics > Interface
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Interlage Stafisfics
gel
™R
The following table describes the labels in this screen.
Table 31 Traffic Statistics > Interface
LABEL DESCRIPTION
Monitor Interface Select an interface from the drop-down list box to view the interface packets
statistics.
Poll Interval Enter how often you want this window to be updated automatically, and click Refresh.
TX This line displays the transmission speed, in bytes per second, on the interface in the
one-second interval before the screen updated.
RX This line displays the reception speed, in bytes per second, on the interface in the
one-second interval before the screen updated.

5.5 The Session Monitor Screen

The Session Monitor screen displays all established sessions that pass through the Zyxel Device for
debugging or statistical analysis. It is not possible to manage sessions in this screen. The following
information is displayed.

o User who started the session
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» Protocol or service port used

e Source address

o Destination address

« Number of bytes received (so far)

o Number of bytes transmitted (so far)

e Duration (so far)

You can look at all established sessions that passed through the Zyxel Device by user, service, source IP
address, or destination IP address. You can also filter the information by user, protocol / service or service
group, source address, and/or destination address and view it by user.

Click Traffic Statistics > Session Monitor to display the following screen.

Figure 76 Traffic Statistics > Session Monitor

Forward Session
View ol sessions -
Filter

#= User =

(&) traffe starsics w = sestom wonior

< Clear All Sessions voip X |V H D

m | clearan

Services ¥ Sowrce ¥ Desfinafion # Rx # T Durafion #

The following table describes the labels in this screen.

Table 32 Traffic Statistics > Session Monitor

LABEL

DESCRIPTION

View

Select how you want the established sessions that passed through the Zyxel Device to be
displayed. Choices are:

* sessions by user - display all active sessions grouped by user

* sessions by services - display all active sessions grouped by service or protocol

e sessions by source IP - display all active sessions grouped by source IP address

e sessions by source region - display all active sessions grouped by source |IP address

* sessions by destination IP - display all active sessions grouped by destination IP address

« sessions by destination region - display all active sessions grouped by destination IP
address

« all sessions - filter the active sessions by the User, Service, Source IP, and Destination IP,
and display each session individually (sorted by user).

Clear Session

Select a session, then click this button to remove the selected session.

Clear All Sessions

Click this button to remove all sessions.

Refresh

Click this button to update the information on the screen. The screen also refreshes automatically
when you open and close the screen.

Search Type an item in the search box, then click this to display all sessions in the table below according
to the item you typed.

Clear All Click this to remove all items found in the search.

Filter

Click the Filter iconﬂ, click + to display Add Filter, pick a filter, then click Search to display
specific sessions acctording to the filter selected. You may select multiple filters, but just one of
each type, configured one at a time.

Add Filter

User
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Table 32 Traffic Statistics > Session Monitor (continued)

LABEL DESCRIPTION

The User, Service, Source Address, Destination Address, Source Country and Destination
Country fields display if you view all sessions.

# This field is the rank of each record. The names are sorted by the name of user in active session.
You can use the pull down menu on the right to choose sorting method.

User This field displays the user in each active session.
If you are looking at the sessions by users (or all sessions) report, click + or - to display or hide
details about a user’s sessions.

Services This field displays the protocol used in each active session.
If you are looking at the sessions by services report, click + or - to display or hide details about a
protocol's sessions.

Source This field displays the source IP address and port in each active session.
If you are looking at the sessions by source IP report, click + or - to display or hide details about
a source IP address's sessions.

Destination This field displays the destination IP address and port in each active session.
If you are looking at the sessions by destination IP report, click + or - to display or hide details
about a destination IP address's sessions.

Rx This field displays the amount of information received by the source in the active session.

Tx This field displays the amount of information transmitted by the source in the active session.

Duration This field displays the length of the active session in hours, minutes, seconds format.

5.6 The Content Filter Screen

Click Security Statistics > Content Filter to display the following screens. The Zyxel Device content
filtering includes HTTP(S) traffic scan and DNS domain scan. The HTTP(S) traffic scan allows the Zyxel
Device to block access to specific websites, by inspecting the URL or Server Name Indication (SNI) that
the user’s web browser sends to the web server. The DNS domain scan allows the Zyxel Device to block
access to specific websites by inspecting DNS queries made by users on your network. If the website in
the DNS query contains prohibited material, then the Zyxel Device replies to the DNS query with a IP
address that points to the block page.

If a license has expired, you will see a reminder in this screen. You need to renew the license in order to
keep using the feature. Click Buy Now to go to Marketplace to purchase a new license. Click See Details
to go to the Zyxel web page to find more information on licenses for your Zyxel Device.

License has expired. Renew the license for updating information. m See Details

These screens display some basic statistics on HTTP(S) traffic scan and DNS domain scan.
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Figure 77 Security Statistics > Content Filter
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The following table describes the labels in this screen.

Table 33 Security Statistics > Content Filter

LABEL

DESCRIPTION

Last 24 Hours Summary

If you want to view more data than the past 24 hours in SecuReporter, click View More.
You should already have a SecuReporter account.

Pie Chart

Click an item in the pie chart for more detailed information.

Top entry by

Use this field to have the following (read-only) table display the top content filter log
entries by Blocked Category, Blocked Source IP, Blocked URL, Allowed Category,
Allowed Source IP, or Allowed URL. This table displays the most common, recent content
filter logs. See the log screen for less common content filter logs or use a syslog server to
record all content filter logs.

Select Blocked Category to list the web site categories the Zyxel Device has blocked.

Select Blocked Source IP to list the source IP addresses of the web sites the Zyxel Device
has blocked.

Select Blocked URL to list the URLs of the web sites the Zyxel Device has blocked.
Select Allowed Category to list the web site categories the Zyxel Device has allowed.

Select Allowed Source IP to list the source IP addresses of the web sites the Zyxel
Device has allowed.

Select Allowed URL to list the URLs of the web sites the Zyxel Device has allowed.

Refresh Click this button to update the report display.

Flush Data Click this button to discard all of the screen'’s statistics. Click Refresh to update the report
display.

Time This column displays the date and time when the users access the URL or FQDN.

Action This column displays whether the Zyxel Device blocks or passes the accessed URL or
FQDN.

URL/Domain This column displays the URL or domain name of the web site accessed.

Profile This column displays the content filter profile the website belongs to.
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Table 33 Security Statistics > Content Filter

LABEL DESCRIPTION

Category This column displays the category the accessed web site belongs to.

Source IP This column displays the source IP address of the web site the Zyxel Device has
checked.

Destination IP This column displays the destination IP address at which the traffic of the web site the
Zyxel Device has checked is sent.

5.7 The Reputation Filter Screens

Click Security Statistics > Reputation Filter to display the following screens. These screens display
reputation filter statistics.

The Zyxel Device reputation filter includes IP reputation, DNS threat filter and URL threat filter.
If a license has expired, you will see a reminder in this screen. You need to renew the license in order to

keep using the feature. Click Buy Now to go to Marketplace to purchase a new license. Click See Details
to go to the Zyxel web page to find more information on licenses for your Zyxel Device.

£ License has expired. Renew the license for updating information. m
5.7.1 IP Reputation

This screen displays IP reputation statistics. IP reputation checks the reputation of an IP address from a
database.

Figure 78 Security Statistics > Reputation Filter > IP Reputation
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The following table describes the labels in this screen.

Table 34 Security Statistics > Reputation Filter > IP Reputation

LABEL

DESCRIPTION

Last 24 Hours Summary

If you want to view more data than the past 24 hours in SecuReporter, click View More.
You should already have a SecuReporter account.

Pie Chart

Click an item in the pie chart for more detailed information.

Top Entries By

Use this field to have the following (read-only) table display the top IP reputation log
entries by Category, Infected/Victim Host or Malicious IP. This table displays the most
common, recent IP reputation logs. See the log screen for less common IP reputation logs
or use a syslog server to record all IP reputation logs.

Select Category to list the most common categories of packets that the Zyxel Device has
detected.

Select Infected/Victim Host to list the most common IP addresses of the infected hosts.

Select Malicious IP to list the most common IPv4 addresses with bad reputation that have
sent packets to the Zyxel Device.

Refresh

Click this button to update the report display.

Flush Data

Click this button to discard all of the screen’s statistics. Click Refresh to update the report
display.

IP Reputation Events

Time This field displays the date and time the entry was created.
+ Allow List Select an entry and click this to add it to the IP reputation allow list.
Malicious IP This field displays the IPv4 address with bad reputation.

Infected/Victim Host

This field displays the IP address of the infected host.

Threat Category

This field displays the category of the entry.

Threat Level

This field displays the threat level of the entry.

Occurrence

This field displays how many times the Zyxel Device has detected the event described in
the entry.

5.7.2 DNS Threat Filter

This screen displays DNS threat filter statistics. DNS threat filtering inspects DNS queries made by clients
on your network and compares the queries against a database of blocked or allowed Fully Qualified
Domain Names (FQDNSs).
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Figure 79 Security Statistics > Reputation Filter > DNS Threat Filter
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The following table describes the labels in this screen.

Table 35 Security Statistics > Reputation Filter > DNS Threat Filter

LABEL

DESCRIPTION

Last 24 Hours Summary

If you want to view more data than the past 24 hours in SecuReporter, click View More.
You should already have a SecuReporter account.

Pie Chart

Click an item in the pie chart for more detailed information.

Top Entries By

Use this field to have the following (read-only) table display the top DNS threat filter log
entries by Category, Source IP or DNS Name. This table displays the most common,
recent DNS threat filter logs. See the log screen for less common DNS threat filter logs or
use a syslog server to record all DNS threat filter logs.

Select Category to list the most common categories of packets that the Zyxel Device has
detected.

Select Source IP to list the most common source IP addresses of traffic.

Select DNS Name to list the most common FQDNs of the infected websites.

Refresh

Click this button to update the report display.

Flush Data

Click this button to discard all of the screen’s statistics. Click Refresh to update the report
display.

DNS Threat Filter Events

Time This field displays the date and time the entry was created.

+ Allow List Select an entry and click this to add it to the DNS filtering allow list.

DNS Name This field displays the FQDN of an infected website.

Category This field displays the category of the entry.

Source IP This field displays the source IP address of traffic that you want to trace.
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5.7.3 URL Threat Filter

This screen displays URL threat filter statistics. URL threat filtering compares access to specific URLs
against a database of blocked or allowed sites.

Figure 80 Security Statistics > Reputation Filter > URL Threat Filter
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The following table describes the labels in this screen.

Table 36 Security Statistics > Reputation Filter > URL Threat Filter

LABEL

DESCRIPTION

Last 24 Hours Summary

If you want to view more data than the past 24 hours in SecuReporter, click View More.
You should already have a SecuReporter account.

Pie Chart

Click an item in the pie chart for more detailed information.

Top Entries By

Use this field to have the following (read-only) table display the top URL threat filter log
entries by Category, URL or Source IP. This table displays the most common, recent URL
threat filter logs. See the log screen for less common URL threat filter logs or use a syslog
server to record all URL threat filter logs.

Select Category to list the most common categories of packets that the Zyxel Device has
detected.

Select URL to list the most common URLs of the infected websites.

Select Source IP to list the most common source IP addresses of traffic.

Refresh

Click this button to update the report display.

Flush Data

Click this button to discard all of the screen's statistics. Click Refresh to update the report
display.

URL Threat Filter Events

Time This field displays the date and time the entry was created.
+ Allow List Select an entry and click this to add it to the URL Threat filtering allow list.
URL This field displays the URL of an infected website.
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Table 36 Security Statistics > Reputation Filter > URL Threat Filter

LABEL DESCRIPTION

Category This field displays the category of the entry.

Source IP This field displays the source IP address of traffic that you want to trace.
Destination IP This field displays the destination IP address of traffic.

5.8 The IPS Screen

Click Security Statistics > IPS to display the following screen. This screen displays IPS (Intrusion
Prevention System) statistics. An IPS system can detect malicious or suspicious packets and respond

instantaneously by rejecting or dropping the packets. The Zyxel Device IPS protects your network against
network-based intrusions.

If a license has expired, you will see a reminder in this screen. You need to renew the license in order to
keep using the feature. Click Buy Now to go to Marketplace to purchase a new license. Click See Details
to go to the Zyxel web page to find more information on licenses for your Zyxel Device.

A License has expired. Renew the licenss for updating information. m See Details
Figure 81 Security Statistics > IPS
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The following table describes the labels in this screen.

Table 37 Security Statistics > IPS
LABEL DESCRIPTION

Last 24 Hours Summary | If you want to view more data than the past 24 hours in SecuReporter, click View More.
You should already have a SecuReporter account.

Pie Chart Click an item in the pie chart for more detailed information.
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Table 37 Security Statistics > IPS

LABEL

DESCRIPTION

Top Entries By

Use this field to have the following (read-only) table display the top IPS log entries by
Signature Name, Source IP or Destination IP. This table displays the most common,
recent IPS logs. See the log screen for less common IPS logs or use a syslog server to
record all IPS logs.

Select Signature Name to list the most common signatures that the Zyxel Device has
detected.

Select Source IP to list the source IP addresses from which the Zyxel Device has detected
the most intrusion attempts.

Select Destination IP to list the most common destination IP addresses for intrusion
attempts that the Zyxel Device has detected.

Refresh Click this button to update the report display.

Flush Data Click this button to discard all of the screen'’s statistics. Click Refresh to update the report
display.

Time This column displays the date and time IPS blocked this IP address.

+ Allow List Select an entry and click this to add the signature to the IPS allow list.

Signature ID This column displays when you display the unique value given to each intrusion detected.

Signature Name

This column displays the name to identify the type of intrusion pattern.

Type This column displays the categories of intrusions.
Severity This column displays the level of threat that the intrusions may pose.
Source IP This column displays the source IP address of the intrusion attempts.

Destination IP

This column displays the destination IP address at which intrusion attempts were targeted.

5.9 The Anti-Malware Screen

Click Security Statistics > Anti-Malware to display the following screen. This screen displays anti-

malware statistics.

If a license has expired, you will see a reminder in this screen. You need to renew the license in order to
keep using the feature. Click Buy Now to go to Marketplace to purchase a new license. Click See Details
to go to the Zyxel web page to find more information on licenses for your Zyxel Device.

License has expired. Renew the license for updating information. m See Details
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Figure 82 Security Statistics > Anti-Malware

Last 24 Hows Summary  View More

Anh-Matwre Sholisics Event

1(1.I%)
1{1.01%)
1(nam
B Maiciou Trojan boal T2 ee 24 HF ST 10.1m)
B Molciou Trojon 411 D0ce s Sedbdés ¥b ITURTES]

B Ot 4 (ada5%)

Danincticn ¥ 3

The following table describes the labels in this screen.

Table 38 Security Statistics > Anti-Malware

LABEL

DESCRIPTION

Last 24 Hours Summary

If you want to view more data than the past 24 hours in SecuReporter, click View
More. You should already have a SecuReporter account.

Pie Chart

Click an item in the pie chart for more detailed information.

Top Entries By

Use this field to have the following (read-only) table display the top anti-malware
log entries by Virus Name, Source IP, and Destination IP. This table displays the
most common, recent anti-malware logs. See the log screen for less common anti-
malware logs or use a syslog server to record all anti-malware logs.

Select Virus Name to list the most common viruses that the Zyxel Device has
detected.

Select Source IP to list the source IP addresses from which the Zyxel Device has
detected the most virus-infected files.

Select Destination IP to list the most common destination IP addresses for virus-
infected files that Zyxel Device has detected.

Refresh

Click this button to update the report display.

Flush Data

Click this button to discard all of the screen'’s statistics. Click Refresh to update
the report display.

Anti-Malware Statistics Events

Time This field displays the date and time the entry was created.

+ Allow List Select an entry and click this to add it to the anti-malware allow list.

Virus name This column displays when you display the entries by Virus Name. This displays
the name of a detected virus.

Hash This column displays a hash value, MD5 (Message Digest 5) of the detected virus

file.

MDS5 is hash algorithms used to authenticate packet data.
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Table 38 Security Statistics > Anti-Malware (continued)

LABEL DESCRIPTION

Source IP This column displays when you display the entries by Source IP. It shows the
source IP address of virus-infected files that the Zyxel Device has detected.

Destination IP This column displays when you display the entries by Destination IP. It shows the
destination IP address of virus-infected files that the Zyxel Device has detected.

5.10 The Sandbox Screen

Click Security Statistics > Sandbox to display the following screen. This screen displays sandbox
statistics.

If a license has expired, you will see a reminder in this screen. You need to renew the license in order to
keep using the feature. Click Buy Now to go to Marketplace to purchase a new license. Click See Details
to go to the Zyxel web page to find more information on licenses for your Zyxel Device.

A License has expired. Renew the licenss for updating information. m See Details
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The following table describes the labels in this screen.

Table 39 Security Statistics > Sandbox

LABEL DESCRIPTION

Last 24 Hours Summary | If you want to view more data than the past 24 hours in SecuReporter, click View More.
You should already have a SecuReporter account.

Pie Chart Click an item in the pie chart for more detailed information.
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Table 39 Security Statistics > Sandbox (continued)

LABEL DESCRIPTION

Top Entries By Use this field to have the following (read-only) table display the top sandbox log entries by
Destination IP, Source IP and Type. This table displays the most common, recent sandbox
logs. See the log screen for less common sandbox logs or use a syslog server to record all
sandbox logs.

Select Source IP to list the source IP addresses from which the Zyxel Device has detected
the most files with unknown or untrusted programs and codes.

Select Destination IP to list the most common destination IP addresses for files with
unknown or untrusted programs and codes that Zyxel Device has detected.

Select Type to display if the file type of the detected file with unknown or untrusted
programs and codes.

Refresh Click this button to update the report display.
Flush Data Click this button to discard all of the screen’s statistics. Click Refresh to update the report
display.

When the statistics stored reach the limit, new statistics automatically overwrite existing
statistics, starting with the oldest statistics first.

Sandbox Events

Time This field displays the time the file is scanned by the Zyxel Device.

Type This field displays the file type of the detected file with unknown or untrusted programs
and codes.

File Name This column displays the file name of the detected virus file.

Hash This column displays a hash value, MD5 (Message Digest 5, of the detected file with

unknown or untrusted programs and codes.

MDS5 is a hash algorithm used to authenticate packet data.

Source IP This column displays the source IP address of the file the Zyxel Device has checked.

Destination IP This column displays the destination IP address at which the traffic of the file the Zyxel
Device has checked is sent.

5.11 The SSL Inspection Screens

The Zyxel Device uses SSL Inspection to decrypt SSL traffic, then sends it to Security Service engines for
inspection, and then finally encrypts traffic that passes inspection and forwards it.

5.11.1 The Summary Screen

Click Security Statistics > SSL Inspection > Summary to display the following screen. This screen shows
the number of SSL sessions inspected, blocked and passed.
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Figure 84 Security Statistics > SSL Inspection > Summary
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The following table describes the labels in this screen.

Table 40 Security Statistics > SSL Inspection > Summary

LABEL DESCRIPTION
General Settings
Refresh Click this button to update the report display.
Flush Data Click this button to discard all of the screen'’s statistics. Click Refresh to update the
report display.
Status

Maximum Concurrent
Sessions

This shows the maximum number of simultaneous SSL Inspection sessions allowed for
your Zyxel Device model.

Concurrent Sessions

This shows the actual number of simultaneous SSL Inspection sessions in progress.

Summary
Total This is the total of SSL sessions inspected and number of sessions blocked and number
of sessions passed since data was last flushed or the Zyxel Device last rebooted after
Collect Statistics was enabled.
Inspected This shows the total number of SSL sessions inspected since data was last flushed or

the Zyxel Device last rebooted after Collect Statistics was enabled

Decrypted (Kbytes)

This shows the number of kilobytes (KB) of data that was decrypted for Security
Service inspection.

Encrypted (Kbytes)

This shows the number of kilobytes (KB) of data that was re-encrypted after Security
Service inspection and then forwarded.

Blocked

This shows the number of SSL sessions blocked.

Passed

This shows the number of SSL sessions passed.
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5.11.2 The Certificate Cache List Screen

A certificate identifies the source of SSL traffic. Use this screen to decide which sources can be excluded
from SSL inspection. Traffic in an Exclude List is not intercepted by SSL inspection.

Click Security Statistics > SSL Inspection > Certificate Cache List to display a screen that shows details
on SSL traffic identified by its certificate and an option to add that traffic to the Exclude List.

Figure 85 Security Statistics > SSL Inspection > Certificate Cache List
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The following table describes the labels in this screen.

Table 41 Security Statistics > SSL Inspection > Certificate Cache List

LABEL DESCRIPTION

Time This is the latest date (yyyy-mm-dd) and time (hh-mm-ss) that the record in the
certificate cache list was met.

Add to Exclude list Select and item in the list and click this icon to add the common name (CN) to the
Exclude List.

Common Name This displays the common name in the certificate of the SSL traffic destination server.

Server Name Indication Server Name Indication (SNI) is the domain name entered in the browser, FTP client,

etc. to begin the SSL session with the server. It allows multiple SSL sessions to the
same IP address and port number with different certificates from different SNI. This
field displays the SNI for this SSL session.

SSL Version This field shows the SSL version. TLS1.0/1.1/1.2 are currently supported.
Destination This displays the IP address and port number of the SSL traffic destination server.
Valid Time This displays the cache item expiry time in seconds. The cache item is deleted when

the remaining time expires.

5.12 The Interface Screen

This screen lists all of the Zyxel Device's interfaces and their information.

Click Network Status > Interface to display the following screen.
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Figure 86 Network Status > Interface
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The following table describes the labels in this screen.

Table 42 Network Status > Interface

LABEL DESCRIPTION

Refresh Click this to update the information in this screen.
Name This field displays the name of each interface.
Members

bridge interface's members.

This field displays the physical port number that is binded to the interface. An interface is binded
to a port when the interface is bounded to the physical port.

When you create a bridge interface, the Zyxel Device removes the members' entries from the
routing table and adds the bridge interface's entries to the routing table. This field displays the

Type This field displays the type of connection the interface is using.
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Table 42 Network Status > Interface

LABEL

DESCRIPTION

Status

This field displays the current status of each interface. The possible values depend on what type
of interface it is.

For Ethernet interfaces:

e Inactive - The Ethernet interface is disabled.

+« Down - The Ethernet interface does not have any physical ports associated with it or the
Ethernet interface is enabled but not connected.

* Speed/Duplex - The Ethernet interface is enabled and connected. This field displays the
port speed and duplex setting (Full or Half).

For the auxiliary interface:

e Inactive - The auxiliary interface is disabled.
e Connected - The auxiliary interface is enabled and connected.
« Disconnected - The auxiliary interface is not connected.

For virtual interfaces, this field always displays Up. If the virtual interface is disabled, it does not
appear in the list.

For VLAN and bridge interfaces, this field always displays Up. If the VLAN or bridge interface is
disabled, it does not appear in the list.

For PPP interfaces:

e Connected - The PPP interface is connected.
« Disconnected - The PPP interface is not connected.

If the PPP interface is disabled, it does not appear in the list.

Zone

This field displays the zone to which the interface is assigned.

IP Addr/Netmask

This field displays the current IP address and subnet mask assigned to the interface. If the IP
address and subnet mask are 0.0.0.0, the interface is disabled or did not receive an IP address
and subnet mask via DHCP.

If this interface is a member of an active virtual router, this field displays the IP address it is
currently using. This is either the static IP address of the interface (if it is the master) or the
management IP address (if it is a backup).

VLAN ID

This field displays the VLAN ID which is a 12-bit number that uniquely identifies each VLAN.

IP Assignment

This field displays how the interface gets its IP address.

e Static - This interface has a static IP address.
* DHCP Client - This interface gets its IP address from a DHCP server.

Service This field lists which services the interface provides to the network. Examples include DHCP
relay, DHCP server and DDNS. This field displays n/a if the interface does not provide any
services to the network.

Action Use this field to get or to update the IP address for the interface. Click Renew to send a new
DHCP request to a DHCP server.

VPN Rule This field displays the scenario rule the VPN tunnel interface is using.

5.13 The Device Insight Screen

Use Device Insight to collect status and basic information of the clients connected to the Zyxel Device
internal interfaces or IPSec VPN or Astra clients with or without VPN Zyxel Client software installed. The
clients shown may include clients connected to the Zyxel Device:

« Using wired connections.
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» Through access points (APs) using wired connections.
e Through access points (APs) using WiFi connections.
» Through built-in access points using WiFi connections.
e Using SecuExtender (IPSec VPN clients).

Device Insight collects client information including:

e Hostname

e |P address and MAC address

* Operating system

« Category, such as mobile phones or computers
» Connected interface

Note: To collect clients’ information using Device Insight, the clients must be in the same IP
subnet in the LAN/VLAN/DMZ networks behind the Zyxel Device. Information from clients
that are in different IP subnets in the LAN/VLAN/DMZ networks might not be collected
correctly as traffic must pass through another router or a layer-3 switch to the Zyxel
Device.

In the graphic below, A is a client connected to the Zyxel Device using a wired connection. B is a client
connected to the Zyxel Device through an AP using a wired connection. C is a client connected to the

Zyxel Device through an AP using a WiFi connection.

Figure 87 Clients' Device Insight Example

— Internet

Click Network Status > Device Insight to show the following screen.

If a license has expired, you will see a reminder in this screen. You need to renew the license in order to
keep using the feature. Click Buy Now to go to Marketplace to purchase a new license. Click See Details
to go to the Zyxel web page to find more information on licenses for your Zyxel Device.

£ License has expired. Renew the license for updating information. m See Details
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Figure 88 Network Status > Device Insight

The following table describes the labels in this screen.

Table 43 Network Status > Device Insight

LABEL DESCRIPTION

Edit Double-click an entry or select it and click Edit to modify the entry's settings in the
Description field.

Remove Select an entry and click Remove to remove a client from the table that's no longer

connected to your network.

For example, guest A visited your company over a month ago. Guest A used his
cellphone to connect to your Zyxel Device networks. His cellphone was identified and
shown in the Device Insight table. Guest A has left for over a month and you're sure
he will not return in the near future. You can use the Remove button to remove his
device from this table. Guest A's device will be identified and shown in the table again
if he connects to your Zyxel Device networks in the future.

Please note that clients that are blocked cannot be removed. Make sure to unblock
clients before you remove them.

Add to block list

Select an entry and click Add to block list to stop the selected client from connecting
to the Zyxel Device.

Remove from block list

Select an entry and click Remove from block list to allow the selected client to
connect to the Zyxel Device.

Feedback Select an entry and click Feedback to report on a client that is wrongly identified
regarding its Category, Operating System or Type.

Status This field displays the status of the clients.

Online ( S‘_’) )- The connection between the client and the Zyxel Device is up.
Offline ( tx) )- The connection between the client and the Zyxel Device is down.
Block ( @ )- The client is blocked from the connection to the Zyxel Device.

MAC Address This field displays the MAC address of the client.

MAC Vendor This displays the MAC address Organizationally Unique Identifier (OUI). The OUl is the
first three octets in a MAC address and uniquely identifies the manufacturer of a
network device.

IP Address This field displays the IP address of the client.

Hostname This field displays the name used to identify this device on the network.

Description This field displays the descriptive name of the client.

Connected to

This field displays the interface to which a client is connected directly to on the Zyxel
Device.

Connected to

This field displays the interface to which a client is connected directly to on the Zyxel
Device.

Operating System (OS)

This field displays the operating system of the client.
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Table 43 Network Status > Device Insight (continued)

LABEL DESCRIPTION

OS Version This field displays the version of the operating system of the client.

Type This field displays the model names of the client.

First-seen This field displays the time when the client first sends traffic to the Zyxel Device since
the Zyxel Device last reboot.

Last-seen This field displays the time when the client last sends traffic to the Zyxel Device.

User This field displays the type of user account the client uses. See Section 28.1.1 on page

426 for more information the user account types.

Auth method

This field displays the authentication method that is used to authenticate the client.

Astra Group & Role

This field displays the group name and role (admin or member) of the client on Astra.

e admin: The Astra web portal is a platform that provides security services to
computer or mobile devices. It is managed by an admin.

« member: A member is a person whose computer or mobile device the admin
wishes to protect using Astra. You can add your mobile device or a member’s
mobile device using this Astra web portal account.

Astra Agent Version

This field displays the version of Astra.

Client Firewall Status

This field displays the firewall status on the client's computer or mobile device, such
as a smartphone. The field is blank is if there is no firewall on the client.

e Enabled: The firewall is enabled on the client.
o Disabled: The firewall is disabled on the client.

Astra License Status

This field displays the current Astra license status of the client.
The following displays for a license you subscribed to from the Astra Portal.

* Activated: The Astra license is enabled.
* Inactive: The Astra license is not enabled.

e Overdue: The payment for the Astra license has failed, and the license will be
canceled 15 days after the overdue date. During this period, attempts will be made
to process the credit card payment.

e Cancel: The Astra license will be canceled after the expiration date.
* None: A standard or trial license has not been enabled.

The following displays for a license you purchased offline. You'll need to use the
license key to activate the license online.

o Activated: The Astra license is enabled.

* Grace period: After a license expires, you have 15 days grace period during which
you can extend your current license.

o Expired: The Astra license has expired.
+ None: A standard or trial license has not been enabled.

5.14 The Login Users Screen

Use this screen to see a list of users currently logged into the Zyxel Device. To access this screen, click
Network Status > Login Users.
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Figure 89 Network Status > Login Users
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The following table describes the labels in this screen.

Table 44 Network Status > Login Users

LABEL DESCRIPTION

Force Logout Select a user row and click this icon to end a user's session.

# This field is a sequential value and is not associated with any entry.

User ID This field displays the user name of each user who is currently logged in to the Zyxel
Device.

Role This field displays the types of user accounts the Zyxel Device uses. See Section 28.1.2 on
page 428 for more information on the user accounts.

From This field displays the IP address of the computer used to log in to the Zyxel Device.

Login Time This field displays how long a user account has logged into the Zyxel Device.

Type This field displays the way the user logged into the Zyxel Device. The user can log into the
Zyxel Device using HTTP, HTTPS, SSH, FTP and console.

Tunnel IP This field displays the IP address of the VPN tunnel a user account is using to access the
Zyxel Device.
This field displays 0.0.0.0 if a user account is not accessing the Zyxel Device through a
VPN tunnel.

Reauth/Lease Time This field displays the amount of reauthentication time remaining and the amount of lease
time remaining for each user. See Section 28.1.3 on page 429 for more information on the
reauthentication time and lease time.

5.15 The Lockout IPs Screen

Use this screen to view and unlock IP addresses blocked from logging in to the Zyxel Device. If a user
exceeds the limit on the number of unsuccessful login attempts (for example, wrong password), the Zyxel
Device will lock the IP address for a specified amount of time. Go to User & Authentication > User/Group
> Setting to configure these user account lockout settings. See Section 28.1.5 on page 435 for more

information.

Note: A user account that has exceeded the login attempt limit can still log into the Zyxel Device
from another IP address that is not blocked.

To access this screen, click Network Status > Login Users > Lockout IPs.
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Figure 90 Network Status > Login Users > Lockout IPs
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The following table describes the labels in this screen.
Table 45 Network Status > Login Users > Lockout IPs
LABEL DESCRIPTION
Unlock Select an IP address and click Unlock to allow the user from that IP address to log into the
Zyxel Device.
# This field is a sequential value and is associated with the lockout IP address entries.
IP This displays the IP address that exceeded the login attempt limit.
Last User ID This displays the user name of the user who exceeded the login attempt limit.
Role This displays the type of user account that attempted to log into the Zyxel Device.

« Admin: This user can configure the Zyxel Device settings using the web configurator or
CLI.

« Viewer: This user can only view the Zyxel Device settings using the web configurator
and perform basic diagnostics for troubleshooting using the command line interface
(CLI).

« User: This user has access to the Zyxel Device's services, such as VPN, and can also
browse. This user cannot configure or view the Zyxel Device settings using the web
configurator or CLI.

« External User: This user account is maintained on a remote server, such as RADIUS or
LDAP. This user has access to the Zyxel Device's services, such as VPN, and can also
browse but cannot configure or view the Zyxel Device settings using the web
configurator or CLI.

Lockout Time

This displays how long the IP address has been blocked by the Zyxel Device.

516 The DHCP Table Screen

Use this screen to look at a list of interfaces and their DHCP-assigned IP addresses. To access this
screen, click Network Status > DHCP Table.

Figure 91 Network Status > DHCP Table
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+ Add [= Export (5 Refresh Q H O
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The following table describes the labels in this screen.

Table 46 Network Status > DHCP Table

LABEL DESCRIPTION

Current DHCP List

Interface Select a Zyxel Device interface that has DHCP enabled to show to which devices it has
assigned DHCP IP addresses.
Add Click this to add an entry that maps a static IP to a MAC address.
Add a static IP X
Interface -
Host Name [ l
O The value in this field is i 1r“:>f e\ceed chn acters. The valid
characters are [0-9][c 1043 / @ %. | -
P Address [ 9.9.9 l
O The value should be an IP address
MAC Address [ l
OTh= value should be a MAC address in the format "emoecoood” or "X
A=A
Description [ PPPECEERPRPRPPEEREPR l
O The value in this field is i It cannot exceed 64 characters. The valid
characters are [0-9][c
Release Select an entry and click on this button to let other devices use the dynamic DHCP that is
currently assigned to the selected entry.
Reserved Select an entry and click on this button to make the entry a static DHCP entry, meaning the
DHCP client is always assigned the same IP address from the DHCP server.
Unreserve Select an entry and click on this button to change the entry from a static DHCP entry to a
dynamic DHCP entry, meaning the DHCP client may get a different IP address from the
DHCP server when the IP address is renewed.
Export Click this button to download all entries in the DHCP table to your computer in csv format
with file name containing the current date.
Refresh Click this button to update the mapping between IP addresses and MAC addresses.

Column header

Click a column’s heading cell to sort the table entries by the column entry. Click the heading
cell again to reverse the sort order.

Interface

This field identifies the interface that assigned an IP address to a DHCP client.

IP Address

This field displays the IP address currently assigned to a DHCP client or reserved for a
specific MAC address. Click the column's heading cell to sort the table entries by IP
address. Click the heading cell again to reverse the sort order.

Host Name

This field displays the name used to identify this device on the network (the computer
name). The Zyxel Device learns these from the DHCP client requests. None shows here for
a static DHCP entry.

A host name cannot exceed 255 characters. Valid characters are [0-9][a-z][A-Z][-].

Note: You cannot have duplicate host names for static (reserved) IP addresses.

MAC Address

This field displays the MAC address to which the IP address is currently assigned or for
which the IP address is reserved. The MAC address format can be "xx:xx:xx:xx:xx:xx" or
"XX=XX=XX=XX-XX-XX"

VLAN ID

This field displays the VLAN to which the IP address belongs, if any.

Expire Time

This displays the date and time the DHCP-assigned address will be renewed.
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Table 46 Network Status > DHCP Table (continued)
LABEL DESCRIPTION

Description This field displays a description of the DHCP client to identify it. The description cannot
exceed 64 characters. Valid characters are [0-9][a-z][A-Z][_ -].

Note: You can only edit the description for clients with static (reserved) IP
addresses.

Status This field displays the connection status of the DHCP client. Reserved means a static DHCP
entry. - means a dynamic DHCP entry.

5.17 The IPSec VPN Screen

Click a column’s heading cell to sort the table entries by that column’s criteria. Click the heading cell again
to reverse the sort order.

5.17.1 The Site to Site VPN Screen

Use this screen to display and to manage active IPSec policies.
To access this screen, click VPN Status > IPSec VPN > Site to Site VPN. The following screen appears.

Figure 92 VPN Status > IPSec VPN > Site to Site VPN
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Each field is described in the following table.

Table 47 VPN Status > IPSec VPN > Site to Site VPN

LABEL DESCRIPTION
Disconnect Select an IPSec policy and click this button to disconnect it.
Refresh Select an IPSec policy and click this button to update its status.
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Table 47 VPN Status > IPSec VPN > Site to Site VPN (continued)

LABEL

DESCRIPTION

Connectivity Check

Select an IPSec policy and click this button to check the connection to a remote client
through this VPN tunnel. Enter an IP address in the remote policy subnet range. The
Zyxel Device interface must comply with the local policy subnet range. The check will
time out after 5 seconds if there is no reply to the ICMP check (Ping).

Connectivity Check X

This field is a sequential value, and it is not associated with a specific SA.

Name

This field only displays the client names if they're using EAP or X-auth for
authentication.

If a client is connected to the Zyxel Device without using Extended Authentication
Protocol (EAP) or X-Auth, this field will be empty.

Remote Gateway

This field displays the IP address of the remote gateway.

Remote ID This field displays the ID of the remote gateway.

My Address This field displays the IP address of the Zyxel Device.

Policy Route This field displays the content of the local and remote policies for this IPSec policy.
The IP addresses, not the address objects, are displayed.

Uptime This field displays how many seconds the IPSec policy has been active. This field
displays N/A if the IPSec policy uses manual keys.

Rekey This field displays how many seconds remain in the SA life time, before the Zyxel

Device automatically disconnects the IPSec policy. This field displays N/A if the IPSec
policy uses manual keys.

Inbound (Bytes)

This field displays the amount of traffic that has gone through the IPSec policy from
the remote IPSec router to the Zyxel Device since the IPSec policy was established.

Outbound (Bytes)

This field displays the amount of traffic that has gone through the IPSec policy from
the Zyxel Device to the remote IPSec router since the IPSec policy was established.

5.17.2 The Remote Access VPN Screen

Use this screen to display or disconnect remote access VPN clients that are connected to the Zyxel
Device. The remote access VPN clients must have SecuExtender or use supported computer or mobile
operating systems; see Section 13.4 on page 226 for more information.

To access this screen, click VPN Status > IPSec VPN > Remote Access VPN. The following screen

appears.
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Figure 93 VPN Status > IPSec VPN > Remote Access VPN

Remote Access VPN

2, Refresh

Q i

Remole IP Up Time & Reauih/Lease Ti... # Inbound (byles) ¢ Ouibound (Byl... &

192.168.101.36 0:00:13 23:59:47/23:59:47 441 1559

Each field is described in the following table.

Table 48 VPN Status > IPSec VPN > Remote Access VPN

LABEL DESCRIPTION

Disconnect Select a remote access VPN client and click this button to disconnect it.

Refresh Click Refresh to update this screen.

# This field is a sequential value, and it is not associated with a specific remote access
VPN client.

Username This field displays the name of the remote access VPN client.

Assigned IP This field displays the IP address the user used to establish this remote access VPN
connection.

Remote IP This field displays the IP address of the remote IPSec router the remote access VPN
client is connected to.

Up Time This field displays how many seconds the remote access VPN client has been active.
This field displays N/A if the remote access VPN client uses manual keys.

Reauth/Lease Time This field displays the amount of reauthentication time remaining and the amount of
lease time remaining for each remote access VPN client.

Inbound (Bytes) This field displays the number of bytes received by the Zyxel Device on this
connection.

Outbound (Bytes) This field displays the number of bytes transmitted by the Zyxel Device on this
connection.

518 The SSL VPN Screen

The Zyxel Device keeps track of the SSL VPN clients who are currently logged into the Zyxel Device. Use
this screen to:

o View a list of active SSL VPN connections.

e Log out individual users and delete related session information.
Once a user logs out, the corresponding entry is removed from the screen.

The SSL VPN clients must have SecuExtender or use supported computer or mobile operating systems;
see Section 14.2 on page 246 for more information.

Click VPN Status > SSL VPN > Remote Access VPN to display the following screen.
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Figure 94 VPN Status > SSL VPN > Remote Access VPN
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The following table describes the labels in this screen.

Table 49 VPN Status > SSL VPN > Remote Access VPN

LABEL DESCRIPTION

Disconnect Select a connection and click this button to terminate the user's connection and delete
corresponding session information from the Zyxel Device.

Refresh Click Refresh to update this screen.

# This field is a sequential value, and it is not associated with a specific SSL.

Username This field displays the account user name used to establish this SSL VPN connection.

Assigned IP This field displays the IP address the user used to establish this SSL VPN connection.

Remote IP This field displays the remote SSL VPN router the SSL VPN is connected to.

Up Time This field displays how many seconds the SSL VPN client has been active. This field

displays N/A if the SSL VPN client uses manual keys.

Reauth/Lease Time

This field displays the amount of reauthentication time remaining and the amount of lease
time remaining for each SSL VPN client.

Inbound (Bytes)

This field displays the number of bytes received by the Zyxel Device on this connection.

Outbound (Bytes)

This field displays the number of bytes transmitted by the Zyxel Device on this

connection.

5.18.1 Regular Expressions in Searching IPSec Policies

A question mark (?) lets a single character in the VPN connection or policy name vary. For example, use
"a?c"” (without the quotation marks) to specify abc, acc and so on.

Wildcards (*) let multiple VPN connection or policy names match the pattern. For example, use “*abc"
(without the quotation marks) to specify any VPN connection or policy name that ends with “abc”. A VPN
connection named “testabc” would match. There could be any number (of any type) of characters in front
of the "abc" at the end and the VPN connection or policy name would still match. A VPN connection or
policy name named “testacc” for example would not match.

A * in the middle of a VPN connection or policy name has the Zyxel Device check the beginning and end
and ignore the middle. For example, with “abc*123", any VPN connection or policy hame starting with
"abc" and ending in “123" matches, no matter how many characters are in between.

The whole VPN connection or policy name has to match if you do not use a question mark or asterisk.

5.19 The Tailscale Screen

The Zyxel Device supports Tailscale, a mesh VPN (Virtual Private Network) service that connects client
devices (such as computers, smartphones, routers, and firewalls) across different networks. Use this
screen to view the Tailscale connection status.
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Click VPN Status > Tailscale to display the following screen.

Figure 95 VPN Status > Tailscale
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The following table describes the labels in this screen.

Table 50 VPN Status > Tailscale

LABEL DESCRIPTION

Refresh Click Refresh to update this screen.

# This field is a sequential value, and it is not associated with a specific VPN connection.
Machine Name This field displays the domain name of the Tailscale server.

Tailscale IP This field displays the IP address assigned to the Zyxel Device by the Tailscale server.
Owner The Tailscale account name that establishes the VPN connection.

Status This displays the status of the VPN connection.

e active: The VPN connection is established and data is being transmitted.

« idle: The VPN connection is established and ready to be used, but no data is being
transmitted.

o offline: The Zyxel Device is currently not connected to the Tailscale network.

e -: Nodata has ever been sent to or received from the Zyxel Device.

Inbound (Bytes) This field displays the number of bytes received by the Zyxel Device on this VPN
connection.

Outbound (Bytes) This field displays the number of bytes transmitted by the Zyxel Device on this VPN
connection.
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6.1 Licensing Overview

Use the Licensing screens to register your Zyxel Device and manage its service subscriptions.

o Use the Licenses screen to refresh Zyxel Device registration. Go to nebula.zyxel.com to register your
Zyxel Device and activate a service, such as content filtering.

» Use the Signature Update screen to download the latest signatures for your licensed services.

Please note that you cannot use the security services and upgrade firmware if your Zyxel Device is not
registered at NCC or the services do not have a license. Your Zyxel Device and network will be exposed to
threats and attacks. We strongly recommend you to register your Zyxel Device and purchase a license at
NCC to better protect your Zyxel Device and network.

6.1.1 What you Need to Know

This section introduces the topics covered in this chapter.

Subscription Services Available
See Licensing > Signature Update for the subscription services that your Zyxel Device supports. You can

extend a service at NCC > Organization-wide > License & Inventory.

Signature Update

* You need a valid service registration to update the Application Patrol signatures, IPS signatures and IP
Reputation signatures.

e Schedule signature updates for a day and time when your network is least busy to minimize disruption
to your network.

Note: The Zyxel Device does not have to reboot when you upload new signatures.

Features Available Without a License

You can use the following Zyxel Device features without a license:

Table 51 Features Available Without a License

MONITOR CONFIGURATION MAINTENANCE
System Statistics Network Maintenance
Network Status VPN

VPN Status

Security Policy

Object

User & Authentication
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Table 51 Features Available Without a License

MONITOR CONFIGURATION MAINTENANCE

System

Log & Report (except SecuReporter)

Check if Your Zyxel Device Has an Inactive License

After purchasing a license, assign it to your Zyxel Device. You have to activate the assigned license
manually before your Zyxel Device can use it.

Follow the steps below to check if a license is assigned to your Zyxel Device and activate it (if not yet
activated) through NCC.

1 Goto NCC and log in.

2 Go to Organization-wide > Device. Find your Zyxel Device and check the Expiration date field for the
assigned license's status.

3 If the license has not been activated, hover over Inactive and click Activate to activate it on your Zyxel
Device.

Country Expiration date™|

6.1.2 The Licenses Screen

Use this screen to display the status of your service registrations and upgrade licenses. Go to NCC to
register your Zyxel Device or purchase a license.

Pay As You Go (PAYG) is a new license payment method for specific organizations known as ‘PAYG Orgs".
Instead of paying in full for a license in advance, you reserve your credit card for future monthly
payments.

PAYG is charged for a Gold Security Pack license or a Nebula Professional Pack license for each Zyxel
Device in the 'PAYG Org'. Each Nebula Device in a PAYG Org will be charged for at least a Nebula
Professional Pack license.

Click Licensing > Licenses to display the following screen.
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Figure 96 Licensing > Licenses (Registered)
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The Licenses screen may show different services depending on the licenses you purchase or activate.

The following table describes the labels in this screen.

Table 52 Licensing > Licenses

LABEL DESCRIPTION

Device Registration Status This field display the Zyxel Device registration status on NCC.

« Registered: Your Zyxel Device has successfully registered at NCC.

* Not Registered: Your Zyxel Device is not registered at NCC. Make sure you're
connected to the Internet. Wait a few minutes then click Refresh to update the
registration status.

Refresh Click this and wait for a few moments for the license and device registration status to
update. The license and device registration status are updated automatically once

every day.

Purchase License Click Purchase License to go to Marketplace to renew Zyxel Device licenses.

Licenses Information

Service This lists the name of services or service modules that are available on the Zyxel

Device.

Anti-Malware

This is a license for cloud database signatures to detect virus patterns in files.

Application Patrol

This is a license to use signatures to manage the use of various applications on the
network.

Device Insight

This is a license to detect and manage client devices in the Zyxel Device local
network and DMZ.

IPS

This is a license to detect Intrusion Prevention System attacks.

Nebula Professional Pack

This is a license that allows you to use NCC to monitor and manage groups of Zyxel
Devices in organizations. See the NCC User's Guide for more information on Nebula
Plus and Professional pack licenses.

Priority Support

This license displays if the Gold Security Pack license for this Zyxel Device has
expired. It allows you to request support for Zyxel Devices in Nebula organizations
that do not have a Nebula Professional Pack license (Base-Tier).
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Table 52 Licensing > Licenses (continued)

LABEL

DESCRIPTION

Reputation Filter

This is a license to recognize packets coming from suspect IPv4 addresses.

Sandboxing This is a license to provide an isolated environment to scan traffic from the WAN that
comes with unknown files or untrusted programs.
SecuReporter This is a license that allows SecuReporter to collect and analyze logs from your Zyxel

Device in order to identify anomalies, notify you of potential internal or external
threats, and report on network usage. SecuReporter retains logs for up to 1 year.

Security Profile Sync

Security Profile Sync is a NCC template that allows you to share the same security
service settings on Firewalls in different sites in the same organization. Security
service settings include Content Filter, Application Patrol, URL Threat Filter, Anti-
Malware, and Intrusion Detection / Prevention.

Secure WiFi The Secure WiFi license allows you to manage more than the default number of APs
(8 at the time of writing). Remote AP allows an IPSec VPN tunnel from a supported
external AP to the Zyxel Device.
Web Filtering This is a license to a database that can block websites by category, such as
Gambling.
Status This field displays whether a service license is enabled at NCC (Activated) or

expired (Expired). It displays the remaining grace period if your license has Expired.
It displays Not Licensed if there isn't a license to be activated for this service.

Expiration Date

This field displays the date your service license expires or the date the grace period
expires if the license has already expired.

You can continue to use IPS, Application Patrol, Anti-Malware and Web Filtering
during the grace period. After the grace period ends, all of these features are
disabled.

Note

This displays additional information on a license such as the number of supported
APs for the Secure WiFi license.

You will see the following screen if:

» Your Zyxel Device is not registered at NCC.

» You're logging into the Zyxel Device using an admin account.

Scan the QR code or click Nebula under Note to register your Zyxel Device at NCC. Please note that you
need to register your Zyxel Device at NCC to upgrade firmware and use security services.
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Figure 97 Licensing > Licenses (Not Registered)

Regiztration

Licenzes Information

'H Purchase Licenses

2. If you see new

Service Siatus & Expirafion &
No dota
% Note
You must the device to your Iyxe! account: Register Iyxel Device on Nebula.

curity services in Licensing > Licenses, make sure fo upgrade to the latest firmmware, Go to top right
Nofifications > What's New to see the latest firmware avallable for your model.

6.1.3 The Signature Update Screen

Click Licensing > Signature Update to display the following screen.

Figure 98 Licensing > Signature Update

Signature
Configuration
Feature & Type &
AFF Pa AFF Pg

m
Curent Version & Release Date & Last Sync & Action
1.0.0.20220524.0 2022/05/24 10:34:41 2022-12-1201:1801 @ 5
4.0.0.202 40 202 & 10:10:00 2022-12-1201:28 @ 5
£.0.20190101.0 2019/08/14 13:26:32 2022-12-1201:23:0 e B8

The following table describes the labels in this screen.

Table 53 Licensing > Signature Update

LABEL DESCRIPTION
Feature This field displays the name of the services available on the Zyxel Device.
Type This field displays the type of service engine used by the Zyxel Device.

Current Version

This field displays the signatures version number currently used by the Zyxel Device. This
number gets larger as new signatures are added.
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Table 53 Licensing > Signature Update (continued)

LABEL DESCRIPTION

Release Date This field displays the date and time the set was released.

Last Sync This field displays the date and time the Zyxel Device last checked for new signatures.
Action Click the Update icon ( s )to have the Zyxel Device immediately check for new

signatures. If new signawires are found, they are then downloaded to the Zyxel Device.

Click the Schedule icon (1) to have the Zyxel Device automatically check for new
signatures regularly at the time and day specified. You should select a time when your
network is not busy for minimal interruption.

6.1.4 Signature Update

Click the Update icon (&%) of a service to display the following screen. Use this screen to view the service
update status.

Figure 99 Licensing > Signature Update > Update > Update

Signature Update be

/WALL USG FLEX online Update Server

No license to do signature update. (failed) at Mon Jan

16 13:09:48 2023

6.1.5 Auto Update

Click the Schedule icon (=) of a service to display the following screen.

USG FLEX H Series User's Guide

118



Chapter 6 Licensing

Figure 100 Licensing > Signature Update > Schedule > Auto Update

ips Avto Update

x

The following table describes the labels in this screen.

Table 54 Licensing > Signature Update > Schedule > Auto Update

LABEL

DESCRIPTION

Auto Update

Enable to have the Zyxel Device automatically check for new signatures regularly at the
time and day specified.

You should select a time when your network is not busy for minimal interruption.

Every N Hours

Select this option to have the Zyxel Device check for new signatures every specified (N)
hour.

Daily Select this option to have the Zyxel Device check for new signatures every day at the
specified time. The time format is the 12 hour clock.
Weekly Select this option to have the Zyxel Device check for new signatures once a week on the

day and at the time specified.

OK

Click this button to save your changes to the Zyxel Device.
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Interfaces

7.1 Interface Overview

Use the Interface screens to configure the Zyxel Device's interfaces. You can also create interfaces on
top of other interfaces.

o Ports are the physical ports to which you connect cables.

« Interfaces are used within the system operationally. You use them in configuring various features. An
interface also describes a network that is directly connected to the Zyxel Device. For example, You
connect the LAN network to the LAN interface.

711 What You Can Do in this Chapter
o Use the Interface (Section 7.2 on page 129) screen to view a summary of the Zyxel Device interface
settings.

o Use the External/Internal/General/V Tl Interface (Section 7.3 on page 132) screens to configure
Ethernet, VLAN, and bridge interfaces.

Ethernet interfaces are the foundation for defining other interfaces and network policies.

VLAN interfaces receive and send tagged frames. The Zyxel Device automatically adds or removes the
tags as needed.

Bridge interfaces combine two or more network segments into a single network.
LAG interfaces combine multiple physical Ethernet interfaces into a single logical interface.
o Use the Trunk (Section 7.8 on page 158) screen to configure load balancing.

o Use the Port screen (Section 7.9 on page 161) to configure Zyxel Device port settings.

71.2 What You Need to Know

Interface Characteristics

Interfaces generally have the following characteristics (although not all characteristics apply to each type
of interface).

« Aninterface is a logical entity through which (layer-3) packets pass.
« Aninterface is bound to a physical port or another interface.

« Many interfaces can share the same physical port.

« An interface belongs to at most one zone.

« Many interfaces can belong to the same zone.
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Types of Interfaces

You can create several types of interfaces in the Zyxel Device.

o Setting interfaces to the same port role forms a port group. Port groups creates a hardware connection

between physical ports at the layer-2 (data link, MAC address) level. Port groups are created when you
use the Interface > Port screen to set multiple physical ports to be part of the same interface.

Note: Some models have Individual ports. You cannot group Individual ports together or with
other ports.

Table 55 Models with Individual Ports

MODEL

INDIVIDUAL PORTS

USG FLEX 500H

P1, P2

USG FLEX 700H

P1, P2, P13, P14

Ethernet interfaces are the foundation for defining other interfaces and network policies.

VLAN interfaces receive and send tagged frames. The Zyxel Device automatically adds or removes the
tags as needed.

» By default, Individual ports P13 and P14 do not have an Ethernet interface. If you want to use these
ports in a VLAN interface, the Zyxel Device will automatically create an Ethernet Interface on top of
these physical ports.

« Similarly, if you remove the default Ethernet interface (ge1) from Individual ports P1and P2, and you
want to use these ports in a VLAN interface, the Zyxel Device will automatically create an Ethernet
Interface on top of these physical ports.

Bridge interfaces create a software connection between Ethernet or VLAN interfaces at the layer-2
(data link, MAC address) level. Unlike port groups, bridge interfaces can take advantage of some
security features in the Zyxel Device. You can also assign an IP address and subnet mask to the bridge.

Trunk interfaces manage load balancing between interfaces.

PPPoE interfaces support Point-to-Point Protocols (PPP). ISP accounts are required for PPPoE
interfaces.

VPN Tunnel Interface (VTI) encrypts or decrypts IPv4 traffic from or to the interface according to the IP
routing table.

Link Aggregation Group (LAG) interfaces combine multiple physical Ethernet interfaces into a single
logical interface, thus increasing uplink bandwidth and availability in the event a link goes down.

See the following table for interface types and supported features.

Table 56 Features Per Interface Type

ROLES EXTERNAL INTERNAL GENERAL
Characteristics Ethernet Ethernet Ethernet
VLAN VLAN VLAN
Bridge Bridge Bridge
LAG LAG LAG
PPPoE
Configurable Zone Yes Yes Yes
Static IP address Yes Yes Yes
DHCP client Yes No Yes
DHCP server/relay No Yes Yes
Default SNAT Yes No No

USG FLEX H Series User's Guide

121




Chapter 7 Interfaces

Table 56 Features Per Interface Type (continued)

ROLES EXTERNAL INTERNAL GENERAL
Packet size (MTU) Yes Yes Yes
Connectivity Check Yes Yes Yes

Relationships Between Interfaces

In the Zyxel Device, interfaces are usually created on top of other interfaces. Only Ethernet interfaces are

created directly on top of the physical ports or port groups. The relationships between interfaces are
explained in the following table.

Table 57 Relationships Between Different Types of Interfaces

INTERFACE

RESTRICTION

REQUIRED PORT / INTERFACE

Ethernet interface

N/A

physical port

LAG

When you configure a LAG interface, you cannot set
the LAG interface on an Ethernet interface that is
already used by other interfaces.

Ethernet interface

Bridge interface

When you configure a bridge interface, you cannot
set the bridge interface on an interface that is already
used by other bridge or VLAN interfaces.

Ethernet interface*

VLAN interface*

Trunk

When you configure a trunk interface, you cannot set
the trunk interface on an interface that is already used
by other bridge or LAG interfaces.

External/General Ethernet interface
VLAN interface

LAG interface

PPPoE interface

bridge interface

PPPoOE interface

N/A

Ethernet interface*
VLAN interface*

bridge interface
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Bridge Overview

A bridge creates a connection between two or more network segments at the layer-2 (MAC address) level.
In the following example, bridge X connects four network segments.

————————— — p———— ———— — —
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When the bridge receives a packet, the bridge records the source MAC address and the port on which it
was received in a table. It also looks up the destination MAC address in the table. If the bridge knows on
which port the destination MAC address is located, it sends the packet to that port. If the destination MAC
address is not in the table, the bridge broadcasts the packet on every port (except the one on which it was
received).

In the example above, computer A sends a packet to computer B. Bridge X records the source address
0A:0A:0A:0A:0A:0A and port 2 in the table. It also looks up 0B:0B:0B:0B:0B:0B in the table. There is no
entry yet, so the bridge broadcasts the packet on ports 1, 3, and 4.

Table 58 Example: Bridge Table After Computer A Sends a Packet to Computer B
MAC ADDRESS PORT
OA:0A:0A:0A:0A:0A 2

If computer B responds to computer A, bridge X records the source address 0B:0B:0B:0B:0B:0B and port
4 in the table. It also looks up 0OA:0A:0A:0A:0A:0A in the table and sends the packet to port 2 accordingly.

Table 59 Example: Bridge Table After Computer B Responds to Computer A

MAC ADDRESS PORT
OA:0A:0A:0A:0A:0A 2
0B:0B:0B:0B:0B:0B 4

Bridge Interface Overview

A bridge interface creates a software bridge between the members of the bridge interface. It also
becomes the Zyxel Device's interface for the resulting network.
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The Zyxel Device can bridge traffic between some interfaces while it routes traffic for other interfaces.
The bridge interfaces also support functions like interface bandwidth parameters, DHCP settings, and
connectivity check. To use the whole Zyxel Device as a transparent bridge, add all of the Zyxel Device's
interfaces to a bridge interface.

A bridge interface may consist of the following members:

e Zero or one VLAN interfaces (and any associated virtual VLAN interfaces)

« Any number of Ethernet interfaces (and any associated virtual Ethernet interfaces)

When you create a bridge interface, the Zyxel Device removes the members' entries from the routing table
and adds the bridge interface’s entries to the routing table. For example, this table shows the routing table
before and after you create bridge interface br0 (250.250.250.0/23) between lan1 and vlan1.

Table 60 Example: Routing Table Before br0 Is Created

IP ADDRESS(ES) DESTINATION
210.210.210.0/24 lan1
210.211.1.0/24 lan1:1
221.221.221.0/24 vlan0
222.222.222.0/24 vlan1
230.230.230.192/26 wan2
241.241.241.241/32 dmz
242.242.242.242/32 dmz

Table 61 Example: Routing Table After Bridge Interface brO Is Created

IP ADDRESS(ES) DESTINATION
221.221.221.0/24 vlan0
230.230.230.192/26 wan2
241.241.241.241/32 dmz
242.242.242.242/32 dmz
250.250.250.0/23 bro

In this example, virtual Ethernet interface lan1:1is also removed from the routing table when lan1is added
to brO0. Virtual interfaces are automatically added to or remove from a bridge interface when the underlying
interface is added or removed.

IP Address Assignment
Most interfaces have an IP address and a subnet mask.

Figure 101 Example: Entry in the Routing Table Derived from Interfaces

Network 1 Network 2
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: '100.100.1.1 /16 e 200.200.200.1 / 24" )
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This information is used to create an entry in the routing table.

Table 62 Example: Routing Table Entries for Interfaces

IP ADDRESS(ES) DESTINATION
100.100.1.1/16 lan1
200.200.200.1/24 wanl

For example, if the Zyxel Device gets a packet with a destination address of 100.100.25.25, it routes the
packet to interface lan1. If the Zyxel Device gets a packet with a destination address of 200.200.200.200,
it routes the packet to interface wan.

In most interfaces, you can enter the IP address and subnet mask manually. In PPPoE interfaces, however,
the subnet mask is always 255.255.255.255 because it is a point-to-point interface. For these interfaces,
you can only enter the IP address.

In many interfaces, you can also let the IP address and subnet mask be assigned by an external DHCP
server on the network. In this case, the interface is a DHCP client. Virtual interfaces, however, cannot be
DHCP clients. You have to assign the IP address and subnet mask manually.

In general, the IP address and subnet mask of each interface should not overlap, though it is possible for
this to happen with DHCP clients.

In the example above, if the Zyxel Device gets a packet with a destination address of 5.5.5.5, it might not
find any entries in the routing table. In this case, the packet is dropped. However, if there is a default router
to which the Zyxel Device should send this packet, you can specify it as a gateway in one of the
interfaces. For example, if there is a default router at 200.200.200.100, you can create a gateway at
200.200.200.100 on ge2. In this case, the Zyxel Device creates the following entry in the routing table.

Table 63 Example: Routing Table Entry for a Gateway
IP ADDRESS(ES) DESTINATION
0.0.0.0/0 200.200.200.100

The gateway is an optional setting for each interface. If there is more than one gateway, the Zyxel Device
uses the gateway with the lowest metric, or cost. If two or more gateways have the same metric, the Zyxel
Device uses the one that was set up first (the first entry in the routing table). In PPPoE interfaces, the other
computer is the gateway for the interface by default. In this case, you should specify the metric.

If the interface gets its IP address and subnet mask from a DHCP server, the DHCP server also specifies
the gateway, if any.

DHCP Settings

Dynamic Host Configuration Protocol (DHCP, RFC 2131, RFC 2132) provides a way to automatically set up
and maintain IP addresses, subnet masks, gateways, and some network information (such as the IP
addresses of DNS servers) on computers on the network. This reduces the amount of manual
configuration you have to do and usually uses available IP addresses more efficiently.

In DHCP, every network has at least one DHCP server. When a computer (a DHCP client) joins the
network, it submits a DHCP request. The DHCP servers get the request; assign an IP address; and provide
the IP address, subnet mask, gateway, and available network information to the DHCP client. When the
DHCP client leaves the network, the DHCP servers can assign its IP address to another DHCP client.
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In the Zyxel Device, some interfaces can provide DHCP services to the network. In this case, the interface
can be a DHCP relay or a DHCP server.

As a DHCP relay, the interface routes DHCP requests to DHCP servers on different networks. You can
specify more than one DHCP server. If you do, the interface routes DHCP requests to all of them. It is
possible for an interface to be a DHCP relay and a DHCP client simultaneously.

As a DHCP server, the interface provides the following information to DHCP clients.

o |P address - If the DHCP client's MAC address is in the Zyxel Device's static DHCP table, the interface
assigns the corresponding IP address. If not, the interface assigns IP addresses from a pool, defined by
the starting address of the pool and the pool size.

Table 64 Example: Assigning IP Addresses from a Pool

START IP ADDRESS POOL SIZE RANGE OF ASSIGNED IP ADDRESS
50.50.50.33 5 50.50.50.33 - 50.50.50.37

75.75.75.1 200 75.75.75.1 - 75.75.75.200

99.99.11 1023 99.99.11 - 99.99.4.255

120.120.120.100 100 120.120.120.100 - 120.120.120.199

The Zyxel Device cannot assign the first address (network address) or the last address (broadcast
address) on the subnet defined by the interface’s IP address and subnet mask. For example, in the first
entry, if the subnet mask is 255.255.255.0, the Zyxel Device cannot assign 50.50.50.0 or 50.50.50.255.
If the subnet mask is 255.255.0.0, the Zyxel Device cannot assign 50.50.0.0 or 50.50.255.255.
Otherwise, it can assign every IP address in the range, except the interface’s IP address.

If you do not specify the starting address or the pool size, the interface the maximum range of IP
addresses allowed by the interface’s IP address and subnet mask. For example, if the interface’s IP
address is 9.9.9.1 and subnet mask is 255.255.255.0, the starting IP address in the pool is 9.9.9.2, and
the pool size is 253.

e Subnet mask - The interface provides the same subnet mask you specify for the interface. See IP
Address Assignment on page 124.

o Gateway - The interface provides the same gateway you specify for the interface. See IP Address
Assignment on page 124.

o DNS servers - The interface provides IP addresses for up to three DNS servers that provide DNS
services for DHCP clients. You can specify each IP address manually (for example, a company's own
DNS server), or you can refer to DNS servers that other interfaces received from DHCP servers (for
example, a DNS server at an ISP). These other interfaces have to be DHCP clients.

It is not possible for an interface to be the DHCP server and a DHCP client simultaneously.

WINS

WINS (Windows Internet Naming Service) is a Windows implementation of NetBIOS Name Server (NBNS)
on Windows. It keeps track of NetBIOS computer names. It stores a mapping table of your network’s
computer names and IP addresses. The table is dynamically updated for IP addresses assigned by DHCP.
This helps reduce broadcast traffic since computers can query the server instead of broadcasting a
request for a computer name’s IP address. In this way WINS is similar to DNS, although WINS does not use
a hierarchy (unlike DNS). A network can have more than one WINS server. Samba can also serve as a
WINS server.
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PPPoOE Overview

Point-to-Point Protocol over Ethernet (PPPoE, RFC 2516) is usually used to connect two computers over
phone lines or broadband connections. PPPoE is often used with cable modems and DSL connections. It
provides the following advantages:

» The access and authentication method works with existing systems, including RADIUS.

» You can access one of several network services. This makes it easier for the service provider to offer
the service

o PPPoOE does not usually require any special configuration of the modem.

VLANSs

A Virtual Local Area Network (VLAN) divides a physical network into multiple logical networks. The
standard is defined in IEEE 802.1q.

Figure 102 Example: Before VLAN

_______________________

In this example, there are two physical networks and three departments A, B, and C. The physical
networks are connected to hubs, and the hubs are connected to the router.

Alternatively, you can divide the physical networks into three VLANSs.

Figure 103 Example: After VLAN

Each VLAN is a separate network with separate IP addresses, subnet masks, and gateways. Each VLAN
also has a unique identification number (ID). The ID is a 12-bit value that is stored in the MAC header. The
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VLANSs are connected to switches, and the switches are connected to the router. (If one switch has
enough connections for the entire network, the network does not need switches A and B.)

 Traffic inside each VLAN is layer-2 communication (data link layer, MAC addresses). It is handled by the
switches. As a result, the new switch is required to handle traffic inside VLAN 2. Traffic is only
broadcast inside each VLAN, not each physical network.

» Traffic between VLANSs (or between a VLAN and another type of network) is layer-3 communication
(network layer, IP addresses). It is handled by the router.

This approach provides a few advantages.

e Increased performance - In VLAN 2, the extra switch should route traffic inside the sales department
faster than the router does. In addition, broadcasts are limited to smaller, more logical groups of users.

» Higher security - If each computer has a separate physical connection to the switch, then broadcast
traffic in each VLAN is never sent to computers in another VLAN.

« Better manageability - You can align network policies more appropriately for users. For example, you
can create different content filtering rules for each VLAN (each department in the example above), and
you can set different bandwidth limits for each VLAN. These rules are also independent of the physical
network, so you can change the physical network without changing policies.

In this example, the new switch handles the following types of traffic:

Inside VLAN 2.

o Between the router and VLAN 1.
o Between the router and VLAN 2.
e Between the router and VLAN 3.

In the Zyxel Device, each VLAN is called a VLAN interface. As a router, the Zyxel Device routes traffic
between VLAN interfaces, but it does not route traffic within a VLAN interface. All traffic for each VLAN
interface can go through only one Ethernet interface, though each Ethernet interface can have one or
more VLAN interfaces.

Note: Each VLAN interface is created on top of only one Ethernet interface.

Otherwise, VLAN interfaces are similar to other interfaces in many ways. They have an IP address, subnet
mask, and gateway used to make routing decisions. They restrict bandwidth and packet size. They can
provide DHCP services, and they can verify the gateway is available.

LAG

Link Aggregation Group (LAG) is a way to combine multiple physical Ethernet interfaces into a single
logical interface. This increases uplink bandwidth. It also increases availability as even if a member link
goes down, LAG can continue to transmit and receive traffic over the remaining links.

To configure LAG, configure a link number and specify the member ports in the link. All ports must have
the same speed and be in full-duplex mode. You must configure the LAG on both sides of the link and you
must set the interfaces on either side of the link to be the same speed.

Ethernet interfaces available to join a LAG interface must fulfill the following criteria.

The interface cannot be in another LAG. If an interface is in another LAG, it is not available to join the LAG
interface until you remove the interface from the other LAG.
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2 Theinterface cannot be in a VLAN or PPPoE. If the interfaces is bound to an interface that is in a VLAN or
PPPOE, the interface is not available to join the LAG interface until you remove the interface from the VLAN
or PPPoE.

3 The selected interface must be bound to only 1 physical port.
« If you select an interface that has no ports bound to it, you must bind a port to this interface.

« If you select an interface that has more than one port bound to it, you must remove all ports but one
from this interface.

7.2 Interface Screen

Use this screen to view your Zyxel Device interface settings. To access this screen, click Network >
Interface > Interface.

Add an interface to which type of network you will connect. When you select Internal, External or
General, the rest of the screen’s options automatically adjust to correspond.

» The External interface is for connecting to an external network (like the Internet). The Zyxel Device
automatically adds this interface to the default WAN trunk.

e The Internal interface is for connecting to a local network. Other corresponding configuration options:
DHCP server and DHCP relay. The Zyxel Device automatically adds default SNAT settings for traffic
flowing from this interface to an external interface; for example LAN to WAN traffic.

« The General interface is for connecting to either an external network or a local network. Select this
option when you want full flexibility to manually define specific routing, NAT, or security rules without
the automatic settings applied to Internal or External interfaces.

7.2.1 Interface Screen Warning Messages

Nebula VPN allows Zyxel Devices from different sites in an organization to communicate through a VPN.

The following reminder appears on the Network > Interface > Interface screen if Nebula VPN is enabled.
If you change IP addresses locally, there may be a conflict that would impact Nebula VPN.

| @ Nebula VPN Is Active. This device is currently managed by the Nebula Control Center. Any changes made locally may impact VPN connectivity and configuration. |

The following warning appears if Nebula VPN is enabled and you are removing an interface. This may
disrupt Nebula VPN. Ensure your Zyxel Device's local IP address and network mask are different from
those used by local networks behind other Zyxel Devices participating in Nebula VPN.

Figure 104 Subnet Change Warning

Changing Subnets may causze subnet conflicts and dizrupt Nebula
VPN connectivity.

Click "Cancel" to keep your current Nebula VPN configuration.
Click "OK" to apply the new settings and proceed.

Cancel
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The following warning appears if Nebula VPN is enabled and you are removing an interface. This may
disrupt Nebula VPN. Ensure you do not remove a subnet interface that is participating in the organization's
VPN in the NCC.

Figure 105 Interface Removal Warning

Remove
Remove these items 2
Delete the interface(z) may dizrupt Nebula VPN connectivity.

Click "Cancel" to keep your current Nebula VPN configuration.
Click "OK" to delete the interface anyway.

Figure 106 Network > Interface > Interface

@ Nefwork = ) Interface = ) Interfoce

Interface Trunk Port
External
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o o ge2 WAN 0.0.0.0/0.0.0.0 d8:ecie5d0:94:1 Ethemnet p2 1
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o e ged LAN 192.168.168.1/255.255.255.0 dEeTie540:P500 Ethernat p3.p4.p5.p6 2
o @ ge4 LAN 192.168.169.1/255.255.255.0 diec:e5:8095:04 Ethernat p7.p8.po.p10 2

Advanced Seffings ~

General
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[0 status ¢ Name * Descripfion # IP/Netmask * MAC Address # VIANID # Type * Members ¢ Reference ®
No cata
VTl
Q Hm
[ status # Name * Zone = Description # IP/Netmask * VFN Rule * Reference ¥
No data
Each field is described in the following table.
Table 65 Network > Interface > Interface
LABEL DESCRIPTION
External
Add Click this to add a new entry.
Edit Select an entry and click Edit to open a screen where you can modify the entry’s settings.
Remove To remove a virtual interface, select it and click Remove. The Zyxel Device confirms you want
to remove it before doing so.
Reference This field displays the objects this entry uses.
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Table 65 Network > Interface > Interface (continued)

LABEL DESCRIPTION

Active To turn on an entry, select it and click Active. The Status light changes accordingly.

Inactive To turn off an entry, select it and click Inactive. The Status light changes accordingly.

Connect To dial-up to a PPPOE interface, select it and click Connect.

Disconnect To disconnect from a PPPoE interface, select it and click Disconnect.

Status This icon is lit when the entry is active and dimmed when the entry is inactive.

Name This field displays the name of the interface.

Zone This displays the zone to which this interface belongs. An interface can only be in one zone.

Description This field displays the description of the interface.

IP/Netmask This field displays the current IP address and the subnet mask of the interface. If this field is
empty, the interface does not have an IP address yet.

VLAN ID This field displays the VLAN ID which is a 12-bit number that uniquely identifies each VLAN.

Type This field displays the interface type: Ethernet or VLAN.

Ports This field displays the port the interface is using.

Reference This field displays how many objects this entry uses.

Internal

Add Click this to add a new entry.

Edit Select an entry and click Edit to open a screen where you can modify the entry’s settings.

Remove To remove a virtual interface, select it and click Remove. The Zyxel Device confirms you want
to remove it before doing so.

Reference This field displays the objects this entry uses.

Active To turn on an entry, select it and click Active. The Status light changes accordingly.

Inactive To turn off an entry, select it and click Inactive. The Status light changes accordingly.

Status This icon is lit when the entry is active and dimmed when the entry is inactive.

Name This field displays the name of the interface.

Zone This displays the zone to which this interface belongs. An interface can only be in one zone.

Description This field displays the description of the interface.

IP/Netmask This field displays the current IP address and the subnet mask of the interface. If this field is

empty, the interface does not have an IP address yet.

MAC Address

This field displays the MAC address of the interface hardwares.

VLAN ID This field displays the VLAN ID which is a 12-bit number that uniquely identifies each VLAN.
Type This field displays the interface type.

Members This field displays the port the interface is using.

Reference This field displays how many objects this entry uses.

Advanced Settings

General

Add Click this to add a new entry.

Edit Select an entry and click Edit to open a screen where you can modify the entry's settings.

Remove To remove a general interface, select it and click Remove. The Zyxel Device confirms you
want to remove it before doing so.

Reference This field displays the objects this entry uses.

Active To turn on an entry, select it and click Active. The Status light changes accordingly.

Inactive To turn off an entry, select it and click Inactive. The Status light changes accordingly.
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Table 65 Network > Interface > Interface (continued)

LABEL DESCRIPTION

Status This icon is lit when the entry is active and dimmed when the entry is inactive.

Name This field displays the name of the interface.

Zone This displays the zone to which this interface belongs. An interface can only be in one zone.

Description This field displays the description of the interface.

IP/Netmask This field displays the current IP address and the subnet mask of the interface. If this field is
empty, the interface does not have an IP address yet.

VLAN ID This field displays the VLAN ID which is a 12-bit number that uniquely identifies each VLAN.

Type This field displays the interface type.

Members This field displays the Ethernet interfaces and VLAN interfaces in the bridge interface. It is
blank for virtual interfaces.

Reference This field displays how many objects this entry uses.

VTI

Edit Select an entry and click Edit to open a screen where you can modify the entry's settings.

Remove To remove a virtual interface, select it and click Remove. The Zyxel Device confirms you want
to remove it before doing so.

Reference This field displays the objects this entry uses.

Active To turn on an entry, select it and click Active. The Status light changes accordingly.

Inactive To turn off an entry, select it and click Inactive. The Status light changes accordingly.

Status This icon is lit when the entry is active and dimmed when the entry is inactive.

Name This field displays the name of the interface.

Zone This displays the zone to which this interface belongs. An interface can only be in one zone.

7.3 External Interface

Use this screen to configure the external interface settings for connecting to an external network (like the
Internet). The Zyxel Device automatically adds an external interface to the default WAN trunk.

7.3.1 External Interface Add/Edit

Unlike other types of interfaces, you cannot create new Ethernet interfaces nor can you delete any of
them. If an Ethernet interface does not have any physical ports assigned to it, the Ethernet interface is
effectively removed from the Zyxel Device, but you can still configure it.

Ethernet interfaces are similar to other types of interfaces in many ways. They have an IP address, subnet
mask, and gateway used to make routing decisions. They restrict the amount of bandwidth and packet
size. They can provide DHCP services, and they can verify the gateway is available.

Use Ethernet interfaces to control which physical ports exchange routing information with other routers
and how much information is exchanged through each one. The more routing information is exchanged,
the more efficient the routers should be. However, the routers also generate more network traffic, and
some routing protocols require a significant amount of configuration and management.
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Figure 107 Network > Interface > Interface > External > Add (General Settings/Ethernet)

@ Metwore = 3 Inferfoce = 3 Inferdfoce -
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Interface Type
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[ "
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WAMN -
® Use Default MAC Address

Q) Overwnte Default MAC Address

@ Unassigned
O Get Automatically [DHCF)
(O Use Fixsd IP Address

+ Add

Figure 108 Network > Interface > Interface > External > Add (General Settings/LAG)

@ Metwork w 3 Inferfoce = » Interfoce -
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Enable Interface
Interfface Properfies

Role
Interface Type
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@

O Overwrite Default MAC Address
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O Use Fixed IP Address
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Figure 109 Network > Interface > Interface > External > Add (General Settings/VLAN)

General Settings
Enable Interface
Interface Properties

Role
Interface Type

Mame

Member

Ione

MAC Address

VLAN ID

Priority (802.1P)
Description

Address Assignment
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(1-40%4
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) Use Fixed IP Address

+ Add

Figure 110 Network > Interface > Interface > External > Add (General Settings/Bridge)
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Interface Type
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Figure 111 Network > Interface > Interface > External > Add (Ethernet_PPPoE Add)

Acld PPPoE

Authentication Type

User Name

Password

Retype

Service Name
Compression
User |dle Timeout
WAN IP

Gateway IP

X

PAP ~

l

64 single-byte characters, including 0-
" 1% .= = The user name m

[ l
O Flease enter your password.

[ l

@ This field is required.

® On Q oif

o (0-350 seconds)

Cancel

Figure 112 Network > Interface > Interface > External > Add (Connectivity Check & Advanced)

Connectivity Check
Enable

Method

Period

Timeout

Attempt

Source

Destination

Success Criteria
Advanced Settings ~
DHCP Option 60
MTU
Default SNAT

Change to a Different ISP

@ Network ¥ > Imterface ¥ > Intetface ~

@
ICMP v
30 (5-B00 seconds)
5 (1-10 seconds)
5 (1-10)
Any -
1500 Bytes
[ o) Some changes were made
a»o What do you want to do then?

These screen’s fields are described in the table below.

Table 66 Network > Interface > Interface > External > Add/Edit

LABEL

DESCRIPTION

General Settings

Enable Interface

Select this to enable this interface. Clear this to disable this interface.

Interface Properties

Role

External is for connecting to an external network (like the Internet). The Zyxel Device
automatically adds this interface to the default WAN trunk.
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Table 66 Network > Interface > Interface > External > Add/Edit

LABEL

DESCRIPTION

Interface Type

Select the type of interface you want to configure.

» Select Ethernet to establish the foundation for defining other interfaces and network
policies.

* Select VLAN to receive and send tagged frames. The Zyxel Device automatically adds or
removes the tags as needed.

« Select Bridge to create a single network between Ethernet or VLAN interfaces at the
layer-2 (data link, MAC address) level. Unlike port groups, bridge interfaces can take
advantage of some security features in the Zyxel Device, such as Policy Control and IP
Exception. You can also assign an IP address and subnet mask to the bridge.

o Select LAG to combine multiple ports into a single logical interface to increase bandwidth
and provide redundancy.

Name Specify a name for the interface. It can use alphanumeric characters, hyphens, and
underscores, and it can be up to 11 characters long.

Port This is the name of the Ethernet interface’s physical port.

Member This field displays when you select the VLAN Interface Type. Select the Ethernet interface on
which the VLAN interface runs.

Zone Select the zone to which this interface is to belong. You use zones to apply security settings
such as security policy, IPS, remote management, anti-malware, and application patrol. Make
sure to select the correct zone as otherwise traffic may be blocked by a security policy.

MAC Address Have the interface use either the factory assigned default MAC address, a manually specified

MAC address, or clone the MAC address of another device or computer.

Use Default MAC

Select this option to have the interface use the factory assigned default MAC address. By

Address default, the Zyxel Device uses the factory assigned MAC address to identify itself.
Overwrite Default | Select this option to have the interface use a different MAC address. Enter a MAC address in
MAC Address the format "Xx:xx:xx:xx:xx:xx" or "xx-xx-xx-xx-xx-xx". Once it is successfully configured, the
address will be copied to the configuration file. It will not change unless you change the
setting or upload a different configuration file.
VLAN ID This field displays when you select the VLAN Interface Type. Enter the VLAN ID. This 12-bit

number uniquely identifies each VLAN. Allowed values are 1- 4094. (0 and 4095 are
reserved.)

Priority (802.1P)

This field displays when you select the VLAN Interface Type. Type a number between 0 and
7 to set the priority for the outgoing traffic from this interface. The bigger the number, the
higher the priority.

Description

Enter a description of this interface. You can use alphanumeric and () +/ : =?! *#@_%
characters, and it can be up to 60 characters long. Spaces are allowed, but the string can't
start with a space.

Address Assignment

These IP address fields configure an IPv4 |IP address on the interface itself. If you change this
IP address on the interface, you may also need to change a related address object for the
network connected to the interface. For example, if you use this screen to change the IP
address of your LAN interface, you should also change the corresponding LAN subnet
address object.

Unassigned

Select this if you don't want to specify an IP address for this interface.

Get Automatically

Select this to make the interface a DHCP client and automatically get the IP address, subnet

(DHCP) mask, and gateway address from a DHCP server.
Use Fixed IP Select this if you want to specify the IP address, subnet mask, and gateway manually.
Address

* |P/Network Mask: You must enter the primary IP address to identify the WAN interface's
address for sending traffic with other network devices.

o Gateway IP: Enter the IP address of the router through which this WAN connection will
send traffic.

Secondary IP

This is available when you select Use Fixed IP Address. An interface can be bound to three
additional public IP addresses. You can assign these IP addresses to different servers on the
same interface, enabling the servers to receive traffic using different IP addresses and ports.

Add

Click this to bind up to three additional IP addresses to this interface.
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Table 66 Network > Interface > Interface > External > Add/Edit

LABEL DESCRIPTION
Remove To remove a secondary IP address, select it and click Remove. The Zyxel Device confirms
you want to remove it before doing so.

Note: Ensure the secondary IP is address not being used by any service before
removing it; otherwise, or the Zyxel Device might be unable to use the
service.

IP/Netmask Enter the secondary IP address and subnet mask to bind to this interface.

Members This is available when you select Bridge or LAG interface type.
Add Click this to add a new interface. You can add up to eight interfaces to per bridge interface.
Remove To remove an interface from the bridge interface, select it and click Remove. The Zyxel

Device confirms you want to remove it before doing so.

Members Select an Ethernet interface or VLAN interface to add it to the bridge interface. An interface is
not available in the following situations:

e Thereis a virtual interface on top of it.

« ltis already used in a different bridge interface.

e Each bridge interface can only have one VLAN interface.

Zone Select the zone to which this interface is to belong. You use zones to apply security settings

such as security policy, IPS, remote management, anti-malware, and application patrol. Make
sure to select the correct zone as otherwise traffic may be blocked by a security policy.

LAG Configuration

Mode

Select a Mode for this LAG interface. Choices are as follows:

o static: Traffic is distributed to multiple links.

» active-backup: Only one member of the LAG interface is active. Another member
becomes active only if the current active interface member fails.

* lacp (802.3ad): IEEE 802.3ad Dynamic link aggregation. Link Aggregation Control
Protocol (LACP) negotiates automatic combining of links and balances the traffic load
across the LAG link by sending LACP packets to the directly connected device that also
implements LACP. The members must have the same speed and duplex settings.

Mii Monitoring
Interval

Set the link check interval in milliseconds that the system polls the Media Independent
Interface (MIl) to get status. MIl monitors the physical network connection, and this interval
determines how often the Zyxel Device checks if a connection has failed or been
reconnected, especially for LAG interfaces, ensuring that all aggregated links are functioning
properly.

Transmit Hash Policy

This field is available when you select static or lacp (802.3ad) mode. This field sets the
algorithm for member selection according to the selected TCP/IP layer.

e src-dst-ip-mac: Uses source and destination IP addresses and MAC addresses for load
balancing.

e src-dst-mac: Uses only source and destination MAC addresses for load balancing.

Primary In active-backup mode, select a member as the active member to transmit and receive
network traffic. If the active member fails, the Zyxel Device will automatically switch to
another member as the new active member to ensure continuous network connectivity.

PPPoE Select this for a dial-up connection according to the information from your ISP. The following

fields appear in the Add PPPoOE screen.

Authentication

Select an authentication protocol for outgoing connection requests.

Type
e Chap: Your Zyxel Device accepts CHAP only.
o PAP: Your Zyxel Device accepts PAP only.
e MSCHAP: Your Zyxel Device accepts MSCHAP only.
« MSCHAP-V2: Your Zyxel Device accepts MSCHAP-V2 only.
User Name Enter the user name give to you by your ISP. You can use up to 30 single-byte characters,

including 0-9a-zA-Z@._-
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Table 66 Network > Interface > Interface > External > Add/Edit

LABEL DESCRIPTION
Password Enter the password associated with the user name. You can use 4 to 63 single-byte
characters, including 0-9a-zA-Z'(){}< >"‘+/:!*#@&:$\.~%,|;-”
Retype Retype the password you entered in the Password field to confirm.

Service Name

Enter the service name from your service provider. PPPoE uses a service name to identify
and reach the PPPoE server. You can use up to 30 single-byte characters, including 0-9a-zA-
Z._-

Compression

Select On to turn on stac compression. Select Off to turn of stac compression. Stac
compression is data compression technique capable of compressing data by a factor of
about four.

User Idle Timeout

Enter the idle timeout in seconds that elapses before the router automatically disconnects
from the PPPoOE server.

WAN IP

Enter the IP address of the WAN interface through which this connection will send traffic.

Gateway IP

Enter the IP address of the router through which this WAN connection will send traffic.

Connectivity Check

The interface can regularly check the connection to the gateway you specified to make sure
it is still available. You specify how often the interface checks the connection, how long to
wait for a response before the attempt is a failure, and how many consecutive failures are
required before the Zyxel Device stops routing to the gateway. The Zyxel Device resumes
routing to the gateway the first time the gateway passes the connectivity check.

Enable

Select this to turn on the connection check.

Method

Select the method that the gateway allows.

* Select ICMP to have the Zyxel Device regularly ping the gateway you specify to make
sure it is still available.

* Select TCP to have the Zyxel Device regularly perform a TCP handshake with the
gateway you specify to make sure it is still available.

Period

Enter the number of seconds between connection check attempts (5-600 seconds).

Timeout

Enter the number of seconds to wait for a response before the attempt is a failure (1-10
seconds).

Attempt

Enter the number of consecutive failures before the Zyxel Device stops routing through the
gateway.

Source

Enter the IPv4 address that test packets will be sent from.

* Leave this field blank to send test packets from this external interface’s IP address.
o Enter an IPv4 address to send test packets from the specified gateway.

If the Zyxel Device uses PPPoE for the WAN and your ISP gave you an IP address, enter that
IP address to check the connectivity.

Destination

Enter one or two gateways using either FQDNSs or IP addresses to receive test packets. For
example, you can check if your ISP's gateway is reachable.

You can enter an IPv4 address in one field and a FQDN in the other. For example, type
"192.168.1.2" in the top filed and "www.zyxel.com" in the bottom field.

Success Criteria

This field applies when you specify two FQDNs or IP addresses for the connectivity check.

« Select Any if you want the check to pass if at least one of the gateway with the specified
IP address or FQDN responds.

o Select All if you want the check to pass only if both gateways with the specified IP
address or FQDN respond.

Advanced Settings
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Table 66 Network > Interface > Interface > External > Add/Edit

LABEL DESCRIPTION

DHCP Option 60 This field appears when Role is set to External. The setting you configure here will only work
when Address Assignment is set to Get Automatically.

DHCP Option 60 is used by the Zyxel Device for identification to the DHCP server using the
VCI (Vendor Class Identifier) on the DHCP server. The Zyxel Device adds it in the initial DHCP
discovery message that a DHCP client broadcasts in search of an IP address. The DHCP
server can assign different IP addresses or options to clients with the specific VCI or reject
the request from clients without the specific VCI.

Type a string using up to 63 of these characters [a-zA-Z0-9N\"#$ %&\' () *+,-./;;<=>?@\[]1"_"{}]
to identify this Zyxel Device to the DHCP server. For example, Zyxel-TW.

MTU This is the Maximum Transmission Unit. Type the maximum size of each data packet, in
bytes, that can move through this interface. If a larger packet arrives, the Zyxel Device
divides it into smaller fragments. Allowed values are 1280-1500. Usually, this value is 1500.

Default SNAT This field appears when Role is set to External.

Select this to have the Zyxel Device use the IP address of the outgoing interface as the
source IP address of the packets it sends out through its WAN trunks. The Zyxel Device
automatically adds SNAT settings for traffic it routes from internal interfaces to external
interfaces.

Change to a Different | If the Zyxel Device disconnects from the Nebula Control Center, it will revert to the previous
ISP configuration. If you select this option, the Zyxel Device will not revert to the previous
configuration when it loses connection to the NCC due to an ISP change.

Apply Click Apply to save your changes back to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.

7.4 Internal Interface

Use this screen to configure the internal interface settings for connecting to a local network. Other
corresponding configuration options are DHCP server and DHCP relay. The Zyxel Device automatically
applies the default SNAT settings to traffic flowing from an internal interface to an external interface.

7.4.1 Internal Interface Add/Edit

Unlike other types of interfaces, you cannot create new Ethernet interfaces nor can you delete any of
them. If an Ethernet interface does not have any physical ports assigned to it, the Ethernet interface is
effectively removed from the Zyxel Device, but you can still configure it.

Ethernet interfaces are similar to other types of interfaces in many ways. They have an IP address, subnet
mask, and gateway used to make routing decisions. They restrict the amount of bandwidth and packet
size. They can provide DHCP services, and they can verify the gateway is available.

Use Ethernet interfaces to control which physical ports exchange routing information with other routers
and how much information is exchanged through each one. The more routing information is exchanged,
the more efficient the routers should be. However, the routers also generate more network traffic, and
some routing protocols require a significant amount of configuration and management.
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Figure 113 Network > Interface > Interface > Internal > Add/Edit (Ethernet)

[General Settings
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Interface Parameter
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USG FLEX H Series User's Guide

140



Chapter 7 Interfaces

These screen'’s fields are described in the table below.

Table 67 Network > Interface > Interface > Internal > Add/Edit

LABEL

DESCRIPTION

General Settings

Enable Interface

Select this to enable this interface. Clear this to disable this interface.

Interface Properties

Role

Internal is for connecting to a local network. Other corresponding configuration options:
DHCP server and DHCP relay. The Zyxel Device automatically adds default SNAT settings for
traffic flowing from this interface to an external interface; for example LAN to WAN traffic.

Interface Type

Select the type of interface you want to configure.

« Select Ethernet to establish the foundation for defining other interfaces and network
policies.

o Select VLAN to receive and send tagged frames. The Zyxel Device automatically adds or
removes the tags as needed.

« Select Bridge to create a single network between Ethernet or VLAN interfaces at the
layer-2 (data link, MAC address) level. Unlike port groups, bridge interfaces can take
advantage of some security features in the Zyxel Device, such as Policy Control and IP
Exception. You can also assign an IP address and subnet mask to the bridge.

o Select LAG to combine multiple ports into a single logical interface to increase bandwidth
and provide redundancy.

Name Specify a name for the interface. It can use alphanumeric characters, hyphens, and
underscores, and it can be up to 11 characters long.

Port This is the name of the Ethernet interface’s physical port.

Zone Select the zone to which this interface is to belong. You use zones to apply security settings
such as security policy, IPS, remote management, anti-malware, and application patrol. Make
sure to select the correct zone as otherwise traffic may be blocked by a security policy.

MAC Address This field is read-only. This is the MAC address that the Ethernet interface uses.

Description Enter a description of this interface. You can use alphanumeric and () +/ : =?! *#@5_%

characters, and it can be up to 60 characters long. Spaces are allowed, but the string can't
start with a space.

Address Assignment

These IP address fields configure an IPv4 IP address on the interface itself. If you change this
IP address on the interface, you may also need to change a related address object for the
network connected to the interface. For example, if you use this screen to change the IP
address of your LAN interface, you should also change the corresponding LAN subnet
address object.

Unassigned Select this if you don't want to specify an IP address for this interface.
Use Fixed IP Select this if you want to specify the IP address and subnet mask manually.
Address

Secondary IP

This is available when you select Use Fixed IP Address. An interface can be bound to three
additional public IP addresses. You can assign these IP addresses to different servers on the
same interface, enabling the servers to receive traffic using different IP addresses and ports.

Add Click this to bind up to three additional IP addresses to this interface.
Remove To remove a secondary IP address, select it and click Remove. The Zyxel Device confirms
you want to remove it before doing so.

Note: Ensure the secondary IP is address not being used by any service before
removing it; otherwise, or the Zyxel Device might be unable to use the
service.

IP/Netmask Enter the secondary IP address and subnet mask to bind to this interface.

Members This is available when you select Bridge interface type.
Add Click this to add a new interface. You can add up to eight interfaces to per bridge interface.
Remove To remove an interface from the bridge interface, select it and click Remove. The Zyxel

Device confirms you want to remove it before doing so.
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Table 67 Network > Interface > Interface > Internal > Add/Edit (continued)

LABEL

DESCRIPTION

Members

Select an Ethernet interface or VLAN interface to add it to the bridge interface. An interface is
not available in the following situations:

e There is a virtual interface on top of it
« ltis already used in a different bridge interface
« Each bridge interface can only have one VLAN interface.

Zone

Select the zone to which this interface is to belong. You use zones to apply security settings
such as security policy, IPS, remote management, anti-malware, and application patrol. Make
sure to select the correct zone as otherwise traffic may be blocked by a security policy.

LAG Configuration

Mode

Select a Mode for this LAG interface. Choices are as follows:

« static: Traffic is distributed to multiple links.

e active-backup: Only one member of the LAG interface is active. Another member
becomes active only if the current active interface member fails.

e lacp (802.3ad): IEEE 802.3ad Dynamic link aggregation. Link Aggregation Control
Protocol (LACP) negotiates automatic combining of links and balances the traffic load
across the LAG link by sending LACP packets to the directly connected device that also
implements LACP. The members must have the same speed and duplex settings.

Mii Monitoring
Interval

Set the link check interval in milliseconds that the system polls the Media Independent
Interface (MIl) to get status. MIl monitors the physical network connection, and this interval
determines how often the Zyxel Device checks if a connection has failed or been
reconnected, especially for LAG interfaces, ensuring that all aggregated links are functioning

properly.

Transmit Hash Policy

This field is available when you select static or lacp (802.3ad) mode. This field sets the
algorithm for member selection according to the selected TCP/IP layer.

e src-dst-ip-mac: Uses source and destination IP addresses and MAC addresses for load
balancing.

e src-dst-mac: Uses only source and destination MAC addresses for load balancing.

Primary

In active-backup mode, select a member as the active member to transmit and receive
network traffic. If the active member fails, the Zyxel Device will automatically switch to
another member as the new active member to ensure continuous network connectivity.

DHCP Server

This option appears when Address Assignment is Use Fixed IP Address.

Enable

Select this to enable the DHCP server on the Zyxel Device.

Mode

Select what type of DHCP service the Zyxel Device provides to the network. Choices are:

 DHCP - the Zyxel Device assigns IP addresses and provides subnet mask, gateway, and
DNS server information to the network. The Zyxel Device is the DHCP server for the
network.

e Relay - the Zyxel Device routes DHCP requests to one or more DHCP servers you
specify. The DHCP server(s) may be on another network. You can have at most four
DHCP relay servers at the same time.

Start IP

Enter the IP address from which the Zyxel Device begins allocating IP addresses. If you want
to assign a static IP address to a specific computer, use the Static DHCP Table.

If this field is blank, the Pool Size must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, except for the first
address (network address), last address (broadcast address) and the interface's IP address.

Pool Size

Enter the number of IP addresses to allocate. This number must be at least one and is limited
by the interface’'s Subnet Mask. For example, if the Subnet Mask is 255.255.255.0 and Start
IP is 10.10.10.10, the Zyxel Device can allocate 10.10.10.10 to 10.10.10.254, or 245 IP

addresses.

If this field is blank, the Start IP must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, except for the first
address (network address), last address (broadcast address) and the interface’s IP address.
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Table 67 Network > Interface > Interface > Internal > Add/Edit (continued)

LABEL DESCRIPTION
First DNS Server | Specify the IP addresses up to three DNS servers for the DHCP clients to use. Use one of the
ggf\?enrd DNS following ways to specify these IP addresses.

Third DNS Server

e Custom Defined - enter a static IP address.

e ZyWALL - the DHCP clients use the IP address of this interface and the Zyxel Device
works as a DNS relay.

First WINS Server
Second WINS
Server

Type the IP address of the WINS (Windows Internet Naming Service) server that you want to
send to the DHCP clients. The WINS server keeps a mapping table of the computer names on
your network and the IP addresses that they are currently using.

Default Router

If you set this interface to DHCP Server, you can select to use either the interface’s IP
address or another IP address as the default router. This default router will become the DHCP
clients' default gateway.

To use another IP address as the default router, select Custom Defined and enter the IP
address.

Lease Time

Specify how long each computer can use the information (especially the IP address) before it
has to request the information again.

DHCP Extended

This table is available if you selected DHCP server.

Options Configure this table if you want to send more information to DHCP clients through DHCP
packets.

Add Click this to create an entry in this table. See Section 7.5 on page 144,

Edit Select an entry in this table and click this to modify it.

Remove Select an entry in this table and click this to delete it.

PXE Server PXE (Preboot eXecution Environment) allows a client computer to use the network to boot up

and install an operating system via a PXE-capable Network Interface Card (NIC).

PXE is available for computers on internal interfaces to allow them to boot up using boot
software on a PXE server. The Zyxel Device acts as an intermediary between the PXE server
and the computers that need boot software.

The PXE server must have a public IPv4 address. You must enable DHCP Server on the Zyxel
Device so that it can receive information from the PXE server.

PXE Boot Loader
File

A boot loader is a computer program that loads the operating system for the computer. Type
the exact file name of the boot loader software file, including filename extension, that is on
the PXE server. If the wrong filename is typed, then the client computers cannot boot.

Relay Server 1

Address Enter the IP address of a DHCP server for the network.
Upstream This field is optional. Select up to two interface(s)to use for the Zyxel Device to forward/
Interface

receive DHCP packets to/from the DHCP server.

Relay Server 2

Address This field is optional. Enter the IP address of another DHCP server for the network.
Upstfream This field is optional. Select up to two interface(s)to use for the Zyxel Device to forward/
Interface

receive DHCP packets to/from the DHCP server.

Advanced Settings

Connectivity Check

The interface can regularly check the connection to the gateway you specified to make sure
it is still available. You specify how often the interface checks the connection, how long to
wait for a response before the attempt is a failure, and how many consecutive failures are
required before the Zyxel Device stops routing to the gateway. The Zyxel Device resumes
routing to the gateway the first time the gateway passes the connectivity check.

Enable

Select this to turn on the connection check.
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Table 67 Network > Interface > Interface > Internal > Add/Edit (continued)

LABEL DESCRIPTION

Method Select the method that the gateway allows.

* Select ICMP to have the Zyxel Device regularly ping the gateway you specify to make
sure it is still available.

* Select TCP to have the Zyxel Device regularly perform a TCP handshake with the
gateway you specify to make sure it is still available.

Period Enter the number of seconds between connection check attempts (5-600 seconds).

Timeout Enter the number of seconds to wait for a response before the attempt is a failure (1-10
seconds).

Attempt Enter the number of consecutive failures before the Zyxel Device stops routing through the
gateway.

Source Enter the IPv4 address that test packets will be sent from.

« Leave this field blank to send test packets from this internal interface's primary IP
address, as configured above in Address Assignment.

« Enter an IPv4 address to send test packets from the specified gateway. For example, you
can enter a secondary IP address of this internal interface to check the connectivity.

Destination Enter one or two gateways using either FQDNSs or IP addresses to receive test packets. For
example, you can check if a device (for example, a router) or a server (for example, a DNS
server) is reachable.

You can enter an IPv4 address in one field and a FQDN in the other. For example, type
"192.168.1.2" in the first field and "www.zyxel.com" in the second field.

Success Criteria | This field applies when you specify two FQDNs or IP addresses for the connectivity check.

« Select Any if you want the check to pass if at least one of the gateway with the specified
IP address or FQDN responds.

* Select All if you want the check to pass only if both gateways with the specified IP
address or FQDN respond.

Interface Parameters

MTU This is the Maximum Transmission Unit. Type the maximum size of each data packet, in
bytes, that can move through this interface. If a larger packet arrives, the Zyxel Device
divides it into smaller fragments. Allowed values are 1280-1500. Usually, this value is 1500.

Apply Click Apply to save your changes back to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.

7.5 General Interface

This section introduces general interfaces and then explains the screen for general interfaces.

Use a general interface to connect to either a local network or an external network. If you prefer not to use
the automatic settings applied to Internal or External interfaces, you can create a General interface to
specify routing policy, SNAT, and security rules.
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Figure 114 Network > Interface > Interface > General > Add /Edit
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These screen'’s fields are described in the table below.

Table 68 Network > Interface > Interface > General > Add/Edit

LABEL

DESCRIPTION

General Settings

Enable Interface

Select this to enable this interface. Clear this to disable this interface.

Interface Properties
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Table 68 Network > Interface > Interface > General > Add/Edit

LABEL

DESCRIPTION

Role

General is for connecting to either an external network or a local network. The rest of the
screen's options do not automatically adjust and you must manually configure a policy route
to add routing and SNAT settings for the interface.

Interface Type

Select the type of interface you want to configure.

» Select Ethernet to establish the foundation for defining other interfaces and network
policies.

o Select VLAN to create an interface over an Ethernet interface that can receive and send
tagged frames. The Zyxel Device automatically adds or removes the tags as needed.

« Select Bridge to create a single network between Ethernet or VLAN interfaces at the
layer-2 (data link, MAC address) level. Unlike port groups, bridge interfaces can take
advantage of some security features in the Zyxel Device, such as Policy Control and IP
Exception. You can also assign an IP address and subnet mask to the bridge.

o Select LAG to combine multiple ports into a single logical interface to increase bandwidth
and provide redundancy.

Name Specify a name for the interface. It can use alphanumeric characters, hyphens, and
underscores, and it can be up to 11 characters long.

Port This is the name of the Ethernet interface’s physical port.

Zone Select the zone to which this interface is to belong. You use zones to apply security settings
such as security policy, IPS, remote management, anti-malware, and application patrol. Make
sure to select the correct zone as otherwise traffic may be blocked by a security policy. You
can create a zone object in the Object > Zone screen.

MAC Address Have the interface use either the factory assigned default MAC address, a manually specified

MAC address, or clone the MAC address of another device or computer.

Use Default MAC
Address

Select this option to have the interface use the factory assigned default MAC address. By
default, the Zyxel Device uses the factory assigned MAC address to identify itself.

Overwrite Default
MAC Address

Select this option to have the interface use a different MAC address. Enter a MAC address in
the format "Xx:xx:Xx:xx:xx:xx" or "xx-xx-xx-xx-xx-xx". Once it is successfully configured, the
address will be copied to the configuration file. It will not change unless you change the
setting or upload a different configuration file.

VLAN ID

This field displays when you select the VLAN Interface Type. Enter the VLAN ID. This 12-bit
number uniquely identifies each VLAN. Allowed values are 1- 4094. (0 and 4095 are
reserved.)

Priority (802.1P)

This field displays when you select the VLAN Interface Type. Type a number between 0 and
7 to set the priority for the outgoing traffic from this interface. The bigger the number, the
higher the priority.

Description

Enter a description of this interface. You can use alphanumeric and () +/ : =?! *#@_%
characters, and it can be up to 60 characters long. Spaces are allowed, but the string can't
start with a space.

Address Assignment

These IP address fields configure an IPv4 IP address on the interface itself. If you change this
IP address on the interface, you may also need to change a related address object for the
network connected to the interface. For example, if you use this screen to change the IP
address of your LAN interface, you should also change the corresponding LAN subnet
address object.

Unassigned

Select this if you don't want to specify an IP address for this interface.

Get Automatically
(DHCP)

Select this to make the interface a DHCP client and automatically get the IP address, subnet
mask, and gateway address from a DHCP server.

Note: DHCP Server is disabled if you select this option. An interface cannot act as
both a DHCP client and a DHCP server at the same time.

Use Fixed IP
Address

Select this if you want to specify the IP address, subnet mask, and gateway manually.
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Table 68 Network > Interface > Interface > General > Add/Edit

LABEL

DESCRIPTION

IP/Network Mask

This field is enabled if you select Use Fixed IP Address.

Enter the IP address the subnet mask of this interface in dot decimal notation. The subnet
mask indicates what part of the IP address is the same for all computers on the network.for
this interface.

Gateway IP

This field is enabled if you select Use Fixed IP Address.

Enter the IP address of the gateway. The Zyxel Device sends packets to the gateway when it
does not know how to route the packet to its destination. The gateway should be on the same
network as the interface.

Note: If you do not enter a gateway IP address here, you must go to the Network >
Routing screen to create a routing policy so the Zyxel Device knows where
to route the packets.

Secondary IP

This is available when you select Use Fixed IP Address. An interface can be bound to three
additional public IP addresses. You can assign these IP addresses to different servers on the
same interface, enabling the servers to receive traffic using different IP addresses and ports.

Add Click this to bind up to three additional IP addresses to this interface.
Remove To remove a secondary IP address, select it and click Remove. The Zyxel Device confirms
you want to remove it before doing so.

Note: Ensure the secondary IP is address not being used by any service before
removing it; otherwise, or the Zyxel Device might be unable to use the
service.

IP/Netmask Enter the secondary IP address and subnet mask to bind to this interface.

Members This is available when you select Bridge interface type.
Add Click this to add a new interface. You can add up to eight interfaces to per bridge interface.
Remove To remove an interface from the bridge interface, select it and click Remove. The Zyxel

Device confirms you want to remove it before doing so.

Members Select an Ethernet interface or VLAN interface to add it to the bridge interface. An interface is
not available in the following situations:

e There is a virtual interface on top of it

o ltis already used in a different bridge interface

e Each bridge interface can only have one VLAN interface.

Zone Select the zone to which this interface is to belong. You use zones to apply security settings

such as security policy, IPS, remote management, anti-malware, and application patrol. Make
sure to select the correct zone as otherwise traffic may be blocked by a security policy.

LAG Configuration

Mode

Select a Mode for this LAG interface. Choices are as follows:

o static: Traffic is distributed to multiple links.

e active-backup: Only one member of the LAG interface is active. Another member
becomes active only if the current active interface member fails.

e lacp (802.3ad): IEEE 802.3ad Dynamic link aggregation. Link Aggregation Control
Protocol (LACP) negotiates automatic combining of links and balances the traffic load
across the LAG link by sending LACP packets to the directly connected device that also
implements LACP. The members must have the same speed and duplex settings.

Mii Monitoring
Interval

Set the link check interval in milliseconds that the system polls the Media Independent
Interface (MIl) to get status. MIl monitors the physical network connection, and this interval
determines how often the Zyxel Device checks if a connection has failed or been
reconnected, especially for LAG interfaces, ensuring that all aggregated links are functioning

properly.
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Table 68 Network > Interface > Interface > General > Add/Edit

LABEL

DESCRIPTION

Transmit Hash Policy

This field is available when you select static or lacp (802.3ad) mode. This field sets the
algorithm for member selection according to the selected TCP/IP layer.

e src-dst-ip-mac: Uses source and destination IP addresses and MAC addresses for load
balancing.

e src-dst-mac: Uses only source and destination MAC addresses for load balancing.

Primary

In active-backup mode, select a member as the active member to transmit and receive
network traffic. If the active member fails, the Zyxel Device will automatically switch to
another member as the new active member to ensure continuous network connectivity.

DHCP Server

This option appears when Address Assignment is Use Fixed IP Address.

Enable

Select this to enable the DHCP server on the Zyxel Device.

Mode

Select what type of DHCP service the Zyxel Device provides to the network. Choices are:

* DHCP - the Zyxel Device assigns IP addresses and provides subnet mask, gateway, and
DNS server information to the network. The Zyxel Device is the DHCP server for the
network.

o Relay - the Zyxel Device routes DHCP requests to one or more DHCP servers you
specify. The DHCP server(s) may be on another network. You can have at most four
DHCP relay servers at the same time.

Start IP

Enter the IP address from which the Zyxel Device begins allocating IP addresses. If you want
to assign a static IP address to a specific computer, use the Static DHCP Table.

If this field is blank, the Pool Size must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, except for the first
address (network address), last address (broadcast address) and the interface’s IP address.

Pool Size

Enter the number of IP addresses to allocate. This number must be at least one and is limited
by the interface’'s Subnet Mask. For example, if the Subnet Mask is 255.255.255.0 and Start
IP is 10.10.10.10, the Zyxel Device can allocate 10.10.10.10 to 10.10.10.254, or 245 IP

addresses.

If this field is blank, the Start IP must also be blank. In this case, the Zyxel Device can assign
every IP address allowed by the interface’s IP address and subnet mask, except for the first
address (network address), last address (broadcast address) and the interface's IP address.

First DNS Server
Second DNS
Server

Third DNS Server

Specify the IP addresses up to three DNS servers for the DHCP clients to use. Use one of the
following ways to specify these IP addresses.

e Custom Defined - enter a static IP address.

e ZyWALL - the DHCP clients use the IP address of this interface and the Zyxel Device
works as a DNS relay.

First WINS Server
Second WINS
Server

Type the IP address of the WINS (Windows Internet Naming Service) server that you want to
send to the DHCP clients. The WINS server keeps a mapping table of the computer names on
your network and the IP addresses that they are currently using.

Default Router

If you set this interface to DHCP Server, you can select to use either the interface’s IP
address or another IP address as the default router. This default router will become the DHCP
clients' default gateway.

To use another IP address as the default router, select Custom Defined and enter the IP
address.

Lease Time

Specify how long each computer can use the information (especially the IP address) before it
has to request the information again.

DHCP Extended

This table is available if you selected DHCP server.

Options Configure this table if you want to send more information to DHCP clients through DHCP
packets.

Add Click this to create an entry in this table. See Section 7.5 on page 144.

Edit Select an entry in this table and click this to modify it.

Remove Select an entry in this table and click this to delete it.
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Table 68 Network > Interface > Interface > General > Add/Edit

LABEL

DESCRIPTION

PXE Server

PXE (Preboot eXecution Environment) allows a client computer to use the network to boot up
and install an operating system via a PXE-capable Network Interface Card (NIC).

PXE is available for computers on internal interfaces to allow them to boot up using boot
software on a PXE server. The Zyxel Device acts as an intermediary between the PXE server
and the computers that need boot software.

The PXE server must have a public IPv4 address. You must enable DHCP Server on the Zyxel
Device so that it can receive information from the PXE server.

PXE Boot Loader
File

A boot loader is a computer program that loads the operating system for the computer. Type
the exact file name of the boot loader software file, including filename extension, that is on
the PXE server. If the wrong filename is typed, then the client computers cannot boot.

Relay Server 1

Address Enter the IP address of a DHCP server for the network.
Upstream This field is optional. Select up to two interface(s)to use for the Zyxel Device to forward/
Interface

receive DHCP packets to/from the DHCP server.

Relay Server 2

Address This field is optional. Enter the IP address of another DHCP server for the network.
Upstfream This field is optional. Select up to two interface(s)to use for the Zyxel Device to forward/
Interface

receive DHCP packets to/from the DHCP server.

Connectivity Check

The interface can regularly check the connection to the gateway you specified to make sure
it is still available. You specify how often the interface checks the connection, how long to
wait for a response before the attempt is a failure, and how many consecutive failures are
required before the Zyxel Device stops routing to the gateway. The Zyxel Device resumes
routing to the gateway the first time the gateway passes the connectivity check.

Enable Select this to turn on the connection check.
Method Select the method that the gateway allows.
o Select ICMP to have the Zyxel Device regularly ping the gateway you specify to make
sure it is still available.
o Select TCP to have the Zyxel Device regularly perform a TCP handshake with the
gateway you specify to make sure it is still available.
Period Enter the number of seconds between connection check attempts (5-600 seconds).
Timeout Enter the number of seconds to wait for a response before the attempt is a failure (1-10
seconds).
Attempt Enter the number of consecutive failures before the Zyxel Device stops routing through the
gateway.
Source Enter the IPv4 address that test packets will be sent from.
* Leave this field blank to send test packets from this interface’s primary IP address, as
configured above in Address Assignment.
« Enter an IPv4 address to send test packets from the specified gateway. For example, you
can enter a secondary IP address of this interface to check the connectivity.
Destination Enter one or two gateways using either FQDNSs or IP addresses to receive test packets. For

example, you can check Internet connectivity by entering 8.8.8.8 to see if Google DNS is
reachable.

You can enter an IPv4 address in one field and a FQDN in the other. For example, type
"192.168.1.2" in the top filed and "www.zyxel.com” in the bottom field.

Success Criteria

This field applies when you specify two FQDNs or IP addresses for the connectivity check.

« Select Any if you want the check to pass if at least one of the gateway with the specified
IP address or FQDN responds.

« Select All if you want the check to pass only if both gateways with the specified IP
address or FQDN respond.
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Table 68 Network > Interface > Interface > General > Add/Edit

LABEL DESCRIPTION

Interface Parameter

MTU This is the Maximum Transmission Unit. Type the maximum size of each data packet, in
bytes, that can move through this interface. If a larger packet arrives, the Zyxel Device
divides it into smaller fragments. Allowed values are 1280-1500. Usually, this value is 1500.

Apply Click Apply to save your changes back to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.

7.5.1 Add/Edit DHCP Extended Options

When you configure an interface as a DHCPv4 server, you can additionally add DHCP extended options
which have the Zyxel Device to add more information in the DHCP packets. The available fields vary
depending on the DHCP option you select in this screen. To open the screen, click Network > Interface >

Internal/General >

Edit, select DHCP Mode in the DHCP Server section, and then click Add or Edit in the

DHCP Extended Options table.

Figure 115 Network > Interface > Internal > Edit > Add/Edit Extended Options

Add

Option

Code

X

O This field is requi

Cancel

The following table describes labels that can appear in this screen.

Table 69 Network > Interface > Internal > Edit > Add/Edit Extended Options

LABEL DESCRIPTION

Option This field displays the name of the selected DHCP option. Select which DHCP option that you
want to add in the DHCP packets sent through the interface.

Code This field displays the code number of the selected DHCP option. If you selected User Defined in
the Option field, enter a number for the option. This field is mandatory.

Type This is the type of the selected DHCP option. If you selected User Defined in the Option field,
select an appropriate type for the value that you will enter in the next field. Only advanced users
should configure User Defined.

Value Enter the value for the selected DHCP option. For example, if you selected TFTP Server Name

(66) and the type is TEXT, enter the DNS domain name of a TFTP server here. This field is
mandatory.

First IP Address,
Second IP
Address, Third IP
Address

If you selected Time Server (4), NTP Server (41), SIP Server (120), CAPWAP AC (138), or TFTP
Server (150), you have to enter at least one IP address of the corresponding servers in these
fields. The servers should be listed in order of your preference.
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Table 69 Network > Interface > Internal > Edit > Add/Edit Extended Options (continued)

LABEL

DESCRIPTION

First Enterprise ID,
Second Enterprise
ID

If you selected VIVC (124) or VIVS (125), you have to enter at least one vendor's 32-bit
enterprise number in these fields. An enterprise number is a unique number that identifies a

company.

First Class,
Second Class

If you selected VIVC (124), enter the details of the hardware configuration of the host on which
the client is running, or of industry consortium compliance.

First Information,
Second

If you selected VIVS (125), enter additional information for the corresponding enterprise number
in these fields.

Information
OK Click this to close this screen and update the settings to the previous Edit screen.
Cancel Click Cancel to close the screen.

The following table lists the available DHCP extended options (defined in RFCs) on the Zyxel Device. See
RFCs for more information.

Table 70 DHCP Extended Options

OPTION NAME CODE DESCRIPTION

Time Offset 2 This option specifies the offset of the client's subnet in seconds from Coordinated
Universal Time (UTC).

Time Server 4 This option specifies a list of Time servers available to the client.

Domain Name 15 This option specifies the domain name that the client should use when resolving
hostnames through the Domain Name System.

Interface MTU 26 This option specifies the MTU (Maximum Transmission Unit) to use on this
interface, with an available range of 68 to 65535 bytes for IPv4 packets.

NTP Server 42 This option specifies a list of the NTP servers available to the client by IP address.

Netbios Scope 47 This option specifies the NetBIOS over TCP/IP scope parameter for the client.

DHCP Server 54 This option specifies the IP address of the DHCP server.

Identifier

TFTP Server Name | 66 This option is used to identify a TFTP server when the “sname” field in the DHCP
header has been used for DHCP options. The minimum length of the value is 1.

Bootfile 67 This option is used to identify a bootfile when the “file” field in the DHCP header has
been used for DHCP options. The minimum length of the value is 1.

SIP Server 120 This option carries either an IPv4 address or a DNS domain name to be used by the
SIP client to locate a SIP server.

VIVC 124 Vendor-Identifying Vendor Class option
A DHCP client may use this option to unambiguously identify the vendor that
manufactured the hardware on which the client is running, the software in use, or
an industry consortium to which the vendor belongs.

VIVS 125 Vendor-Identifying Vendor-Specific option
DHCP clients and servers may use this option to exchange vendor-specific
information.

CAPWAP AC 138 CAPWAP Access Controller addresses option
The Control And Provisioning of Wireless Access Points Protocol allows a Wireless
Termination Point (WTP) to use DHCP to discover the Access Controllers to which it
is to connect. This option carries a list of IPv4 addresses indicating one or more
CAPWAP ACs available to the WTP.

TFTP Server 150 The option contains one or more IPv4 addresses that the client may use. The
current use of this option is for downloading configuration from a VolP server via
TFTP; however, the option may be used for purposes other than contacting a VolP
configuration server.
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7.6 VTl Interface

IPSec VPN Tunnel Interface (VTI) encrypts or decrypts IPv4 traffic from or to the interface according to
the IP routing table.

VTI allows static routes to send traffic over the VPN. The IPSec tunnel endpoint is associated with an
actual (virtual) interface. Therefore many interface capabilities such as Policy Route, Static Route, Trunk,
and BWM can be applied to the IPSec tunnel as soon as the tunnel is active

IPSec VTI simplifies network management and load balancing. Create a trunk using VPN tunnel interfaces
for load balancing. In the following example configure VPN tunnels with static IP addresses or DNS on both
Zyxel Devices (or IPSec routers at the end of the tunnel). Also configure VTl and a trunk on both Zyxel
Devices.

Figure 116 VTl and Trunk for VPN Load Balancing

7.6.1 Restrictions for IPSec Virtual Tunnel Interface

o |Pv4 traffic only

e IPSec tunnel mode only. A shared keyword must not be configured when using tunnel mode.
« With a VTI VPN you do not add local or remote LANs to your VPN configuration.

e For a VTI VPN you should only have one local and one remote WAN.

* A dynamic peer is not supported

e The IPSec VTl is limited to IP unicast and multicast traffic only.

7.6.2 VTI Edit

This screen lets you configure IP address assignment and interface parameters for VTI.

Note: You should have created a route-based VPN tunnel for a VPN Tunnel Interface scenario
first.

To access this screen, click the Network > Interface > Interface > VTI > Edit. The following screen
appears.
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Figure 117 Network > Interface > Interface > VTI > Edit
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Each field is described in the table below.

Table 71 Network > Interface > Interface > VTI > Edit

LABEL

DESCRIPTION

General Settings

Enable Interface

Slide the switch to the right to enable VTI.

Interface Properties

Interface Name

This field displays the name of the VPN tunnel interface. This field is read-only.

VPN Rule This field displays the scenario rule the VPN tunnel interface is using.

Zone Select a zone. Make sure that the zone you select does not have traffic blocked by a security
feature such as a security policy.

IP Address Enter the IP address for this interface.

Connectivity Check

The interface can regularly check the connection to the gateway you specified to make sure it
is still available. You specify how often the interface checks the connection, how long to wait
for a response before the attempt is a failure, and how many consecutive failures are required
before the Zyxel Device stops routing to the gateway. The Zyxel Device resumes routing to
the gateway the first time the gateway passes the connectivity check.

Enable

Select this to turn on the connection check.
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Table 71 Network > Interface > Interface > VTI > Edit (continued)

LABEL DESCRIPTION

Method Select the method that the gateway allows.
Select ICMP to have the Zyxel Device regularly ping the gateway you specify to make sure it
is still available.
Select TCP to have the Zyxel Device regularly perform a TCP handshake with the gateway
you specify to make sure it is still available.

Period Enter the number of seconds between connection check attempts.

Timeout Enter the number of seconds to wait for a response before the attempt is a failure.

Attempt Enter the number of consecutive failures before the Zyxel Device stops routing through the
gateway.

Source Enter the IPv4 address that test packets will be sent from.
« Leave this field blank to send test packets from this VPN tunnel interface’s IP address.
* Enter an IPv4 address to send test packets from the specified gateway.

Destination Enter one or two gateways using either FQDNSs or IP addresses to receive test packets. For

example, you can check if a remote router at another site connected through the VPN is
reachable by this interface.

You can enter an IPv4 address in one field and a domain name in the other. For example, type
"192.168.1.2" in the top filed and "www.zyxel.com" in the bottom field.

Success Criteria

This field applies when you specify two FQDNs or IP addresses for the connectivity check.

« Select Any if you want the check to pass if at least one of the gateway with the specified
IP address or FQDN responds.

« Select All if you want the check to pass only if both gateways with the specified IP
address or FQDN respond.

MTU This is the Maximum Transmission Unit. Type the maximum size of each data packet, in
bytes, that can move through this interface. If a larger packet arrives, the Zyxel Device divides
it into smaller fragments. Allowed values are 1280-1500.
OK Click OK to save your changes back to the Zyxel Device.
Cancel Click Cancel to return the screen to its last-saved settings.

7.7 Trunk Overview

Use trunks for WAN traffic load balancing to increase overall network throughput and reliability. Load
balancing divides traffic loads between multiple interfaces. This allows you to improve quality of service
and maximize bandwidth utilization for multiple ISP links.

Maybe you have two Internet connections with different bandwidths. You could set up a trunk that uses
weighted round robin load balancing so time-sensitive traffic (like video) usually goes through the higher-
bandwidth interface. For other traffic, you might want to use least load first load balancing to even out the
distribution of the traffic load.

Suppose ISP A has better connections to Europe while ISP B has better connections to Australia. You could
use policy routes and trunks to have traffic for your European branch office primarily use ISP A and traffic
for your Australian branch office primarily use ISP B.

Or maybe one of the Zyxel Device's interfaces is connected to an ISP that is also your Voice over IP (VolP)
service provider. You can use policy routing to send the VolP traffic through a trunk with the interface
connected to the VolP service provider set to active and another interface (connected to another ISP) set
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to passive. This way VolP traffic goes through the interface connected to the VolP service provider
whenever the interface’s connection is up.

Throughput is the moving average of traffic passing through the Zyxel Device in the last 10 seconds
updated every 1 second.

Load Balancing Algorithms

The following sections describe the load balancing algorithms the Zyxel Device can use to decide which
interface the traffic (from the LAN) should use for a session. The available bandwidth you configure on the
Zyxel Device refers to the actual bandwidth provided by the ISP and the measured bandwidth refers to the
bandwidth an interface is currently using.

Least Load First

The least load first algorithm uses the current (or recent) outbound bandwidth utilization of each trunk
member interface as the load balancing index(es) when making decisions about which interface a new
session is to be distributed. The outbound bandwidth utilization is defined as the measured outbound
throughput over the available outbound bandwidth.

Here the Zyxel Device has two WAN interfaces connected to the Internet. The configured available
outbound bandwidths for WAN 1 and WAN 2 are 512K and 256K respectively.

Figure 118 Load Balancing Least Load First Example

WAN 1
N —— —
\%lﬁ 512k
@:i y‘{ EEAA
?*.,_é] = ] // Internet
ppp0
256k >

The outbound bandwidth utilization is used as the load balancing index. In this example, the measured
(current) outbound throughput of WAN 1is 412K and WAN 2 is 198K. The Zyxel Device calculates the load
balancing index as shown in the table below.

Since WAN 2 has a smaller load balancing index (meaning that it is less utilized than WAN 1), the Zyxel
Device will send the subsequent new session traffic through WAN 2.

Table 72 Least Load First Example

OUTBOUND LOAD BALANCING INDEX
INTERFACE i

AVAILABLE (A) MEASURED (M)
WAN 1 512 K 412 K 0.8
WAN 2 256 K 198 K 0.77

Weighted Round Robin

Round Robin scheduling services queues on a rotating basis and is activated only when an interface has
more traffic than it can handle. A queue is given an amount of bandwidth irrespective of the incoming
traffic on that interface. This queue then moves to the back of the list. The next queue is given an equal
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amount of bandwidth, and then moves to the end of the list; and so on, depending on the number of
queues being used. This works in a looping fashion until a queue is empty.

The Weighted Round Robin (WRR) algorithm is best suited for situations when the bandwidths set for the
two WAN interfaces are different. Similar to the Round Robin (RR) algorithm, the Weighted Round Robin
(WRR) algorithm sets the Zyxel Device to send traffic through each WAN interface in turn. In addition, the
WAN interfaces are assigned weights. An interface with a larger weight gets more chances to transmit
traffic than an interface with a smaller weight.

For example, in the figure below, the configured available bandwidth of WAN1 is 1M and WAN2 is 512K.
You can set the Zyxel Device to distribute the network traffic between the two interfaces by setting the
weight of wan1and wan2 to 2 and 1 respectively. The Zyxel Device assigns the traffic of two sessions to
wan1 and one session's traffic to wan2 in each round of 3 new sessions.

Figure 119 Weighted Round Robin Algorithm Example
$2 S1 WAN 1
M

S6 s5 s4 |
—_———

— — Internet

Spillover

The spillover load balancing algorithm sends network traffic to the first interface in the trunk member list
until the interface’s maximum allowable load is reached, then sends the excess network traffic of new
sessions to the next interface in the trunk member list. This continues as long as there are more member
interfaces and traffic to be sent through them.

Suppose the first trunk member interface uses an unlimited access Internet connection and the second is
billed by usage. Spillover load balancing only uses the second interface when the traffic load exceeds the
threshold on the first interface. This fully utilizes the bandwidth of the first interface to reduce Internet
usage fees and avoid overloading the interface.

In this example figure, the upper threshold of the first interface is set to 800K. The Zyxel Device sends
network traffic of new sessions that exceed this limit to the secondary WAN interface.

Figure 120 Spillover Algorithm Example

WAN 1
800K

™

Internet

ppPpPO

o Use the Trunk summary screen (Section 7.8 on page 158) to view the list of configured trunks and
which load balancing algorithm each trunk uses.

e Use the Add Trunk screen (Section 7.8.1 on page 159) to configure the member interfaces for a trunk
and the load balancing algorithm the trunk uses.

o Use the Add System Default screen (Section 7.8.2 on page 160) to configure the load balancing
algorithm for the system default trunk.
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Link Sticking

Link sticking ensures that once a source-destination link uses a WAN interface, all sessions between the
source and the destination will continue to use the same WAN interface for five minutes. New sessions
started within this period will also use the same WAN interface. This prevents load balancing from
redirecting the link to other WAN interfaces. After five minutes, new sessions may use a different WAN
interface according to the configured load balancing rules.

« Without Link Sticking: Link traffic may be sent through either WAN1 or WAN2 in the trunk (T).
Figure 121 Without Link Sticking

T - e
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7/ XTI B Internet
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« With Link Sticking: Link traffic that starts on WAN1 in the trunk (T) continues to use WANT1.
Figure 122 With Link Sticking

T - e
A WaN >
7/ XTI B Internet

= W WAN2

When multiple WAN interfaces are available, the Zyxel Device distributes traffic for load balancing.
However, some servers or applications (such as online banking, VPNs, or authenticated logins) require the
traffic to come from the same WAN IP address. Link sticking ensures the source-destination link remains
on the same WAN interface to prevent these applications from detecting a different IP address and
rejecting access. See the example below:

1 LAN user A logs into server B on the Internet. The Zyxel Device uses Wan1to send the request to server B.

2 The Zyxel Device is using load balancing. So when LAN user A tries to access something on the server, the
request goes out through WAN2.

3 The server finds that the request comes from WAN2's IP address instead of WAN1's IP address and rejects
the request.

4 If link sticking is enabled, the Zyxel Device would have still used WAN1to send LAN user A's request to the
server and server would have given the user A access.

Note: If traffic matches a configured Static Route or Policy Route (see Section 8.1 on page 164
for details), the routes have priority over link sticking.

Note: You can configure Link Sticking only through CLI commands. See the Command
Reference Guide for more information.

7.71 What You Need to Know

o Add WAN interfaces to trunks to have multiple connections share the traffic load.

« If one WAN interface’s connection goes down, the Zyxel Device sends traffic through another member
of the trunk.
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» For example, you connect one WAN interface to one ISP and connect a second WAN interface to a
second ISP. The Zyxel Device balances the WAN traffic load between the connections. If one
interface's connection goes down, the Zyxel Device can automatically send its traffic through another

interface.

You can also use trunks with policy routing to send specific traffic types through the best WAN interface

for that type of traffic.

« If that interface’s connection goes down, the Zyxel Device can still send its traffic through another

interface.

» You can define multiple trunks for the same physical interfaces.

/.8 The Trunk Summary Screen

Click Network > Interface > Trunk to open the Trunk screen. The following screen lists the configured
trunks and the load balancing algorithm that each is configured to use.

Figure 123 Network > Interface > Trunk
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The following table describes the items in this screen.

Table 73 Network > Interface > Trunk

LABEL DESCRIPTION

Trunk Selection Select whether the Zyxel Device is to use the default system WAN trunk or one of the user
configured WAN trunks as the default trunk for routing traffic from internal interfaces to
external interfaces.

Force Reconnect on The passive interface is used if the active interface fails. If the active interface comes back

Active WAN up again, enable this if you want the Zyxel Device to end all connections on the passive
interface first before the trunk goes back to using the active interface.

Add Click this to create a new user-configured trunk.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the
entry’'s settings.

Remove To remove a user-configured trunk, select it and click Remove. The Zyxel Device confirms
you want to remove it before doing so.

Reference This field displays the objects this entry uses.

Name This field displays the label that you specified to identify the trunk.

Algorithm This field displays the load balancing method the trunk is set to use.

Members This field displays the interfaces that belong to the trunk.

Reference This field displays which settings use the entry.

7.8.1 Configuring a User-Defined Trunk

Click Network > Interface > Trunk, in the User-Defined Trunk table click the Add (or Edit) icon to open
the following screen. Use this screen to create or edit a WAN trunk entry.

Figure 124 Network > Interface > Trunk > User-Defined Trunk > Add (or Edit)

2y
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Each field is described in the table below.

Table 74 Network > Interface > Trunk > Add/Edit

LABEL

DESCRIPTION

Name

This is read-only if you are editing an existing trunk. When adding a new trunk, enter a
descriptive name for this trunk. The value in this field cannot exceed 11 characters. The valid
characters are [a-z][A-Z][_-].

Load Balancing
Algorithm

Select a load balancing method to use from the drop-down list box.

+ Select Weighted Round Robin to balance the traffic load between interfaces based on
their respective weights. An interface with a larger weight gets more chances to transmit
traffic than an interface with a smaller weight. For example, if the weight ratio of wan1 and
wan2 interfaces is 2:1, the Zyxel Device chooses wan1 for 2 sessions’ traffic and wan2 for
1 session's traffic in each round of 3 new sessions.

* Select Least Load First to send new session traffic through the least utilized trunk
member.

« Select Spillover to send network traffic through the first interface in the group member
list until there is enough traffic that the second interface needs to be used (and so on).

Load Balancing

This field is available if you selected to use the Least Load First or Spillover method.

Index(es)

Select Outbound, Inbound, or Outbound + Inbound to set the traffic to which the Zyxel

Device applies the load balancing method. Outbound means the traffic traveling from an

internal interface (ex. LAN) to an external interface (ex. WAN). Inbound means the opposite.

Add Click this to create a WAN trunk entry.

Edit Select an entry and click Edit to modify the entry’s settings.

Remove To remove a member interface, select it and click Remove. The Zyxel Device confirms you
want to remove it before doing so.

Name Select an interface name from the drop-down list box.

Mode Click this table cell.

« Select Active to have the Zyxel Device always attempt to use this connection.

+ Select Passive to have the Zyxel Device only use this connection when all of the
connections set to active are down. You can only set one of a group’s interfaces to
passive mode.

Parameter This field displays with the weighted round robin load balancing algorithm. Specify the weight
(1~10) for the interface. The weights of the different member interfaces form a ratio. This
ratio determines how much traffic the Zyxel Device assigns to each member interface. The
higher an interface's weight is (relative to the weights of the interfaces), the more sessions
that interface should handle.

Apply Click this button to save your changes to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.

7.8.2 Configuring the System Default Trunk

Go to Network > Interface > Trunk > Default Trunk, select the default trunk entry and click Edit to open
the following screen. Use this screen to change the load balancing algorithm and view the bandwidth
allocations for each member interface.

Note: The new session is allocated to each member interface equally and is not allowed to be
changed for the default trunk.
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Figure 125 Network > Interface > Trunk > Default Trunk > Edit
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Each field is described in the table below.

Table 75 Network > Interface > Trunk > Default Trunk > Edit

LABEL

DESCRIPTION

Name

This field displays the name of the selected system default trunk.

Load Balancing Setting

This field displays the load balancing method use for the default trunk.

Weighted Round Robin (wrr) balances the traffic load between interfaces based on their
respective weights. An interface with a larger weight gets more chances to transmit traffic
than an interface with a smaller weight. For example, if the weight ratio of wan1and wan2
interfaces is 2:1, the Zyxel Device chooses wan1 for 2 sessions’ traffic and wan2 for 1
session's traffic in each round of 3 new sessions.

The table lists the trunk's member interfaces. This table is read-only.

Interface This column displays the name of the member interfaces.

Mode This field displays Active if the Zyxel Device always attempt to use this connection.
This field displays Passive if the Zyxel Device only use this connection when all of the
connections set to active are down. Only one of a group's interfaces can be set to passive
mode.
Note: You cannot configure two Passive interfaces for the WAN trunk - at least

one interface must be Active.

Parameter This field displays with the weighted round robin load balancing algorithm. Specify the
weight (1~10) for the interface. The weights of the different member interfaces form a ratio.

Apply Click Apply to save your changes to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.

7.9 Port

Use this screen to configure port settings. Click Network > Interface > Port in the navigation panel to
display the configuration screen.
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Figure 126 Network > Interface > Port
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Each field is described in the following table.

Table 76 Network > Interface > Port

LABEL

DESCRIPTION

Virtual Device

This shows which ports are up or down on the Zyxel Device. Hover over a port to see port
details such as name, status, interface and IP address.

Configuration

Select an entry to configure the speed negotiation setting of the Ethernet connection on this
port and PoE if the port supports it.

Name This field displays the name of the port.
Status This field displays the speed and the duplex mode of the Ethernet connection on the port.
Type This field displays the cable type that is used on the port.
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Table 76 Network > Interface > Port

LABEL DESCRIPTION

Setting Select the speed and the duplex mode of the Ethernet connection on this port. Choices are
Auto Negotiate, 10Mbps, 100Mbps, 1Gbps and 2.5Gbps.
Selecting Auto Negotiate allows one port to negotiate with a peer port automatically to obtain
the connection speed (of up to 1000M) and duplex mode that both ends support. When auto-
negotiation is turned on, a port on the Zyxel Device negotiates with the peer automatically to
determine the connection speed and duplex mode. If the peer port does not support auto-
negotiation or turns off this feature, the Zyxel Device determines the connection speed by
detecting the signal on the cable and using half duplex mode. When the Zyxel Device's auto-
negotiation is turned off, a port uses the pre-configured speed and duplex mode when
making a connection, thus requiring you to make sure that the settings of the peer port are
the same in order to connect.
To avoid errors, it is recommended to set both the Zyxel Device and the peer port to the same
speed and duplex mode. For example:
* Auto Negotiate—Auto Negotiate
¢ 10Mbps—10Mbps
*+ 100Mbps—100Mbps
e 1Gbps—1Gbps
e 2.5Gbps—2.5Gbps

Interface This field displays the interface for the port.

PoE If the port supports PoE, then this field displays if PoE is enabled on the port.

Edit Select an entry and click this icon to modify it.

Remove Select an entry and click this icon to delete it.

Save Changes

Click this icon to save the changes in this row.

N

Cancel Changes

Click this icon to cancel the changes in this row.

[%]
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Routing

8.1 Policy and Static Routes Overview

Use policy routes and static routes to override the Zyxel Device's default routing behavior in order to send
packets through the appropriate interface or VPN tunnel.

For example, the next figure shows a computer (A) connected to the Zyxel Device's LAN interface. The
Zyxel Device routes most traffic from A to the Internet through the Zyxel Device's default gateway (R1).
You create one policy route to connect to services offered by your ISP behind router R2. You create
another policy route to communicate with a separate network behind another router (R3) connected to the
LAN.

Figure 127 Example of Policy Routing Topology
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8.1.1 What You Can Do in this Chapter

» Use the Policy Route screens (see Section 8.2 on page 166) to list and configure policy routes.

» Use the Static Route screens (see Section 8.3 on page 172) to list and configure static routes.
8.1.2 What You Need to Know

Policy Routing

Traditionally, routing is based on the destination address only and the Zyxel Device takes the shortest path
to forward a packet. IP Policy Routing (IPPR) provides a mechanism to override the default routing
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behavior and alter the packet forwarding based on the policy defined by the network administrator. Policy-
based routing is applied to incoming packets on a per interface basis, prior to the normal routing.

How You Can Use Policy Routing

» Source-Based Routing — Network administrators can use policy-based routing to direct traffic from
different users through different connections.

« Cost Savings — IPPR allows organizations to distribute interactive traffic on high-bandwidth, high-cost
paths while using low-cost paths for batch traffic.

e Load Sharing — Network administrators can use IPPR to distribute traffic among multiple paths.

* NAT - The Zyxel Device performs NAT by default for traffic going to or from the WAN interfaces. A
routing policy's SNAT allows network administrators to have traffic received on a specified interface
use a specified IP address as the source IP address.

Note: The Zyxel Device automatically uses SNAT for traffic it routes from internal interfaces to
external interfaces. For example LAN to WAN traffic.

Static Routes

The Zyxel Device usually uses the default gateway to route outbound traffic from computers on the LAN to
the Internet. To have the Zyxel Device send data to devices not reachable through the default gateway,
use static routes.

Policy Routes Versus Static Routes

» Policy routes are more flexible than static routes. You can select more criteria for the traffic to match
and can also use schedules, NAT, and bandwidth management.

« Policy routes take priority over static routes. If you need to use a routing policy on the Zyxel Device and
propagate it to other routers, you could configure a policy route and an equivalent static route.

DiffServ

QoS is used to prioritize source-to-destination traffic flows. All packets in the same flow are given the
same priority. CoS (class of service) is a way of managing traffic in a network by grouping similar types of
traffic together and treating each type as a class. You can use CoS to give different priorities to different
packet types.

DiffServ (Differentiated Services) is a class of service (CoS) model that marks packets so that they receive
specific per-hop treatment at DiffServ-compliant network devices along the route based on the
application types and traffic flow. Packets are marked with DiffServ Code Points (DSCPs) indicating the
level of service desired. This allows the intermediary DiffServ-compliant network devices to handle the
packets differently depending on the code points without the need to negotiate paths or remember state
information for every flow. In addition, applications do not have to request a particular service or give
advanced notice of where the traffic is going.

DSCP Marking and Per-Hop Behavior

DiffServ defines a new DS (Differentiated Services) field to replace the Type of Service (TOS) field in the
IP header. The DS field contains a 2-bit unused field and a 6-bit DSCP field which can define up to 64
service levels. The following figure illustrates the DS field.

\ DSCP (6 bits) | Unused (2 bits)
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DSCP is backward compatible with the three precedence bits in the ToS octet so that non-DiffServ
compliant, ToS-enabled network device will not conflict with the DSCP mapping.

The DSCP value determines the forwarding behavior, the PHB (Per-Hop Behavior), that each packet gets
across the DiffServ network. Based on the marking rule, different kinds of traffic can be marked for
different kinds of forwarding. Resources can then be allocated according to the DSCP values and the
configured policies.

NAT and SNAT

NAT (Network Address Translation - NAT, RFC 1631) is the translation of the IP address in a packet in one
network to a different IP address in another network. Use SNAT (Source NAT) to change the source IP
address in one network to a different IP address in another network.

Assured Forwarding (AF) PHB for DiffServ

Assured Forwarding (AF) behavior is defined in RFC 2597. The AF behavior group defines four AF classes.
Inside each class, packets are given a high, medium or low drop precedence. The drop precedence
determines the probability that routers on the network will drop packets when congestion occurs. If
congestion occurs between classes, the traffic in the higher class (smaller numbered class) is generally
given priority. Combining the classes and drop precedence produces the following twelve DSCP
encodings from AF11 through AF43. The decimal equivalent is listed in brackets.

Table 77 Assured Forwarding (AF) Behavior Group

CLASS1 CLASS 2 CLASS 3 CLASS 4
Low Drop Precedence AF11 (10) AF21(18) AF31(26) AF41 (34)
Medium Drop Precedence AF12 (12) AF22 (20) AF32 (28) AF42 (36)
High Drop Precedence AF13 (14) AF23 (22) AF33 (30) AF43 (38)

8.2 Policy Route Screen

Click Network > Routing to open the Policy Route screen. Use this screen to see the configured policy
routes and turn policy routing based bandwidth management on or off.

A policy route defines the matching criteria and the action to take when a packet meets the criteria. The
action is taken only when all the criteria are met. The criteria can include the user name, source address
and incoming interface, destination address, schedule, IP protocol (ICMP, UDP, TCP, etc.) and port.

The actions that can be taken include:

« Routing the packet to a different gateway, outgoing interface, VTI interface, or trunk.
Figure 128 Network > Routing > Policy Route

Poliay Raule
Configuration
i Add H [

DSCP Marking = SNAT = Hits =

Pelley Match -

Status ® Pri. & User = Schedule * Incoming ¥ Source = Dastination = DSCP Code = Service = Source Porl = Next Hop =

USG FLEX H Series User's Guide

166



Chapter 8 Routing

The following table describes the labels in this screen.

Table 78 Network > Routing > Policy Route

LABEL

DESCRIPTION

Use IPv4 Policy Route
to Override Direct
Route

Select this to have the Zyxel Device forward packets that match a policy route according to
the policy route instead of sending the packets directly to a connected network.

Add Click this to create a new entry. Select an entry and click Add to create a new entry after the
selected entry.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the
entry’s settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to
remove it before doing so.

Active Select one or more policies, then click this to enable the selected policies. The Status light
changes accordingly.

Inactive Select one or more policies, then click this to disable the selected policies. The Status light
changes accordingly.

Move to Select a policy, click this, enter a new location up to and including the last policy number,
then press [ENTER] to move it to the new location. Policies are checked in order beginning
from the first.

Search Type an item in the search box, then click this to display all sessions in the table below
according to the item you typed.

Clear All Click this to remove all items found in the search.

Filter Click the Filter icon mclick + to expand Policy Match, pick a filter, then click Find to
display specific sessions according to the filter selected. You may select multiple filters, but
just one of each type, configured one at a time.

Policy Match Add Filter
User
Incoming
Source
Destination
DSCP Code
Service
Source Port

Status This icon is lit when the entry is active, red when the next hop's connection is down, and
dimmed when the entry is inactive.

Priority This is the row number of the policy. Policies are checked in order beginning from the first.

User This is the name of the user (group) object from which the packets are sent. any means all
users.

Schedule This is the name of the schedule object. any means the route is active at all times if enabled.

Incoming This is the interface on which the packets are received.

Source This is the name of the source IP address (group) object, including geographic address and
FQDN (group) objects. any means all IP addresses.

Destination This is the name of the destination IP address (group) object, including geographic and

FQDN (group) address objects. any means all IP addresses.
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Table 78 Network > Routing > Policy Route (continued)

LABEL DESCRIPTION

DSCP Code This is the DSCP value of incoming packets to which this policy route applies.
any means all DSCP values or no DSCP marker.
default means traffic with a DSCP value of 0. This is usually best effort traffic

The "af” entries stand for Assured Forwarding. The number following the "af" identifies one
of four classes and one of three drop preferences. See Assured Forwarding (AF) PHB for
DiffServ for more details.

Service This is the name of the destination service object. any means all destination services.
Source Port This is the name of the source service object. any means all source services.
Next-Hop This is the next hop to which packets are directed. It helps forward packets to their

destinations and can be an IP address of a router or a VTl interface.

DSCP Marking This is how the Zyxel Device handles the DSCP value of the outgoing packets that match
this route. If this field displays a DSCP value, the Zyxel Device applies that DSCP value to
the route’s outgoing packets.

preserve means the Zyxel Device does not modify the DSCP value of the route's outgoing
packets.

default means the Zyxel Device sets the DSCP value of the route’s outgoing packets to O.

The "af" choices stand for Assured Forwarding. The number following the “af" identifies
one of four classes and one of three drop preferences. See Assured Forwarding (AF) PHB
for DiffServ for more details.

SNAT This is the source IP address that the route uses.

It displays none if the Zyxel Device does not perform NAT for this route.

Hits This is the number of sessions with traffic that matched the policy criteria.
Apply Click Apply to save your changes back to the Zyxel Device.
Cancel Click Cancel to return the screen to its last-saved settings.

8.2.1 Policy Route Edit Screen

Click Network > Routing to open the Policy Route screen. Then click the Add or Edit icon. The Add Policy
Route or Policy Route Edit screen opens. Use this screen to configure or edit a policy route.
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Figure 129 Network > Routing > Policy Route > Add/Edit

@ Network ~ > Routing ~ » Policy Route ~

@1t must begin with a letter and cannot exceed 31 characters. The valid characters are [a-

Configuration
Enable &
Name l ]
ZA-Z_-)[a-ZA-Z0-9._-].
Description
Criteria
User any &7
Incoming any -
Source Address any &
Destination Address any &
DSCP Code any v
Schedule none &
Service any &
Source Port any &
Next Hop
Type Interface -
Interface gel
DSCP Marking
DSCP Marking preserve -
Address Translation
SNAT Address outgoing-interface Va
Advanced Settings ~
Health Check
Disable policy route automatically while Interface link down [ o]
Enable Connectivity Check [ o]
Method IcmP v
Period 30 (5-600 seconds)
Timeout 5 (1-10 seconds)
Attempt 5 (1-10)
Source
Destination [_ J

© The value should be an IP address or a FQDN.

Success Criteria Any v

Some changes were made
What do you want to do then?

USG FLEX H Series User's Guide

169




Chapter 8 Routing

The following table describes the labels in this screen.

Table 79 Network > Routing > Policy Route > Add/Edit

LABEL DESCRIPTION

Enable Select this to activate the rule.

Name Enter a name to identify this rule.

Description Enter a descriptive name consists of 1to 60 single-byte characters, including a-zA-Z0-9.
Special characters and spaces are allowed.

Criteria

User Select a user name or user group from which the packets are sent.

Incoming Select where the packets are coming from; any, an interface, a tunnel, an SSL VPN, or the

Zyxel Device itself. For an interface, a tunnel, or an SSL VPN, you also need to select the
individual interface, VPN tunnel, or SSL VPN connection.

Source Address

Select a source IP address object, including geographic address and FQDN (group) objects,
from which the packets are sent.

Destination Address

Select a destination IP address object, including geographic address and FQDN (group)
objects, to which the traffic is being sent. If the next hop is a dynamic VPN tunnel and you
enable Auto Destination Address, the Zyxel Device uses the local network of the peer router
that initiated an incoming dynamic IPSec tunnel as the destination address of the policy
instead of your configuration here.

DSCP Code

Select a DSCP code point value of incoming packets to which this policy route applies or
select User Define to specify another DSCP code point. The lower the number the higher the
priority with the exception of O which is usually given only best-effort treatment.

any means all DSCP value or no DSCP marker.
default means traffic with a DSCP value of 0. This is usually best effort traffic

The "af” choices stand for Assured Forwarding. The number following the “af" identifies one
of four classes and one of three drop preferences. See Assured Forwarding (AF) PHB for
DiffServ for more details.

User-Defined

Use this field to specify a custom DSCP code point when you select User Define in the

DSCP Code previous field.
Schedule Select a schedule to control when the policy route is active. none means the route is active at
all times if enabled.
Service Select a destination service or service group to identify the type of traffic to which this policy

route applies.

Source Port

Select a source service or service group to identify the source port of packets to which the
policy route applies.

Next-Hop

Next hop is the next immediate router, or a device reachable through an interface or IPSec
tunnel, that a packet should be forwarded to on its way to the final destination.

USG FLEX H Series User's Guide

170




Chapter 8 Routing

Table 79 Network > Routing > Policy Route > Add/Edit (continued)

LABEL DESCRIPTION

Type Select Auto to have the Zyxel Device use the routing table to find a next-hop and forward the
matched packets automatically.
Select Interface to route the matched packets through the specified outgoing interface to a
gateway (which is connected to the interface).
Select IPSec VPN Tunnel to route the matched packets through the specified policy-based
VPN Tunnel. A policy-based VPN tunnel with a dynamic peer is not supported at the time of
writing but will be supported in a future firmware release.
Select gateway to route the matched IPv6 packets through a 6to4 tunnel to the packets'
destination.
Select gateway-ip to route the matched packets to the next-hop router or switch you
specified in the Host IP Address field. You have to set up the next-hop router or switch as a
HOST address object first.
Select trunk to route the matched packets through the interfaces in the trunk group based on
the load balancing algorithm.

Interface This field displays when you select Interface in the Type field. Select an interface to have

the Zyxel Device send traffic that matches the policy route through the specified interface.

IPSec VPN Tunnel

This field displays when you select IPSec VPN Tunnel in the Type field. Select an IPSec VPN
Tunnel to have the Zyxel Device send traffic that matches the policy route through the
specified IPSec VPN Tunnel.

Address

This field displays when you select gateway in the Type field. Select a host address object.
IP6to4-Relay service enables IPv6 packets to cross IPv4 networks; see Section 8.1.2 on
page 164 for more information.

Host IP Address

This field displays when you select gateway-ip in the Type field. Enter a gateway's IP
address. The gateway is an immediate neighbor of your Zyxel Device that will forward the
packet to the destination. The gateway must be a router or switch on the same segment as
your Zyxel Device's interface(s).

Trunk

This field displays when you select trunk in the Type field. Select a trunk group to have the
Zyxel Device send the packets through the interfaces in the group.

DSCP Marking

DSCP Marking

Set how the Zyxel Device handles the DSCP value of the outgoing packets that match this
route.

Select one of the pre-defined DSCP values to apply or select User Define to specify another
DSCP value. The "“af” choices stand for Assured Forwarding. The number following the "af”
identifies one of four classes and one of three drop preferences. See Assured Forwarding
(AF) PHB for DiffServ for more details.

Select preserve to have the Zyxel Device keep the packets’ original DSCP value.

Select default to have the Zyxel Device set the DSCP value of the packets to 0.

User-Defined
DSCP Marking

Use this field to specify a custom DSCP value.

Address Translation

Use this section to configure NAT for the policy route. This section does not apply to policy
routes that use a VPN tunnel as the next hop.

SNAT Address
(Source Network
Address Translation
Address)

Select none to not use NAT for the route.

Select outgoing-interface to use the IP address of the outgoing interface as the source IP
address of the packets that matches this route.

To use SNAT for a virtual interface that is in the same WAN trunk as the physical interface to
which the virtual interface is bound, the virtual interface and physical interface must be in
different subnets.

Otherwise, select a pre-defined address (group) to use as the source IP address(es) of the
packets that match this route.
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Table 79 Network > Routing > Policy Route > Add/Edit (continued)

LABEL

DESCRIPTION

Advanced Settings

Health Check

Use this to check if the Next Hop Interface in the policy route is still available.

Disable policy
route
automatically
while Interface

If the configured Next Hop Interface goes down but the policy route remains active, traffic
will continue to be sent to it and will be lost. Enable this to have the Zyxel Device
automatically disable the policy route when the Next Hop Interface is down. Traffic will be

link down send through other available routes. This is available for Interface in the Type field above.
Enable Enable this to have the interface regularly check the connection to the Interface you
8gnnECt|V|ty specified to make sure it is still available. This is available for Interface, gateway and
ec gateway-ip in the Type field above.
Method Select the method that the Interface allows.
« Select ICMP to have the Zyxel Device regularly ping the Interface you specify to make
sure it is still available.
« Select TCP to have the Zyxel Device regularly perform a TCP handshake with the
Interface you specify to make sure it is still available.
Period Enter the number of seconds between connection check attempts (5-600 seconds).
Timeout Enter the number of seconds to wait for a response before the attempt is a failure (1-10
seconds).
Attempt Enter the number of consecutive failures before the Zyxel Device stops routing through the
Interface.
Source Enter the IPv4 address that test packets will be sent from.
« Leave this field blank to have the Zyxel Device send test packets from this policy route's
Next Hop Interface.
« Enter an IPv4 address to send test packets from the specified Interface.
Destination Enter one or two interfaces using either FQDNs or IP addresses to receive test packets.

You can enter an IPv4 address in one field and a FQDN in the other. For example, type
"192.168.1.2" in the first field and "www.zyxel.com” in the second field.

Success Criteria

This field applies when you specify two FQDNs or IP addresses for the connectivity check.

« Select Any if you want the check to pass if at least one of the Interface with the specified
IP address or FQDN responds.

« Select All if you want the check to pass only if both Interfaces with the specified IP
address or FQDN respond.

Apply

Click Apply to save your changes back to the Zyxel Device.

Cancel

Click Cancel to return the screen to its last-saved settings.

8.3 Static Route Screen

Click Network > Routing > Static Route to open the Static Route screen. This screen displays the
configured static routes.
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Figure 130 Network > Routing > Static Route

(':':) Network » > Roufing « > StoficRoutz
Policy Rou Static Route
Configuratfion
+ Add Q H m
O Name ¥ Desfination ¥ Next Hop Description = Metric =
0O Cathy 0.0.0.0M1 1.1.1.1 0

The following table describes the labels in this screen.

Table 80 Network > Routing > Static Route

LABEL DESCRIPTION

Add Click this to create a new static route.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the
entry’s settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to
remove it before doing so.

Name This is the name of the static route entry.

Destination This is the destination IP address.

Next-Hop This is the IP address of the next-hop gateway or the interface through which the traffic is
routed. The gateway is a router or switch on the same segment as your Zyxel Device's
interface(s). The gateway helps forward packets to their destinations.

Metric This is the route's priority among the Zyxel Device's routes. The smaller the number, the
higher priority the route has.

8.3.1 Static Route Add/Edit Screen

Click Network > Routing > Static Route > Add/Edit to display the next screen. Use this screen to

configure the required information for a static route.

Figure 131 Network > Routing > Static Route > Add

(®) network v > Roufing = > SiaficRoute v
Configurafion

Descripnion

@1 should be an IPv4 CIDR atio
lext Hop @® Gateway O Gateway Object O Interface
@ The value should be an IP addre

Some changes were made

What do you want to do then®

Cancel
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The following table describes the labels in this screen.

Table 81 Network > Routing > Static Route > Add

LABEL DESCRIPTION

Name Enter a name to identify this rule. You can use up to 30 single-byte characters, including 0-9a-
zA-Z. The first character cannot be a number.

Destination This parameter specifies the IP network address of the final destination. Routing is always
based on network number.

If you need to specify a route to a single host, enter the specific IP address here.

Next Hop Next hop is the next immediate router, or a device reachable through an interface or IPSec
tunnel, that a packet should be forwarded to on its way to the final destination.

Gateway Select the radio button and enter the IP address of the next-hop gateway. The gateway is a
router or switch on the same segment as your Zyxel Device's interface(s). The gateway helps
forward packets to their destinations.

Gateway Select the radio button to route the matched IPv6 packets through a 6to4 tunnel to the packets’

Object destination.

Interface Select the radio button and a predefined interface through which the traffic is sent.

Metric Metric represents the "cost” of transmission for routing purposes. IP routing uses hop count as
the measurement of cost, with a minimum of 1 for directly connected networks. Enter a number
that approximates the cost for this link. The number need not be precise, but it must be 0~127.
In practice, 2 or 3 is usually a good number.

Apply Click Apply to save your changes back to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.
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9.1 NAT Overview

NAT (Network Address Translation - NAT, RFC 1631) is the translation of the IP address of a host in a
packet. For example, the source address of an outgoing packet, used within one network is changed to a
different IP address known within another network. Use Network Address Translation (NAT) to make
computers on a private network behind the Zyxel Device available outside the private network. If the Zyxel
Device has only one public IP address, you can make the computers in the private network available by
using ports to forward packets to the appropriate private IP address.

Suppose you want to assign ports 21-25 to one FTP, Telnet and SMTP server (A in the example), port 80 to
another (B in the example) and assign a default server IP address of 192.168.1.35 to a third (C in the
example). You assign the LAN IP addresses and the ISP assigns the WAN IP address. The NAT network
appears as a single host on the Internet.

Figure 132 Multiple Servers Behind NAT Example

A=192.168.1.33
F— 192.168.1.1

l_ Internet

== —
B=192.168.1.34

— T
C=192.168.1.35 D=192.168.1.3%

9.1.1 What You Can Do in this Chapter

Use the NAT screens (see Section 9.2 on page 178) to view and manage the list of NAT rules and see their
configuration details. You can also create new NAT rules and edit or delete existing ones.

9.1.2 What You Need to Know

NAT is also known as virtual server, port forwarding, or port translation.
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Well-known Ports

Port numbers range from 0 to 65535, but only port numbers O to 1023 are reserved for privileged services
and designated as well-known ports. The following list specifies the ports used by the server process as
its contact ports. See Section 18.2 on page 302 (Object > Service) for more information about service
objects.

o Well-known ports range from 0 to 1023.
o Registered ports range from 1024 to 49151.

o Dynamic ports (also called private ports) range from 49152 to 65535.
Table 82 Well-known Ports

PORT | TCP/UDP | DESCRIPTION

1 TCP TCP Port Service Multiplexer (TCPMUX)
20 TCP FTP - Data

21 TCP FTP - Control

22 TCP SSH Remote Login Protocol

23 TCP Telnet

25 TCP Simple Mail Transfer Protocol (SMTP)
42 UDP Host Name Server (Nameserv)

43 TCP Whols

53 TCP/UDP Domain Name System (DNS)

67 UDP BOOTP/DHCP server

68 UbP BOOTP/DHCP client

69 ubP Trivial File Transfer Protocol (TFTP)
79 TCP Finger

80 TCP HTTP

110 TCP POP3

119 TCP Newsgroup (NNTP)

123 UDP Network Time Protocol (NTP)

135 TCP/UDP RPC Locator service
137 TCP/UDP NetBIOS Name Service

138 UDP NetBIOS Datagram Service

139 TCP NetBIOS Datagram Service

143 TCP Interim Mail Access Protocol (IMAP)
161 UbP SNMP

179 TCP Border Gateway Protocol (BGP)

389 TCP/UDP | Lightweight Directory Access Protocol (LDAP)
443 TCP HTTPS

445 TCP Microsoft - DS

636 TCP LDAP over TLS/SSL (LDAPS)

953 TCP BIND DNS

990 TCP FTP over TLS/SSL (FTPS)

995 TCP POP3 over TLS/SSL (POP3S)
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NAT Loopback

Suppose an NAT 1:1 rule maps a public IP address to the private IP address of a LAN SMTP email server to
give WAN users access. NAT loopback allows other users to also use the rule's original IP to access the
mail server.

For example, a LAN user’s computer at IP address 192.168.1.89 queries a public DNS server to resolve the
SMTP server's domain name (xxx.LAN-SMTP.com in this example) and gets the SMTP server's mapped
public IP address of 1.1.1.1.

Figure 133 LAN Computer Queries a Public DNS Server
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The LAN user's computer then sends traffic to IP address 1.1.1.1. NAT loopback uses the IP address of the
Zyxel Device's LAN interface (192.168.1.1) as the source address of the traffic going from the LAN users to
the LAN SMTP server.

Figure 134 LAN to LAN Traffic
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The LAN SMTP server replies to the Zyxel Device's LAN IP address and the Zyxel Device changes the
source address to 1.1.1.1 before sending it to the LAN user. The return traffic's source matches the original
destination address (1.1.1.1). If the SMTP server replied directly to the LAN user without the traffic going
through NAT, the source would not match the original destination address which would cause the LAN
user's computer to shut down the session.

Figure 135 LAN to LAN Return Traffic
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9.2 The NAT Screen

The NAT summary screen provides a summary of all NAT rules and their configuration. In addition, this
screen allows you to create new NAT rules and edit and delete existing NAT rules. To access this screen,
login to the Web Configurator and click Network > NAT. The following screen appears, providing a
summary of the existing NAT rules.

Figure 136 Network > NAT

(‘:-:) Network w > NAT w

Configuration
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The following table describes the labels in this screen.

Table 83 Network > NAT

LABEL DESCRIPTION

Add Click this to create a new entry.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the
entry’s settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to
remove it before doing so.

Activate To turn on an entry, select it and click Activate.

Inactivate To turn off an entry, select it and click Inactivate.

Move To change a rule's position in the numbered list, select the rule and click Move to display a
field to type a number for where you want to put that rule and press [ENTER] to move the rule
to the number that you typed.

The ordering of your rules is important as they are applied in order of their numbering.

Status This icon is lit when the entry is active and dimmed when the entry is inactive.

Priority This field displays the priority for the entry. The smaller the number, the higher the priority.

Name This field displays the name of the entry.

Mapping Type

This field displays what kind of NAT this entry performs: Virtual Server, 1:1 NAT, or Many 1:1
NAT.

Interface This field displays the interface on which packets for the NAT entry are received.

Source IP This field displays the source IP address (or address object) of traffic that matches this NAT
entry. It displays any if there is no restriction on the source IP address.

External IP This field displays the original destination IP address (or address object) of traffic that
matches this NAT entry. It displays any if there is no restriction on the original destination IP
address.

Internal IP This field displays the new destination IP address for the packet.

Protocol This field displays the service used by the packets for this NAT entry. It displays any if there

is no restriction on the services.

External Port

This field displays the original destination port(s) of packets for the NAT entry. This field is
blank if there is no restriction on the original destination port.

Internal Port

This field displays the new destination port(s) for the packet. This field is blank if there is no
restriction on the original destination port.

Apply

Click Apply to save your changes to the Zyxel Device.

Cancel

Click Cancel to return the screen to its last-saved settings.

9.2.1 The NAT Add/Edit Screen

The NAT Add/Edit screen lets you create new NAT rules and edit existing ones. To open this window,
open the NAT summary screen. (See Section 9.2 on page 178.) Then, click on an Add icon or Edit icon to
open the following screen.
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The following table describes the labels in this screen.

Table 84 Network > NAT > Add

LABEL DESCRIPTION
Enable Rule Use this option to turn the NAT rule on or off.
Rule Name Type in the name of the NAT rule. The name is used to refer to the NAT rule. You may use 1-

31 alphanumeric characters, underscores (_), or dashes (-), but the first character cannot be
a number. This value is case-sensitive.

Classification

Select what kind of NAT this rule is to perform.

Virtual Server - This makes computers on a private network behind the Zyxel Device
available to a public network outside the Zyxel Device (like the Internet).

1:1 NAT - If the private network server will initiate sessions to the outside clients, select this
to have the Zyxel Device translate the source IP address of the server's outgoing traffic to
the same public IP address that the outside clients use to access the server.

Many 1:1 NAT - If you have a range of private network servers that will initiate sessions to
the outside clients and a range of public IP addresses, select this to have the Zyxel Device
translate the source IP address of each server's outgoing traffic to the same one of the
public IP addresses that the outside clients use to access the server. The private and public
ranges must have the same number of IP addresses.

One many 1:1 NAT rule works like multiple 1:1 NAT rules, but it eases configuration effort
since you only create one rule.

Incoming Interface

Select the interface on which packets for the NAT rule must be received. It can be an
Ethernet, VLAN or bridge interface.
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Table 84 Network > NAT > Add (continued)

LABEL

DESCRIPTION

Source IP

Specify the source IP address of the packets received by this NAT rule's specified incoming
interface.

any - Select this to use all of the incoming interface’s IP addresses including dynamic
addresses or those of any virtual interfaces built upon the selected incoming interface.

User Defined - Select this to manually enter an IP address in the User Defined field. For
example, you could enter a static IP address.

Host address - select a address object to use the IP address it specifies.

External IP

Specify the destination IP address of the packets received by this NAT rule's specified
incoming interface. The specified IP address will be translated to the Internal IP address.

any - Select this to use all of the incoming interface’s IP addresses including dynamic
addresses or those of any virtual interfaces built upon the selected incoming interface.

User Defined - Select this to manually enter an IP address in the User Defined field. For
example, you could enter a static public IP assigned by the ISP without having to create a
virtual interface for it.

Host address - select a host address object to use the IP address it specifies. The list also
includes address objects based on interface IPs. So for example you could select an address
object based on a WAN interface even if it has a dynamic IP address.

Internal IP

Select to which translated destination IP address this NAT rule forwards packets.

User Defined - this NAT rule supports a specific IP address, specified in the User Defined
field.

Host address - the drop-down box lists all the HOST address objects in the Zyxel Device. If
you select one of them, this NAT rule supports the IP address specified by the address
object.

External IP Subnet/
Range

This field displays for Many 1:1 NAT. Select the destination IP address subnet or IP address
range that this NAT rule supports. The original and mapped IP address subnets or ranges
must have the same number of IP addresses.

Internal IP Subnet/
Range

This field displays for Many 1:1 NAT. Select to which translated destination IP address
subnet or IP address range this NAT rule forwards packets. The original and mapped IP
address subnets or ranges must have the same number of IP addresses.

Port Mapping Type

Use the drop-down list box to select how many original destination ports this NAT rule
supports for the selected destination IP address (Original IP). Choices are:

any - this NAT rule supports all the destination ports.
Port - this NAT rule supports one destination port.

Ports - this NAT rule supports a range of destination ports. You might use a range of
destination ports for unknown services or when one server supports more than one service.

Service - this NAT rule supports a service such as FTP (see Object > Service > Service)

service-group - this NAT rule supports a group of services such as all service objects
related to DNS (see Object > Service > Service Group)

Protocol Type

This field is available if Mapping Type is Port or Ports. Select the protocol (TCP, UDP, or
Any) used by the service requesting the connection.

External Port

This field is available if Mapping Type is Port. Enter the external destination port this NAT
rule supports.

Internal Port

This field is available if Mapping Type is Port. Enter the translated destination port if this
NAT rule forwards the packet.

External Start Port

This field is available if Mapping Type is Ports. Enter the beginning of the range of original
destination ports this NAT rule supports.
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Table 84 Network > NAT > Add (continued)

LABEL

DESCRIPTION

External End Port

This field is available if Mapping Type is Ports. Enter the end of the range of original
destination ports this NAT rule supports.

Internal Start Port

This field is available if Mapping Type is Ports. Enter the beginning of the range of translated
destination ports if this NAT rule forwards the packet.

Internal End Port

This field is available if Mapping Type is Ports. Enter the end of the range of translated
destination ports if this NAT rule forwards the packet. The original port range and the
mapped port range must be the same size.

Enable NAT Loopback

Enable NAT loopback to allow users connected to any interface (instead of just the specified
Incoming Interface) to use the NAT rule's specified External IP address to access the
Internal IP device. For users connected to the same interface as the Internal IP device, the
Zyxel Device uses that interface’s IP address as the source address for the traffic it sends
from the users to the Internal IP device.

For example, if you configure a NAT rule to forward traffic from the WAN to a LAN server,
enabling NAT loopback allows users connected to other interfaces to also access the server.
For LAN users, the Zyxel Device uses the LAN interface’s IP address as the source address
for the traffic it sends to the LAN server. See NAT Loopback on page 177 for more details.

If you do not enable NAT loopback, this NAT rule only applies to packets received on the
rule's specified incoming interface. NAT loopback cannot be enabled when the External IP is
set to any.

Security Policy

By default the security policy blocks incoming connections from external addresses. After
you configure your NAT rule settings, click the Security Policy link to configure a security
policy to allow the NAT rule’s traffic to come in.

The Zyxel Device checks NAT rules before it applies To-Zyxel Device security policies, so
To-Zyxel Device security policies, do not apply to traffic that is forwarded by NAT rules. The
Zyxel Device still checks other security policies, according to the source IP address and
mapped IP address.

Apply

Click Apply to save your changes to the Zyxel Device.

Cancel

Click Cancel to return the screen to its last-saved settings.

Note: If you set the User-Defined External IP to the IP address of the web configurator and set
the External Port to 80 or 443, this rule will conflict with the Zyxel Device's default HTTP

server port.

A warning message will pop out when you click OK. If you click No in the warning
message, the rule will apply to the Zyxel Device. You will not be able to access the web
configurator through this interface.
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Management)

10.1 Overview

Bandwidth management provides a convenient way to manage the use of various services on the network.
It manages general protocols (for example, HTTP and FTP) and applies traffic prioritization to enhance the
performance of delay-sensitive applications like voice and video.

10.1.1 What You Can Do in this Chapter

Use the BWM screens (see Section 10.2 on page 185) to control bandwidth for services passing through
the Zyxel Device, and to identify the conditions that define the bandwidth control.

10.1.2 What You Need to Know

When you allow a service, you can restrict the bandwidth it uses. It controls TCP and UDP traffic. Use
policy routes to manage other types of traffic (like ICMP).

Note: Bandwidth management in policy routes has priority over TCP and UDP traffic policies.

If you want to use a service, make sure both the security policy allow the service's packets to go through
the Zyxel Device.

Note: The Zyxel Device checks security policies before it checks bandwidth management rules
for traffic going through the Zyxel Device.

Bandwidth management examines every TCP and UDP connection passing through the Zyxel Device.
Then, you can specify, by port, whether or not the Zyxel Device continues to route the connection.

Connection and Packet Directions

Bandwidth management looks at the connection direction, that is, from which interface the connection
was initiated and to which interface the connection is going.

A connection has upload and download packet flows. The Zyxel Device controls the bandwidth of traffic of
each flow as it is going out through an interface or IPSec VPN tunnel.

» The upload traffic flows from the connection initiator to the connection responder.

» The download traffic flows from the connection responder to the connection initiator.

For example, a LAN1to WAN connection is initiated from LAN1 and goes to the WAN.
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» Upload traffic goes from a LAN1 device to a WAN device. Bandwidth management is applied before
sending the packets out a WAN interface on the Zyxel Device.

« Download traffic comes back from the WAN device to the LAN1 device. Bandwidth management is
applied before sending the traffic out a LAN1 interface.

Figure 138 LAN1to WAN Connection and Packet Directions
LAN 1 | Connection

Upload and Download Bandwidth Limits

You can limit an application’s upload or download bandwidth. This limit keeps the traffic from using up too
much of the upload interface's bandwidth. This way you can make sure there is bandwidth for other
applications. When you apply a bandwidth limit to upload or download traffic, each member of the upload
zone can send up to the limit. Take a LAN1to WAN policy for example.

e Upload traffic is limited to 200 kbps. The connection initiator is on the LAN1 so upload means the traffic
traveling from the LAN1 to the WAN. Each of the WAN zone's two interfaces can send the limit of 200
kbps of traffic.

« Download traffic is limited to 500 kbps. The connection initiator is on the LAN1 so download means the
traffic traveling from the WAN to the LANT1.

Figure 139 LAN1to WAN, Upload 200 kbps, Download 500 kbps
[l P2 P3 P4 P5

Upload Download
200 kbps 500 kbps

Bandwidth Management Priority

» The Zyxel Device gives bandwidth to higher-priority traffic first, until it reaches its configured
bandwidth rate.

e Then lower-priority traffic gets bandwidth.

» The Zyxel Device uses a priority queueing scheduler to divide bandwidth among traffic flows with the
same priority.

e The Zyxel Device automatically treats traffic with bandwidth management disabled as priority 7 (the
lowest priority).
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Configured Rate Effect

In the following table the configured rates total less than the available bandwidth and maximize bandwidth
usage is disabled, both servers get their configured rate.

Table 85 Configured Rate Effect
POLICY CONFIGURED RATE MAX. BANDWIDTH USAGE PRIORITY ACTUAL RATE

A 300 kbps No 1 300 kbps
B 200 kbps No 1 200 kbps

Priority and Over Allotment of Bandwidth Effect

Server A has a configured rate that equals the total amount of available bandwidth and a higher priority.
You should regard extreme over allotment of traffic with different priorities (as shown here) as a
configuration error. Even though the Zyxel Device still attempts to let all traffic get through and not be lost,
regardless of its priority, server B gets almost no bandwidth with this configuration.

Table 86 Priority and Over Allotment of Bandwidth Effect
POLICY CONFIGURED RATE MAX. BANDWIDTH USAGE | PRIORITY ACTUAL RATE

A 1000 kbps Yes 1 999 kbps
B 1000 kbps Yes 2 1kbps

Limit the Bandwidth for a Specific VLAN

If you want to limit the bandwidth for a specific VLAN, set the VLAN as the incoming interface and VPN as
the outgoing interface. Then, set the bandwidth limit for this BWM rule.

10.2 The Bandwidth Management Configuration

The Bandwidth management screens control the bandwidth allocation for TCP and UDP traffic. You can
use incoming interface, outgoing interface, user, source, destination information, application, and service
type as criteria to create a sequence of specific conditions, similar to the sequence of rules used by
firewalls, to specify how the Zyxel Device allocates bandwidth for the matching packets.

Click Network > BWM to open the following screen. This screen allows you to enable/disable bandwidth
management and add, edit, and remove user-defined bandwidth management policies.

The default bandwidth management policy is the one with the priority of “default”. It is the last policy the
Zyxel Device checks if traffic does not match any other bandwidth management policies you have
configured. You cannot remove, activate, deactivate or move the default bandwidth management policy.
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Figure 140 Network > Bandwidth Management
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Some changes were made

What do you want fo do then?

Cancel

The following table describes the labels in this screen. See Section 10.2.1 on page 187 for more information

as well.

Table 87 Network > Bandwidth Management

LABEL DESCRIPTION

Enable Click to slide the switch to the right to activate bandwidth management on the Zyxel
Device.

Add Click this to create a new entry. Select an entry and click Add to create a new entry after
the selected entry.

Edit Select an entry and click this to be able to modify it.

Remove Select an entry and click this to delete it.

Activate To turn on an entry, select it and click Activate.

Inactivate To turn off an entry, select it and click Inactivate.

Move to To change an entry’s position in the numbered list, select it and click Move to display a
field to type a number for where you want to put that entry and press [ENTER] to move the
entry to the number that you typed.

Status The activate (light bulb) icon is lit when the entry is active and dimmed when the entry is

inactive. The status icon is not available for the default bandwidth management policy.

Pri (Priority)

This field displays a sequential value for each bandwidth management policy and it is not
associated with a specific setting.

This field displays default for the default bandwidth management policy.

Name This is the name of the BWM rule.
Description This field displays additional information about this policy.
User This is the type of user account to which the policy applies. If any displays, the policy

applies to all user accounts.

Incoming Interface

This is the source interface of the traffic to which this policy applies.

Outgoing Interface

This is the destination interface of the traffic to which this policy applies.

Source This is the source address or address group, including geographic address and FQDN
(group) objects, for whom this policy applies. If any displays, the policy is effective for
every source.

Destination This is the destination address or address group, including geographic address and FQDN

(group) objects, for whom this policy applies. If any displays, the policy is effective for
every destination.
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Table 87 Network > Bandwidth Management (continued)

LABEL DESCRIPTION

Service App and the service name displays if you selected Application Object for the service type.
An Application Object is a pre-defined service.
Obj and the service name displays if you selected Service Object for the service type. A
Service Object is a customized pre-defined service or another service. Mouse over the
service object name to view the corresponding IP protocol number.

BWM Download/ This field shows the amount of bandwidth the traffic can use.

Upload/Pri

P Download - This is how much inbound bandwidth, in megabits per second, this policy

allows the matching traffic to use. Inbound refers to the traffic the Zyxel Device sends to a
connection’s initiator. If O displays here, it means the download traffic has reached the
maximum capacity the Zyxel Device can transmit.
Upload - This is how much outbound bandwidth, in megabits per second, this policy allows
the matching traffic to use. Outbound refers to the traffic the Zyxel Device sends out from
a connection’s initiator. If O displays here, it means the upload traffic has reached the
maximum capacity the Zyxel Device can transmit.
Pri - This is the priority for the inbound or outbound traffic that matches this policy. The
smaller the number, the higher the priority. Traffic with a higher priority is given bandwidth
before traffic with a lower priority.

Apply Click Apply to save your changes back to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.

10.2.1 The Bandwidth Management Add/Edit Screen

The Network > BWM > Add/Edit screen allows you to create a new condition or edit an existing one.

To access this screen, go to the Network > BWM screen (see Section 10.2 on page 185), and click either
the Add icon or an Edit icon.

The first BWM policy is the default and can only be edited.

Figure 141 Network > BWM > Edit (For the Default Policy)
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Figure 142 Network > BWM > Add/Edit
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The following table describes the labels in this screen.

Table 88 Network > BWM > Add/Edit

LABEL

DESCRIPTION

Configuration

Enable Select this check box to turn on this policy.

Name Enter a name to identify the BWM rule. You may use 1-31 alphanumeric characters,
underscores (_), or dashes (-), but the first character cannot be a number. This value is
case-sensitive.

Description Enter a description of this policy. It is not used elsewhere. You can use alphanumeric and
()+/:+?!*#@$_%- characters, and it can be up to 60 characters long.

BWM Type The Shared BWM type is selected by default in a bandwidth management rule. All matched

traffic shares the bandwidth configured in the rule.

If the BWM type is set to Per user in a rule, each user that matches the rule can use up to the
configured bandwidth by his/her own. If you select this, the User field below cannot be any.

Select the Per-Source-IP type when you want to set the maximum bandwidth for traffic from
an individual source IP address object. Only address objects with fewer than 1,024 IP
addresses are available from the Source filed below. If you select this, the Source field
below cannot be any.
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Table 88 Network > BWM > Add/Edit (continued)

LABEL

DESCRIPTION

Criteria

Use this section to configure the conditions of traffic to which this policy applies.

Incoming Interface

Select the source interface of the traffic to which this policy applies.

Outgoing Interface

Select the destination interface of the traffic to which this policy applies.

Source Select a source address or address group, including geographic address and FQDN (group)
objects, for whom this policy applies. Use Create new Object if you need to configure a new
one. Select any if the policy is effective for every source.

Destination Select a destination address or address group, including geographic address and FQDN

(group) objects, for whom this policy applies. Use Create new Object if you need to
configure a new one. Select any if the policy is effective for every destination.

Service Type

Select Service Object or Application Group if you want a specific service (defined in a
service object) or application patrol service to which the policy applies.

Service Object

This field is available if you selected Service Object as the service type.

Select a service or service group to identify the type of traffic to which this policy applies.
any means all services.

Application Group

This field is available if you selected Application Group as the service type.
Select an application to identify the specific traffic to which this policy applies.
If you select BitTorrent, it includes the services listed below at the time of writing:

« BitTorrent

« BitTorrent_FileTransfer
« BitTorrent_Application
e BitTorrent_Bundle

User Select a user name or user group to which to apply the policy. Use Create new Object if you
need to configure a new user account. Select any to apply the policy for every user.
Schedule If you already created a One Time or Recurring schedule in Object > Schedule, then select

a schedule that defines when the policy applies. Alternatively, select Create Object to
configure a new schedule. Otherwise, select none to make the policy always effective.

Traffic Shaping

Configure these fields to set the amount of bandwidth the matching traffic can use.

Download Limit
(Mbps)

Type how much inbound bandwidth, in megabits per second, this policy allows the traffic to
use. Inbound refers to the traffic the Zyxel Device sends to a connection’s initiator.

Select Unlimited to apply bandwidth management for the matching traffic which is the
maximum amount your Zyxel Device can transmit.

Select Limited to apply bandwidth management for matching traffic, and enter a number
from 1to 10,000 Mbps.

Note: Traffic matching a Limited policy may “borrow” all unused bandwidth on the
inbound interface.

If the sum of the bandwidths for routes using the same next hop is higher than the actual
transmission speed, lower priority traffic may not be sent if higher priority traffic uses all of
the actual bandwidth.
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Table 88 Network > BWM > Add/Edit (continued)

LABEL DESCRIPTION
Upload Limit Type how much outbound bandwidth, in megabits per second, this policy allows the traffic
(Mbps) to use. Outbound refers to the traffic the Zyxel Device sends out from a connection’s
initiator.

Select Unlimited to apply bandwidth management for the matching traffic which is the
maximum amount your Zyxel Device can transmit.

Select Limited to apply bandwidth management for matching traffic, and enter a number
from 1to 10,000 Mbps.

Note: Traffic matching a Limited policy may “borrow” all unused bandwidth on the
upload interface.

If the sum of the bandwidths for routes using the same next hop is higher than the actual
transmission speed, lower priority traffic may not be sent if higher priority traffic uses all of
the actual bandwidth.

Priority Choose a number between 0 and 7 to set the priority for traffic that matches this policy. The
smaller the number, the higher the priority. O is for real-time traffic such as video, and 7 is
for lowest priority traffic such as background traffic.

Traffic with a higher priority is given bandwidth before traffic with a lower priority. When
traffic with higher priority has reached the full bandwidth, the traffic with lower priority can
use the remaining bandwidth.

The Zyxel Device uses priority queueing scheduler to divide bandwidth between traffic
flows with the same priority.

The number in this field is ignored if the download and upload limits are both set to

Unlimited.

Related Setting

Log Select whether to have the Zyxel Device generate a log (log), log and alert (log alert) or
neither (no) when any traffic matches this policy.

Apply Click Apply to save your changes back to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.

10.2.2 Adding Objects for the BWM Policy

Objects are parameters to which the Policy rules are built upon. You can add/edit User and Address
objects for the BWM policy. Click Network > BWM > Add > Create New Object > Add User to see the
following screen.
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10.2.2.1 User Objects

Figure 143 Network > BWM > Create New Object > Add User

Add Uzer

User Mame

X

Cancel

The following table describes the fields in the above screen.

Table 89 Network > BWM > Create New Object > Add User

LABEL

DESCRIPTION

User Name

Type a user or user group object name of the rule.

User Type

Select a user type from the drop down menu. The user types are Admin, Limited admin,
User, Guest, Ext-user, Ext-group-user.

Password

Type a password for the user object. The password can consist of alphanumeric characters,
the underscore, and some punctuation marks (+-/*=:; .! @$&%#~ '\ () ), and it can be up to
eight characters long.

Retype

Retype the password to confirm.

Description

Enter a description of this policy. It is not used elsewhere. You can use alphanumeric and
()+/:+?!*#@$_%- characters, and it can be up to 60 characters long.

Save

Click Save to save the setting.

Cancel

Click Cancel to return the screen to its last-saved settings.
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10.2.2.2 User Group Objects
Figure 144 Network > BWM > Create New Object > Add User Group
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X
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}- Add Object

Cancel

The following table describes the fields in the above screen.

Table 90 Network > BWM > Create New Object > Add User Group

LABEL DESCRIPTION

Name Type a user group name of the object.

Description Enter a description of this policy. It is not used elsewhere. You can use alphanumeric and
()+/:+?!*#@$_%- characters, and it can be up to 60 characters long.

Member List Select the users or user groups that will be in this user group.

Save Click Save to save the setting.

Cancel Click Cancel to return the screen to its last-saved settings.

10.2.2.3 Address Objects
Figure 145 Network > BWM > Create New Object > Add Address

Add Address

X

Cancel
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The following table describes the fields in the above screen.

Table 91 Network > BWM > Create New Object > Add Address
LABEL DESCRIPTION
Name Enter a name for the Address object of the rule.
Address Type Select an Address Type from the drop down menu on the right. The Address Types are
Host, Range, Subnet, Interface IP, Interface Subnet, and Interface Gateway.
IP Address Enter an IP address for the Address object.
Save Click Save to save the setting.
Cancel Click Cancel to return the screen to its last-saved settings.

10.2.2.4 Address Group Objects

Figure 146 Network > BWM > Create New Object > Add Address Group

Add Address Group Rule

Cancel

- Add Object

The following table describes the fields in the above screen.

Table 92 Network > BWM > Create New Object > Add Address Group

LABEL DESCRIPTION

Name Type an address group name of the object.

Description Enter a description of this object. It is not used elsewhere. You can use alphanumeric and
()+/:+?!*#@$_%- characters, and it can be up to 60 characters long.

Member List Select the address objects that will be in this user group.

Save Click Save to save the setting.

Cancel Click Cancel to return the screen to its last-saved settings.
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10.3 Example: Prioritize a Specific Application

You are a client on the Zyxel Device LAN. You use Teams to communicate with your colleagues and have
video meetings often at work. You want to create a bandwidth management rule to prioritize traffic for
Teams so that you can always use Teams without any delay.

This example uses the parameters given below.

Table 93 BWM Example

DESCRIPTION | SERVICE TYPE 8'583&?# GUARANTEED BANDWIDTH
Teams Application Group | Teams Download 20 mbps/ Priority: 1

Upload: 20 mbps/ Priority: 1

1 Goto Network > BWM . Click Add to create a bandwidth management rule using the parameters given in
Table 93 on page 194.

2 Select Teams under Application Group.

3 Click Apply to save your changes.

Configuration
Enable e
face ge3 [LAM) -
face gel [WAN) v
4
Destination any &
Service Type O Senvice Cbject ® Application Group
Application Group Teams @ -
User any &
Traffic Shaping
Download Limit QO Unlimited
@ Limit 20 Mbps
Upload Limit O Unlimited
@ Limit 20 Mbps
Pricrity Medium(4) v
Related sefting
Log og v
Some changes were made
What do you want to do then?
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4 The traffic for Teams is now at the highest priority to use the Zyxel Device bandwidth.
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ALG

111 ALG Overview

Application Layer Gateway (ALG) allows File Transfer Protocol (FTP) to operate properly through the Zyxel
Device's NAT.

The ALG feature is only needed for traffic that goes through the Zyxel Device's NAT.

11.1.1 What You Need to Know

Application Layer Gateway (ALG), NAT and Security Policy

The Zyxel Device can function as an Application Layer Gateway (ALG) to allow certain NAT unfriendly
applications (such as FTP) to operate properly through the Zyxel Device's NAT and security policy. The
Zyxel Device dynamically creates an implicit NAT session and security policy session for the application’s
traffic from the WAN to the LAN. The ALG on the Zyxel Device supports all of the Zyxel Device's NAT

mapping types.

ALG

Some applications cannot operate through NAT (are NAT unfriendly) because they embed IP addresses
and port numbers in their packets' data payload. The Zyxel Device examines and uses IP address and port
number information embedded in the FTP traffic's data stream. When a device behind the Zyxel Device
uses an application for which the Zyxel Device has FTP pass through enabled, the Zyxel Device translates
the device's private IP address inside the data stream to a public IP address. It also records session port
numbers and allows the related sessions to go through the security policy so the application’s traffic can
come in from the WAN to the LAN.

ALG and Trunks

If you send your ALG-managed traffic through an interface trunk and all of the interfaces are set to active,
you can configure routing policies to specify which interface the ALG-managed traffic uses.

You could also have a trunk with one interface set to active and a second interface set to passive. The
Zyxel Device does not automatically change ALG-managed connections to the second (passive) interface
when the active interface's connection goes down. When the active interface’s connection fails, the client
needs to re-initialize the connection through the second interface (that was set to passive) in order to have
the connection go through the second interface.
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FTP ALG

File Transfer Protocol (FTP) is an Internet file transfer service that operates on the Internet and over TCP/
IP networks. A system running the FTP server accepts commands from a system running an FTP client.
The service allows users to send commands to the server for uploading and downloading files.

The FTP ALG allows TCP packets with a specified port destination to pass through. If the FTP server is
located on the LAN, you must also configure NAT (port forwarding) and security policies if you want to
allow access to the server from the WAN.

SIP Pinhole

e SIP phones can be in any zone (including LAN, DMZ, WAN), and the SIP server and SIP clients can be in
the same network or different networks. The SIP server cannot be on the LAN. It must be on the WAN or
the DMZ.

o There should be only one SIP server (total) on the Zyxel Device's private networks. Any other SIP
servers must be on the WAN. So for example you could have a Back-to-Back User Agent such as the
IPPBX x6004 or an asterisk PBX on the DMZ or on the LAN but not on both.

e The SIP Pinhole supports peer-to-peer SIP calls. The security policy (by default) allows peer to peer
calls from the LAN zone to go to the WAN zone and blocks peer to peer calls from the WAN zone to the
LAN zone.

e The SIP Pinhole allows UDP packets with a specified port destination to pass through.
e The Zyxel Device allows SIP audio connections.

» Configuring the SIP Pinhole to use custom port numbers for SIP traffic also configures the application
patrol (see Chapter 19 on page 319) to use the same port numbers for SIP traffic. Likewise, configuring
the application patrol to use custom port numbers for SIP traffic also configures SIP Pinhole to use the
same port numbers for SIP traffic.

11.1.2 Before You Begin

You must also configure the security policy and enable NAT in the Zyxel Device to allow sessions initiated
from the WAN.

11.2 The ALG Screen

Click Network > ALG to open the ALG screen. Use this screen to:

e Turn ALGs off or on.

« Configure the port numbers to which they apply.

Note: If the Zyxel Device provides an ALG for a service, you must enable the ALG in order to use
the application patrol on that service's traffic.
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Figure 147 Network > ALG
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The following table describes the labels in this screen.

Table 94 Network > ALG

LABEL DESCRIPTION

FTP ALG

Enable Turn on the FTP ALG to detect FTP (File Transfer Program) traffic and help build FTP
sessions through the Zyxel Device's NAT. Enabling the FTP ALG also allows you to use
the application patrol to detect FTP traffic.

Enable FTP Select this option to have the Zyxel Device modify IP addresses and port numbers

Transformations

embedded in the FTP data payload to match the Zyxel Device's NAT environment.

Clear this option if you have an FTP device or server that will modify IP addresses and
port numbers embedded in the FTP data payload to match the Zyxel Device's NAT
environment.

FTP Signaling Port

If you are using a custom TCP port number (not 21) for FTP traffic, enter it here.

SIP ALG

Enable

Turn on the SIP ALG to detect SIP traffic and help build SIP sessions through the Zyxel
Device's NAT. Enabling the SIP ALG also allows you to use the application patrol to detect
SIP traffic and manage the SIP traffic's bandwidth

SIP Signaling Port

If you are using a custom UDP port number (not 5060) for SIP traffic, enter it here. Use
the Add icon to add fields if you are also using SIP on additional UDP port numbers.

SIP Inactivity Timeout

Select this option to have the Zyxel Device apply SIP media and signaling inactivity time
out limits. These timeouts will take priority over the SIP session time out “Expires” value in
a SIP registration response packet.
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Table 94 Network > ALG (continued)

LABEL

DESCRIPTION

Media Inactivity Timeout

Use this field to set how many seconds (1-86400) the Zyxel Device will allow a SIP
session to remain idle (without voice traffic) before dropping it.

If no voice packets go through the SIP Pinhole before the timeout period expires, the
Zyxel Device deletes the audio session. You cannot hear anything and you will need to
make a new call to continue your conversation.

Signaling Inactivity
Timeout

Most SIP clients have an "expire” mechanism indicating the lifetime of signaling sessions.
The SIP user agent sends registration packets to the SIP server periodically and keeps
the session alive in the Zyxel Device.

If the SIP client does not have this mechanism and makes no calls during the Zyxel
Device SIP timeout, the Zyxel Device deletes the signaling session after the timeout
period. Enter the SIP signaling session timeout value (1-86400).

Restrict Peer to Peer
Media Connection

A media connection is the audio transfer in a SIP connection.

Enable this if you want media connections to only arrive from the IP address(es) you
registered with. Media connections from other IP addresses will be dropped.

You should disable this if have registered for cloud VolP services.

Restrict Peer to Peer
Signaling Connection

A signaling connection is used to set up the SIP connection.

Enable this if you want signaling connections to only arrive from the IP address(es) you
registered with. Signaling connections from other IP addresses will be dropped.
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Multicast

12.1 Multicast Overview

This chapter shows you how to configure various multicast features.

Traditionally, IP packets are transmitted in one of either two ways — Unicast (one sender to one recipient)
or Broadcast (one sender to everybody on the network). Multicast delivers IP packets to just a group of
hosts on the network.

IGMP (Internet Group Management Protocol) is a network-layer protocol used to establish membership in
a multicast group —it is not used to carry user data. Refer to RFC 1112, RFC 2236 and RFC 3376 for
information on IGMP versions 1, 2 and 3 respectively.

12.1.1 What You Need to Know

IGMP Proxy

Internet Group Management Protocol (IGMP) proxy is used for multicast routing. IGMP proxy enables the
Zyxel Device to issue IGMP host messages on behalf of hosts that the Zyxel Device discovered on its
IGMP-enabled interfaces. The Zyxel Device acts as a proxy for its hosts. Refer to the following figure.

» DS: Downstream traffic
e US: Upstream traffic

e R:Router

o MS: Multicast Server

e Enable IGMP Upstream (US) on the Zyxel Device interface that connects to a router (R) running IGMP
that is closer to the multicast server (MS).

o Enable IGMP Downstream on the Zyxel Device interface which connects to the multicast hosts.
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Figure 148 IGMP Proxy
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Click Network > Multicast to open the Multicast screen. Use this screen to:
e Turn IGMP Proxy off or on
o Configure multicast traffic
o View multicast traffic status
Figure 149 Network > Multicast
@ Network = > Multicast ~
IGMP Proxy
Enable (o ]

O Allow all Multicast Addresses @
Multicast Address Reception
@® Allow the Following Multicast Addresses @
Vi
Upstream Interface [ - ]
Downstream Interface [ - ]
Multicast Status
Q H m
Group * SourceIP = Upstream Interface = Downstream Interface +
Some changes were made
What do you want to do then?

The following table describes the labels in this screen.

Table 95 Network > Multicast

LABEL DESCRIPTION
IGMP Proxy
Enable Turn on the IGMP Proxy to enable the Zyxel Device to route multicast traffic.
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Table 95 Network > Multicast (continued)

LABEL DESCRIPTION
Multicast Address Allow all Multicast Addresses: Select this to have the Zyxel Device send all multicast
Reception traffic to all the IGMP hosts.

Note: If too much multicast traffic congests your network, you may choose the
following option.

Allow the Following Multicast Addresses: Select this to have the Zyxel Device send
multicast traffic only to the selected IGMP hosts. Click the edit icon to select existing IP
address objects or create new ones.

Upstream Interface

Select the interface that connects to a router (host) running IGMP and closer to the
multicast server.

Note: You can assign Ethernet, VLAN, Bridge, or LAG interfaces as IGMP Proxy
upstream interfaces.

Downstream Interface

Select the interface that connects to the multicast hosts.

Note: You can assign Ethernet, VLAN, Bridge, or LAG interfaces as IGMP Proxy
downstream interfaces.

Multicast Status

This shows information about which multicast groups are currently active and how the
multicast traffic pass through the Zyxel Device.

Group This shows the multicast group IP address the multicast traffic belongs to. The multicast
traffic in this group is forwarded to the downstream interfaces.
Source IP This shows the IP address of the multicast server.

Upstream Interface

This shows the interfaces on which the Zyxel Device receives multicast traffic.

Downstream This shows the interfaces to which the Zyxel Device forwards multicast traffic.
Interface

Apply Click Apply to save your changes back to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.
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IPSec VPN

13.1 Virtual Private Networks (VPN) Overview

A virtual private network (VPN) provides secure communications between sites without the expense of
leased site-to-site lines. A secure VPN is a combination of tunneling, encryption, authentication, access
control and auditing. It is used to transport traffic over the Internet or any insecure network that uses TCP/
IP for communication.

IPSec VPN

Internet Protocol Security (IPSec) VPN connects IPSec routers or remote users using IPSec client
software. This standards-based VPN offers flexible solutions for secure data communications across a
public network. IPSec is built around a number of standardized cryptographic techniques to provide
confidentiality, data integrity and authentication at the IP layer. The Zyxel Device can also combine
multiple IPSec VPN connections into one secure network. Here local Zyxel Device X uses an IPSec VPN
tunnel to remote (peer) Zyxel Device Y to connect the local (A) and remote (B) networks.

Figure 150 IPSec VPN Example

Internet f i
i ,
I

Internet Key Exchange (IKE): IKEv1and IKEv2

The Zyxel Device supports IKEv1 and IKEv2 for IPv4 traffic. IKE (Internet Key Exchange) is a protocol used
in setting up security associations that allows two parties to send data securely.

IKE uses certificates or pre-shared keys for authentication and a Diffie-Hellman key exchange to set up a
shared session secret from which encryption keys are derived. A security policy for each peer must be
manually created.

IPSec VPN consists of two phases: Phase 1and Phase 2. Phase 1's purpose is to establish a secure
authenticated communication channel by using the Diffie-Hellman key exchange algorithm to generate a
shared secret key to encrypt IKE communications. This negotiation results in one single bi-directional
ISAKMP Security Association (SA). The authentication can be performed using either pre-shared key
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(shared secret), signatures, or public key encryption. Phase 1 operates in either Main Mode or Aggressive
Mode. Main Mode protects the identity of the peers, but Aggressive Mode does not.

During Phase 2, the remote IPSec routers use the secure channel established in Phase 1to negotiate
Security Associations for IPSec. The negotiation results in a minimum of two unidirectional security
associations (one inbound and one outbound). Phase 2 uses Quick Mode (only). Quick mode occurs after
IKE has established the secure tunnel in Phase 1. It negotiates a shared IPSec policy, derives shared secret
keys used for the IPSec security algorithms, and establishes IPSec SAs. Quick mode is also used to
renegotiate a new IPSec SA when the IPSec SA lifetime expires.

Some differences between IKEv1 and IKEv2 include:

o |IKEv2 uses less bandwidth than IKEv1. IKEv2 uses one exchange procedure with 4 messages. IKEv1
uses two phases with Main Mode (9 messages) or Aggressive Mode (6 messages) in phase 1.

» IKEv2 supports Extended Authentication Protocol (EAP) authentication, and IKEv1 supports X-Auth. EAP
is important when connecting to existing enterprise authentication systems.

o |IKEv2 always uses NAT traversal and Dead Peer Detection (DPD), but they can be disabled in IKEv1
using Zyxel Device firmware (the default is on).

» Configuration payload (includes the IP address pool in the VPN setup data) is supported in IKEv2 (off by
default), but not in IKEV1.

» Narrowed is supported in IKEv2, but not in IKEv1. Narrowed has the SA apply only to IP addresses in
common between the Zyxel Device and the remote IPSec router.

o The IKEV2 protocol supports connectivity checks which is used to detect whether the tunnel is still up or
not. If the check fails (the tunnel is down), IKEv2 can re-establish the connection automatically. The
Zyxel Device uses firmware to perform connectivity checks when using IKEv1.

13.2 IPSec VPN Background Information

Here is some more detailed IPSec VPN background information.

13.2.1 IKE SA Overview

The IKE SA provides a secure connection between the Zyxel Device and remote IPSec router.
It takes several steps to establish an IKE SA. The negotiation mode determines how many. There are two

negotiation modes for IKEv1--main mode and aggressive mode. Main mode provides better security, while
aggressive mode is faster.

Note: Both routers must use the same negotiation mode.

These modes are discussed in more detail in Negotiation Mode. Main mode is used in various examples in
the rest of this section.

The Zyxel Device supports IKEv1 and IKEv2. See Section 13.1 on page 203 for more information.

IP Addresses of the Zyxel Device and Remote IPSec Router

To set up an IKE SA, you have to specify the IP addresses of the Zyxel Device and remote IPSec router.
You can usually enter a static IP address or a domain name for either or both IP addresses. Sometimes,
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your Zyxel Device might offer another alternative, such as using the IP address of a port or interface, as
well.

You can also specify the IP address of the remote IPSec router as 0.0.0.0. This means that the remote
IPSec router can have any IP address. In this case, only the remote IPSec router can initiate an IKE SA
because the Zyxel Device does not know the IP address of the remote IPSec router. This is often used for
telecommuters.

IKE SA Proposal

The IKE SA proposal is used to identify the encryption algorithm, authentication algorithm, and Diffie-
Hellman (DH) key group that the Zyxel Device and remote IPSec router use in the IKE SA. In main mode,
this is done in steps 1and 2, as illustrated next.

Figure 151 IKE SA: Main Negotiation Mode, Steps 1 - 2: IKE SA Proposal

One or more proposals, each one consisting of:
- encryption algorithm
- authentication algorithm
- Diffie-Hellman key group

1

e

F I — e ———

2 Y

The Zyxel Device sends one or more proposals to the remote IPSec router. (In some devices, you can only
set up one proposal.) Each proposal consists of an encryption algorithm, authentication algorithm, and DH
key group that the Zyxel Device wants to use in the IKE SA. The remote IPSec router selects an acceptable
proposal and sends the accepted proposal back to the Zyxel Device. If the remote IPSec router rejects all
of the proposals, the Zyxel Device and remote IPSec router cannot establish an IKE SA.

Note: Both routers must use the same encryption algorithm, authentication algorithm, and DH
key group.

In most Zyxel Devices, you can select one of the following encryption algorithms for each proposal. The
algorithms are listed in order from weakest to strongest.

« Data Encryption Standard (DES) is a widely used method of data encryption. It applies a 56-bit key to
each 64-bit block of data.

» Triple DES (3DES) is a variant of DES. It iterates three times with three separate keys, effectively tripling
the strength of DES.

e Advanced Encryption Standard (AES) is a newer method of data encryption that also uses a secret key.
AES applies a 128-bit key to 128-bit blocks of data. It is faster than 3DES.

Some Zyxel Devices also offer stronger forms of AES that apply 192-bit or 256-bit keys to 128-bit blocks
of data.

In most Zyxel Devices, you can select one of the following authentication algorithms for each proposal.
The algorithms are listed in order from weakest to strongest.
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» MD5 (Message Digest 5) produces a 128-bit digest to authenticate packet data.
» SHAT1 (Secure Hash Algorithm) produces a 160-bit digest to authenticate packet data.

SHA256 (Secure Hash Algorithm) produces a 256-bit digest to authenticate packet data.

SHAS512 (Secure Hash Algorithm) produces a 512-bit digest to authenticate packet data.

See Diffie-Hellman (DH) Key Exchange on page 206 for more information about DH key groups.

Diffie-Hellman (DH) Key Exchange

The Zyxel Device and the remote IPSec router use DH public-key cryptography to establish a shared
secret. The shared secret is then used to generate encryption keys for the IKE SA and IPSec SA. In main
mode, this is done in steps 3 and 4, as illustrated next.

Figure 152 IKE SA: Main Negotiation Mode, Steps 3 - 4: DH Key Exchange

Diffie-Hellman key exchange

I
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DH public-key cryptography is based on DH key groups. Each key group is a fixed number of bits long.
The longer the key, the more secure the encryption, but also the longer it takes to encrypt and decrypt
information. For example, DH2 keys (1024 bits) are more secure than DH1 keys (768 bits), but DH2 keys
take longer to encrypt and decrypt.

Authentication

Before the Zyxel Device and remote IPSec router establish an IKE SA, they have to verify each other's
identity. This process is based on pre-shared keys and router identities.

In main mode, the Zyxel Device and remote IPSec router authenticate each other in steps 5 and 6, as
illustrated below. The identities are also encrypted using the encryption algorithm and encryption key the
Zyxel Device and remote IPSec router selected in previous steps.

Figure 153 IKE SA: Main Negotiation Mode, Steps 5 - 6: Authentication (continued)

Step 5:

pre-shared key

Zyxel Device identity, consisting of

- ID type
Step 6:

pre-shared key

Remote IPSec router identity, consisting of

- ID type

You have to create (and distribute) a pre-shared key. The Zyxel Device and remote IPSec router use it in
the authentication process, though it is not actually transmitted or exchanged.
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Note: The Zyxel Device and the remote IPSec router must use the same pre-shared key.

Router identity consists of ID type. The ID type can be domain name, IP address, or email address. The
content is only used for identification. Any domain name or email address that you enter does not have to
actually exist. Similarly, any domain name or IP address that you enter does not have to correspond to the
Zyxel Device's or remote IPSec router's properties.

The Zyxel Device and the remote IPSec router have their own identities, so both of them must store two
sets of information, one for themselves and one for the other router. Local ID type refers to the content
that applies to the router itself, and remote ID type refers to the content that applies to the other router.

Note: The Zyxel Device's local and remote ID content must match the remote IPSec router’'s
remote and local ID content, respectively.

For example, in the next table, the Zyxel Device and the remote IPSec router authenticate each other
successfully. In contrast, in the following table, the Zyxel Device and the remote IPSec router cannot
authenticate each other and, therefore, cannot establish an IKE SA.

Table 96 VPN Example: Matching ID Type and Content

ZYXEL DEVICE REMOTE IPSEC ROUTER

Local ID type: tom@youroffice.com Local ID type: 1.1.1.2

Peer ID type: 11.1.2 Peer ID type: tom@youroffice.com
Table 97 VPN Example: Mismatching ID Type and Content

ZYXEL DEVICE REMOTE IPSEC ROUTER

Local ID type: tom@youroffice.com Local ID type: 11.1.2

Peer ID type: 11.1.20 Peer ID type: tom@youroffice.com

It is also possible to configure the Zyxel Device to ignore the identity of the remote IPSec router. In this
case, you usually leave the remote ID type field empty. This is less secure, so you should only use this if
your Zyxel Device provides another way to check the identity of the remote IPSec router (for example,
extended authentication) or if you are troubleshooting a VPN tunnel.

13.2.2 Additional Topics for IKE SA

This section provides more information about IKE SA.

Negotiation Mode

There are two negotiation modes for IKEv1--main mode and aggressive mode. Main mode provides better
security, while aggressive mode is faster.

Main mode takes six steps to establish an IKE SA.
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Steps 1- 2: The Zyxel Device sends its proposals to the remote IPSec router. The remote IPSec router
selects an acceptable proposal and sends it back to the Zyxel Device.

Steps 3 - 4: The Zyxel Device and the remote IPSec router exchange pre-shared keys for authentication
and participate in a Diffie-Hellman key exchange, based on the accepted DH key group, to establish a
shared secret.

Steps 5 - 6: Finally, the Zyxel Device and the remote IPSec router generate an encryption key (from the
shared secret), encrypt their identities, and exchange their encrypted identity information for
authentication.

In contrast, aggressive mode only takes three steps to establish an IKE SA. Aggressive mode does not
provide as much security because the identity of the Zyxel Device and the identity of the remote IPSec
router are not encrypted. It is usually used in remote-access situations, where the address of the initiator

is not known by the responder and both parties want to use pre-shared keys for authentication. For
example, the remote IPSec router may be a telecommuter who does not have a static IP address.

VPN, NAT, and NAT Traversal

In the following example, there is another router (A) between router X and router Y.

Figure 154 VPN/NAT Example

—Internet

X A Y

If router A does NAT, it might change the IP addresses, port numbers, or both. If router X and router Y try
to establish a VPN tunnel, the authentication fails because it depends on this information. The routers
cannot establish a VPN tunnel.

Most routers like router A now have an IPSec pass-thru feature. This feature helps router A recognize VPN
packets and route them appropriately. If router A has this feature, router X and router Y can establish a
VPN tunnel as long as the active protocol is ESP. (See Active Protocol on page 209 for more information
about active protocols.)

If router A does not have an IPSec pass-thru or if the active protocol is AH, you can solve this problem by
enabling NAT traversal. In NAT traversal, router X and router Y add an extra header to the IKE SA and
IPSec SA packets. If you configure router A to forward these packets unchanged, router X and router Y
can establish a VPN tunnel.

You have to do the following things to set up NAT traversal.

« Enable NAT traversal on the Zyxel Device and remote IPSec router.
o Configure the NAT router to forward packets with the extra header unchanged. (See the field
description for detailed information about the extra header.)

The extra header may be UDP port 500 or UDP port 4500, depending on the standard(s) the Zyxel Device
and remote IPSec router support.
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Certificates
It is possible for the Zyxel Device and remote IPSec router to authenticate each other with certificates. In
this case, you do not have to set up the pre-shared key, local identity, or remote identity because the

certificates provide this information instead.

« Instead of using the pre-shared key, the Zyxel Device and remote IPSec router check the signatures on
each other's certificates. Unlike pre-shared keys, the signatures do not have to match.

e The local and peer ID type and content come from the certificates.

Note: You must set up the certificates for the Zyxel Device and remote IPSec router first.

IPSec SA Overview

Once the Zyxel Device and remote IPSec router have established the IKE SA, they can securely negotiate
an IPSec SA through which to send data between computers on the networks.

Note: The IPSec SA stays connected even if the underlying IKE SA is not available anymore.

This section introduces the key components of an IPSec SA.

Local Network and Remote Network

In an IPSec SA, the local network, the one(s) connected to the Zyxel Device, may be called the local policy.
Similarly, the remote network, the one(s) connected to the remote IPSec router, may be called the remote

policy.

Active Protocol
The active protocol controls the format of each packet. It also specifies how much of each packet is

protected by the encryption and authentication algorithms. IPSec VPN includes two active protocols, AH
(Authentication Header, RFC 2402) and ESP (Encapsulating Security Payload, RFC 2406).

Note: The Zyxel Device and remote IPSec router must use the same active protocol.

Usually, you should select ESP. AH does not support encryption, and ESP is more suitable with NAT.

Encapsulation

There are two ways to encapsulate packets. Usually, you should use tunnel mode because it is more
secure. Transport mode is only used when the IPSec SA is used for communication between the Zyxel
Device and remote IPSec router (for example, for remote management), not between computers on the
local and remote networks.

Note: The Zyxel Device and remote IPSec router must use the same encapsulation.

These modes are illustrated below.

Figure 155 VPN: Transport and Tunnel Mode Encapsulation

Original Packet I IP Header TCP Header | Data
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Figure 155 VPN: Transport and Tunnel Mode Encapsulation

Transport Mode Packet IP Header AH/ESP TCP Header | Data
Header

Tunnel Mode Packet I IP Header AH/ESP IP Header TCP Header | Data
Header

In tunnel mode, the Zyxel Device uses the active protocol to encapsulate the entire IP packet. As a result,
there are two IP headers:

e QOutside header: The outside IP header contains the IP address of the Zyxel Device or remote IPSec
router, whichever is the destination.

« Inside header: The inside IP header contains the IP address of the computer behind the Zyxel Device or
remote IPSec router. The header for the active protocol (AH or ESP) appears between the IP headers.

In transport mode, the encapsulation depends on the active protocol. With AH, the Zyxel Device includes
part of the original IP header when it encapsulates the packet. With ESP, however, the Zyxel Device does

not include the IP header when it encapsulates the packet, so it is not possible to verify the integrity of the
source IP address.

IPSec SA Proposal and Perfect Forward Secrecy

An IPSec SA proposal is similar to an IKE SA proposal (see IKE SA Proposal), except that you also have the
choice whether or not the Zyxel Device and remote IPSec router perform a new DH key exchange every
time an IPSec SA is established. This is called Perfect Forward Secrecy (PFS).

If you enable PFS, the Zyxel Device and remote IPSec router perform a DH key exchange every time an
IPSec SA is established, changing the root key from which encryption keys are generated. As a result, if
one encryption key is compromised, other encryption keys remain secure.

If you do not enable PFS, the Zyxel Device and remote IPSec router use the same root key that was
generated when the IKE SA was established to generate encryption keys.

The DH key exchange is time-consuming and may be unnecessary for data that does not require such
security.

PFS is ignored in initial IKEv2 authentication but is used when re-authenticating.

13.2.3 Additional Topics for IPSec SA

This section provides more information about IPSec SA in your Zyxel Device.

Authentication and the Security Parameter Index (SPI)

For authentication, the Zyxel Device and remote IPSec router use the SPI, instead of pre-shared keys, ID
type and content. The SPl is an identification number.

Note: The Zyxel Device and remote IPSec router must use the same SPI.
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13.2.4 What You Can Do in this Chapter

« Use the Site to Site VPN screen (see Section 13.3 on page 212) to view a summary of the VPN rules.

» Use the Site to Site VPN Add/Edit screens (see Section 13.3.1 on page 213 and Section 13.3.1 on page
213) to create a VPN rule using the wizard or create a customized VPN rule with advanced settings.

o Use the Remote Access VPN screen (see Section 13.4 on page 226) to create a remote access VPN
rule.

13.2.5 What You Need to Know

An IPSec VPN tunnel is usually established in two phases. Each phase establishes a security association
(SA), a contract indicating what security parameters the Zyxel Device and the remote IPSec router will use.
The first phase establishes an Internet Key Exchange (IKE) SA between the Zyxel Device and remote IPSec
router. The second phase uses the IKE SA to securely establish an IPSec SA through which the Zyxel
Device and remote IPSec router can send data between computers on the local network and remote
network. This is illustrated in the following figure.

Figure 156 VPN: IKE SA and IPSec SA

|
IPSec SA :
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In this example, a computer in network A is exchanging data with a computer in network B. Inside
networks A and B, the data is transmitted the same way data is normally transmitted in the networks.
Between routers X and Y, the data is protected by tunneling, encryption, authentication, and other security
features of the IPSec SA. The IPSec SA is secure because routers X and Y established the IKE SA first.
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Application Scenarios

The Zyxel Device's application scenarios make it easier to configure your VPN connection settings.

Table 98 IPSec VPN Application Scenarios
SITE-TO-SITE SITE-TO-SITE WITH DYNAMIC PEER

Choose this if the remote IPSec router has a Choose this if the remote IPSec router has a

static IP address or a domain name. dynamic IP address.

This Zyxel Device can initiate the VPN tunnel. You don't specify the remote IPSec router’s
o address, but you specify the remote policy (the

The remote IPSec router can also initiate the addresses of the devices behind the remote

VPN tunnel if this Zyxel Device has a static IP IPSec router).

address or a domain name.
This Zyxel Device must have a static IP address
or a domain name.

Only the remote IPSec router can initiate the
VPN tunnel.

13.3 The Site to Site VPN Screen

Click VPN > Site to Site VPN to open the Site to Site VPN screen. The Site to Site VPN screen lists the
VPN connection associated VPN gateway(s), and various settings. In addition, it also lets you activate or
deactivate and connect or disconnect each VPN connection (each IPSec SA). Click a column'’s heading
cell to sort the table entries by that column’s criteria. Click the heading cell again to reverse the sort order.
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Figure 157 VPN > IPSec VPN > Site to Site VPN
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Each field is discussed in the following table.

Table 99 VPN > IPSec VPN > Site to Site VPN

LABEL DESCRIPTION

Monitor The graph shows the number of connected and disconnected VPNs.

Add Click this to create a new entry.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the entry’s
settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.

Active To turn on an entry, select it and click Activate.

Inactive To turn off an entry, select it and click Inactivate.

Connect To connect an IPSec SA, select it and click Connect.

Disconnect To disconnect an IPSec SA, select it and click Disconnect.

Status The activate (light bulb) icon is lit when the entry is active and dimmed when the entry is inactive.
The connect icon is lit when the interface is connected and dimmed when it is disconnected.

Name This field displays the name of the VPN rule.

Outgoing This field displays the interface IP address or DNS name the VPN connection uses to transmit

Interface packets.

Remote Gateway

This field displays the remote IPSec device IP address or DNS name in use for this VPN
connection.

Type This field displays the type (route based or policy based) the VPN rule is using.
Type This field displays if the VPN rule is configured through wizard or a customized rule.
Local This field displays the IP address of the computer on your network.

Remote This field displays the IP address of the computer behind the remote IPSec device.

13.3.1 The Site to Site VPN Add/Edit Screen- Wizard

The Site to Site VPN Add/Edit Gateway screen allows you to create a new VPN connection policy or edit
an existing one. To access this screen, go to the VPN > Site to Site VPN screen, and click either the Add
icon or an Edit icon. Select Site-to-Site in VPN > Site to Site VPN > Add/Edit > Scenario > Type to create
a VPN rule using the wizard.
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13.3.1.1 Scenario

Use this screen to configure the VPN connection name and select the scenario that best describes your
intended VPN connection.

Figure 158 VPN > Site to Site VPN > Add/Edit > Scenario

1 Scenario
Name
IKE Version

Config Type

Behind NAT

o

2

—@7 ------
Remote Site

Network 3 Authentication 4 Policy & Routing 5 summary

I

© This field is required.

O IKEV1 ® IKEv2
® wizard

Q Custom

® None

QO Local Site

O Remote Site

Each field is described in the following table.

Table 100 VPN > Site-to-Site VPN > Add/Edit > Scenario

LABEL

DESCRIPTION

Name

Type the name used to identify this rule. You may use 1-31 single-byte characters,
including 0-9a-zA-Z, underscores (_), or dashes (-), but the first character cannot be a
number. This value is case-sensitive.

IKE Version

Select IKEV1 or IKEv2. IKEV1 applies to IPv4 traffic only. IKEv2 applies to both IPv4 and IPv6
traffic. IKE (Internet Key Exchange) is a protocol used in setting up security associations
that allows two parties to send data securely. See Section 13.1 on page 203 for more
information on IKEv1 and IKEv2.

Type

Select Wizard to configure the VPN rule using the wizard.

Select Custom to configure the VPN rule with customized settings.

Behind NAT

None/ Local Site: The remote IPSec device has a static IP address or a domain name. This
Zyxel Device can initiate the VPN tunnel.

Remote Site: The remote IPSec device has a dynamic IP address. Only the remote IPSec
device can initiate the VPN tunnel.

13.3.1.2 Network

Use this screen to configure the Zyxel Device interface and remote IPSec device settings.
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Figure 159 VPN > Site

to Site VPN > Add/Edit > Network

Peer Gateway Address

Local Site

gel

(€©) VPN v > FSecVPN w > Sieifod

Piec VPN

te VPN -
2  Network 3 Authentication
® Interface gel [WAN) -
O Domgin Name / IP

Domain Mame / IP

O This field is required.

7 0

Remote Sile

Sumrary

Each field is described in the following table.

Table 101 VPN > Site-to-Site VPN > Add/Edit > Network

LABEL

DESCRIPTION

My Address

Select an interface or enter the IPv4 address or domain name of the interface the VPN
connection uses to transmit packets out of the Zyxel Device.

Peer Gateway Address

Enter the WAN IPv4 address or domain name of the remote IPSec device to identify the
remote IPSec router by its IP address or domain name.

Zone

Select a zone for the IPSec policy.

Select Zone

Q

4 Add Object
O none

Object (5)

O WAN

O LAN

O DMZ

@ PSec VPN

O SSLVPN

X

traffic going to the zone you select.

Go to Security Policy > Policy Control to make sure that a security policy will not block

13.3.1.3 Authentication

Use this screen to configure the authentication type and settings.
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Figure 160 VPN > Site to Site VPN > Add/Edit > Authentication

(€) VPN + > FSecVPN v > SitefoSlsVEN w

3 Authentication 4  Policy & Routing 5 summary

@ |

@The preshared key can be 8 The valid characters are [0-9]|

Back

128 characters.

O cedificote

Cancel

Each field is described in the following table.

Table 102 VPN > Site-to-Site VPN > Add/Edit > Authentication

LABEL

DESCRIPTION

Pre-Shared Key

Select this to have the Zyxel Device and remote IPSec router use a pre-shared key
(password) of up to 128 characters to identify each other when they negotiate the IKE SA.
Type the pre-shared key in the field to the right. The pre-shared key can be:

D 8]to 128 single-byte characters, including [0-9][a-z][A-Z]['(}{}<>"" +/:1* #@&=$\.~%|;-

The Zyxel Device and remote IPSec router must use the same pre-shared key.

Click the eye icon to see the pre-shared key in readable plain text.

Certificate

Alternatively, select Certificate to use one of the Zyxel Device certificates for
authentication.

13.3.1.4 Policy & Routing

Use this screen to configure the IP addresses of the computer on your network and the computer behind
the remote IPSec device.

Figure 161 VPN > Site to Site VPN > Add/Edit > Policy & Routing (Route-Based)

Scenario

Type

Remote Subnet

Metric

VTl Interface

Cancel

Network Authentication 4 Policy & Routing 5 Summary

O Policy-Based

2 |
O This field is required.

® Route-Based

user defined

0

IP/Network Mask 169.254.148.255/255.255.255.255

Y S

Local Site Remote Site

ge3d 192168.2.23

Back
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Figure 162 VPN > Site to Site VPN > Add/Edit > Policy & Routing (Policy-Based)

Scenario

Type

Local Subnet

Remote Subnet

Cancel

Network Authentication 4 Policy & Routing 5 Summary
O Route-Based ® Policy-Based
user defined s | |
@1t should be an IPv4 or IPv4 CIDR notation (for example: 192.168.0.0/16 or
192.168.0.0).
user defined &
@1t should be an IPv4 or IPv4 CIDR notation (for example: 192.168.0.0/16 or
192.168.0.0)
Local Site @ Remote Site
ge3 192.168.2.23

Each field is described in the following table.

Table 103 VPN > Site-to-Site VPN > Add/Edit > Policy & Routing

LABEL

DESCRIPTION

Type

Select Route-Based to create a VPN rule that encrypts traffic based on the static route
settings.

Select Policy-Based to create a VPN rule that encrypts traffic based on the IPv4 addresses
you set in Local Subnet and Remote Subnet.

Local Subnet

This field displays when you select Policy-Based in the Type field. Type the IP address of a
computer on your network that can use the tunnel. You can also specify a subnet. This
must match the remote IP address configured on the remote IPSec device.

Remote Subnet

Type the IP address of a computer behind the remote IPSec device. You can also specify a
subnet. This must match the local IP address configured on the remote IPSec device.

Metric

This field displays when you select Route-Based in the Type field. Type the number for the
priority of the route. A lower value indicates higher priority.

Metric represents the “cost” of transmission for routing purposes. IP routing uses hop
count as the measurement of cost, with a minimum of 1 for directly connected networks.
Enter a number that approximates the cost for this link. The number need not be precise,
but it must be 0 - 127. In practice, 2 or 3 is usually a good number.

VTI Interface

This field displays when you select Route-Based in the Type field. Type the IP address and
subnet mask of the virtual interface to use for the tunnel.

13.3.1.5 Summary

Use this screen to view a summary of the VPN tunnel configurations. You can click Edit to change the VPN
tunnel configuration settings.
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Figure 163 VPN > Site to Site VPN > Add/Edit > Summary

Scenaric ———— letwork ——— Authentication ———— Folicy & Routing 5 summary
Configuration
= L=
KE Versic
Type alicy
& Edit
Network

Avthenfication

Authentication pre-shored-key

Policy & Roufing

13.3.2 The Site to Site VPN Add/Edit Screen - Custom

The Site to Site VPN Add/Edit Gateway screen allows you to create a new VPN connection policy or edit
an existing one. To access this screen, go to the VPN > Site to Site VPN screen, and click either the Add
icon or an Edit icon. Select Custom in VPN > Site to Site VPN> Add/Edit > Scenario > Type to create a
customized VPN rule with advanced settings.

See Section 13.1 on page 203 for more information on phase 1 and phase 2 settings; see Section 13.2 on
page 204 for more information on IKE SA proposals.
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Figure 164 VPN > Site to Site VPN > Add/Edit > Scenario > Type > Custom

() ven ~ > PSecvPN ~

General Settings
Enable &
MName ZynalVPN_A
IKE Version O IKEV @ IKEv2
Type O Route-Based ® Policy-Based
Network
My Address ® Interface gel [WAN] -
QO Domain Name | IP
Peer Gateway Address ® Domain Name | IP Primary [ : J
D This field is required.
Secondary (Optional)
Faliback a»
O Dynamic Address
Zone IPSec VPN 7 0
Authentication
Authentication @ Pre-Shared Key | e |

n be B-128 characters. The valid characters are [0-9]la-2]{A-ZI['0()

O Certificate
Advanced Settings
Phase 1Settings
SA Life Time BE400 (180 - 3000000 Seconds)
+ Add
Proposal [0 Encryption ® Authentication #
O AES128 - SHA1 -
Diffie-Heliman Groups DHZ @ DHI4 O b
Advanced Settings ~
DPD Delay 30
UDF Encapsulation a2
Phase 2 Settings
Initiation @ Auto O Nailed-up O Responder Only
-+ Add
Policy 0 Mame * Local # Remote * Protocol * Reference ¥
o ZyxelVPN_A_sp! RFC1918_2 - RFC1918_3 - Any -
SA Life Time 28800 (180 - 3000000 Seconds)
-+ Add
Proposal [0 Encryption Authentication
O AES128 - SHAT -
Perfect Forward Secrecy (PFS) DH2 @ DHI4 D -
Advanced Settings ~
Destination (the first Remote policy)
+ Add
Some changes were made
NAT Rule 0O Pris Origin IP # Type & Mapped IP #

What do you want to do then?

O 1 [ SNAT - o | Canval: |
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Each field is described in the following table.

Table 104 VPN > Site-to-Site VPN > Add/Edit > Scenario > Type > Custom

LABEL

DESCRIPTION

General Settings

Enable Slide the switch to the right to activate this VPN connection

Name Type the name used to identify this rule. You may use 1-31 single-byte characters,
including 0-9a-zA-Z, underscores (_), or dashes (-), but the first character cannot be a
number. This value is case-sensitive.

IKE Version Select IKEv1 or IKEv2. IKEV1 applies to IPv4 traffic only. IKEv2 applies to both IPv4 and IPv6
traffic. IKE (Internet Key Exchange) is a protocol used in setting up security associations
that allows two parties to send data securely. See Section 13.1 on page 203 for more
information on IKEv1 and IKEv2.

Type Select Route-Based to create a VPN rule that encrypts traffic based on the static route
settings.

Select Policy-Based to create a VPN rule that encrypts traffic based on the Local and
Remote IPv4 addresses you set in Policy in Phase 2 Settings.
Network
My Address Select Interface to choose the interface on the Zyxel Device that will use the tunnel.

Select Domain Name/IP to enter the IP address or FQDN of a computer on your network
that will use the tunnel. This must match the remote IP address configured on the remote
IPSec device.

Peer Gateway
Address

Select Domain Name/IP to enter the domain name or the IP address of the remote IPSec
router.

Select Dynamic Address if the remote IPSec router has a dynamic IP address (and does
not use DDNS).

Primary

Enter the domain name or the IP address of the remote IPSec router.

Secondary

Use this field to configure a backup peer IPSec router.

« Enter the domain name or IP address of the backup remote IPSec router. When the
primary peer IPSec router becomes unavailable, the Zyxel Device reconnects the tunnel
to this secondary peer IPSec router.

« Leave this field blank if you do not set up a secondary peer IPSec router for failover.

Fallback

Select this option to have the Zyxel Device automatically reconnect to the primary peer
IPSec router when it becomes available again. Once reconnected to the primary IPSec
router, the Zyxel Device stops the connection with the secondary peer IPSec router.

Check Interval

Enter the number of seconds (30-300) to define how often the Zyxel Device checks if the
primary peer IPSec router is available.
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Table 104 VPN > Site-to-Site VPN > Add/Edit > Scenario > Type > Custom (continued)

LABEL

DESCRIPTION

Zone

Select a zone for the IPSec policy.

Select Zone X

Q,

} Add Object
O none
Object (5) ~
O WAN
O LAN
O DMZ
@ PSec VPN

O SSLVPN

Go to Security Policy > Policy Control to make sure that a security policy will not block
traffic going to the zone you select.

Authentication

Pre-Shared Key

Select this to have the Zyxel Device and remote IPSec router use a pre-shared key
(password) of up to 128 characters to identify each other when they negotiate the IKE SA.
Type the pre-shared key in the field to the right. The pre-shared key can be:

. 8]to 128 single-byte characters, including [0-9][a-z][A-Z]['(){}< >"‘+/:!*_#@&:$\.~%,|;—

The Zyxel Device and remote IPSec router must use the same pre-shared key.

Click the eye to see the pre-shared key in readable plain text.

Certificate

Alternatively, select Certificate to use one of the Zyxel Device certificates for
authentication.

Advanced Settings

Local ID Enter one of the followings to identify the Zyxel Device during authentication.
IPv4 - the Zyxel Device is identified by an IP address
DNS - the Zyxel Device is identified by a domain name
E-mail - the Zyxel Device is identified by the string specified in this field
Remote ID Enter one of the followings to identify the remote IPSec router during authentication.

IPv4 - the remote IPSec router is identified by an IP address

DNS - the remote IPSec router is identified by a domain name

E-mail - the remote IPSec router is identified by the string specified in this field

If the Zyxel Device and remote IPSec router use certificates, there is one more choice.

Subject Name - the remote IPSec router is identified by the subject name in the certificate

Phase 1 Settings

This establishes a secure tunnel between the Zyxel Device and the peer site.

SA Life Time Set how often the Zyxel Device renegotiates the IKE SA. A short SA life time increases
security, but renegotiation temporarily disconnects the VPN tunnel.
The value you set for the SA life time in Phase 1 Settings should be greater than or equal to
the value you set for the SA life time in Phase 2 Settings.

Add Click this to add an entry.

Edit Select an entry and click this to edit the entry.
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Table 104 VPN > Site-to-Site VPN > Add/Edit > Scenario > Type > Custom (continued)

LABEL DESCRIPTION
Remove Select an entry and click this to remove the entry.
Proposal
Encryption Select which key size and encryption algorithm to use in the IPSec SA. Choices are:

DES - a 56-bit key with the DES encryption algorithm
3DES - a 168-bit key with the DES encryption algorithm
AES128 - a 128-bit key with the AES encryption algorithm
AES192 - a 192-bit key with the AES encryption algorithm
AES256 - a 256-bit key with the AES encryption algorithm

The Zyxel Device and the remote IPSec router must both have at least one proposal that
uses the same encryption and the same key.

Longer keys are more secure, but require more processing power, resulting in increased
latency and decreased throughput.

Authentication

Select which hash algorithm to use to authenticate packet data in the IPSec SA. Choices are
MD5, SHA1, SHA256, SHA384 and SHA512. SHA is generally considered stronger than
MDS5, but it is also slower.

The Zyxel Device and the remote IPSec router must both have a proposal that uses the
same authentication algorithm.

Diffie-Hellman
Groups

Select which Diffie-Hellman key group (DHx) you want to use to create encryption keys.
Choices are DH2, DH5, DH14, DH15, DH16, DH19, DH20, DH21, DH28, DH29, and DH30.

The longer the key, the more secure the encryption, but also the longer it takes to encrypt
and decrypt information. The Zyxel Device and the remote IPSec router must use the same
DH key group. See Section 13.2 on page 204 for more information on DH key group.

Different operating systems may support different DH key groups. Check your operating
system documentation.

o For Windows VPN clients, Zyxel SecuExtender perpetual VPN clients versions
3.8.203.61.32 and earlier support DH1to DH14.

« For macOS VPN clients, Zyxel SecuExtender subscription VPN clients versions 1.2.0.7
and later support DH14 to DH21. For Windows VPN clients, Zyxel SecuExtender
subscription VPN clients versions 5.6.80.007 and later support DH14 to DH21.

* Windows versions 7, 10, 11 built-in IKEv2 VPN clients support DH2 by default.
« macOS versions 14.2 and later built-in IKEv2 VPN clients support DH14 by default.
e iOS versions 10.15 and later built-in IKEv2 VPN clients support DH14 by default.

Advanced Settings

DPD Delay

Configure this field if you want the Zyxel Device to make sure the remote IPSec router is
there before it transmits data through the IKE SA. The remote IPSec router must support
Dead Peer Detection (DPD).

Set how many seconds the Zyxel Device will wait before sending a message to the remote
IPSec router it there has been no traffic. If the remote IPSec router responds, the Zyxel
Device transmits the data. If the remote IPSec router does not respond, the Zyxel Device
shuts down the IKE SA.

This field applies for IKEv1 only. DPD is always performed when you use IKEv2.

UDP Encapsulation

Enable to encrypt a UDP connection.

Phase 2 Settings

This secures the actual data transmission between the Zyxel Device and the peer site,
based on the secure key settings established in Phase 1.
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Table 104 VPN > Site-to-Site VPN > Add/Edit > Scenario > Type > Custom (continued)

LABEL DESCRIPTION
Initiation Select how Phase 2 of the IPSec connection is established on the Zyxel Device.
Auto: Select this to have the Zyxel Device listen for incoming traffic and automatically
establish the Phase 2 of the IPSec connection when traffic is detected.
Nailed-Up: Select this to have the Zyxel Device initiate Phase 2 of the IPSec connection.
The Zyxel Device automatically renegotiates the IPSec SA when the SA lifetime expires,
ensuring the continuity of the connection.
Responder Only: Select this to have the Zyxel Device wait for the peer site to initiate the
Phase 2 of the IPSec connection.
Policy
Add Click this to add an entry.
Remove Select an entry and click this to remove the entry. This is grayed out if a rule is currently
using the selected entry.
Reference Select an entry and click this to see which rules are currently using it. This is grayed out if
no rule is currently using the selected entry.
Name This field displays the name of the entry. When you add a new entry, a name is
automatically generated based on this VPN connection policy name, followed by _sp1.
Adding another entry will use _sp2, and so on. For example, if the VPN connection policy is
named VPN1, adding a new entry will display the name as VPN1_sp1. You can also manually
change the name.
Local Enter the address corresponding to the local network.
Remote Enter the address corresponding to the remote network.
Protocol Select the protocol required to use this translation. Choices are: TCP, UDP, ICMP, GRE or
Any.
Reference This displays the number of rules that currently use this entry.
SA Life Time Set how often the Zyxel Device renegotiates the IPSec SA. A short SA life time increases
security, but renegotiation temporarily disconnects the VPN tunnel.
The value you set for the SA life time in Phase 2 Settings should be lesser than or equal to
the value you set for the SA life time in Phase 1 Settings.
Proposal
Add Click this to add an entry.
Remove Select an entry and click this to remove the entry. This will not display if a rule is currently
using the entry.
Encryption Select which key size and encryption algorithm to use in the IPSec SA. Choices are:

DES - a 56-bit key with the DES encryption algorithm
3DES - a 168-bit key with the DES encryption algorithm
AES128 - a 128-bit key with the AES encryption algorithm
AES192 - a 192-bit key with the AES encryption algorithm
AES265 - a 256-bit key with the AES encryption algorithm

The Zyxel Device and the remote IPSec router must both have at least one proposal that
uses use the same encryption and the same key.

Longer keys are more secure, but require more processing power, resulting in increased
latency and decreased throughput.
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Table 104 VPN > Site-to-Site VPN > Add/Edit > Scenario > Type > Custom (continued)

LABEL

DESCRIPTION

Authentication

Select which hash algorithm to use to authenticate packet data in the IPSec SA. Choices are
MD5, SHA1, SHA256, SHA384 and SHA512. SHA is generally considered stronger than
MDS5, but it is also slower.

The Zyxel Device and the remote IPSec router must both have a proposal that uses the
same authentication algorithm.

Perfect Forward
Secrecy (PFS)

Select which Perfect Forward Secrecy (PFS) you want to use to create encryption keys.
Choices are DH2, DH5, DH14, DH15, DH16, DH19, DH20, DH21, DH28, DH29, and DH30.

The longer the key, the more secure the encryption, but also the longer it takes to encrypt
and decrypt information. The Zyxel Device and the remote IPSec router must use the same
DH key group. See Section 13.2 on page 204 for more information on DH key group.

Advanced Settings

NAT Rule

This is available if the VPN type is Policy-based.

Add Click this to add an entry.

Remove Select an entry and click this to remove the entry.

Pri. Select the priority for the entry. The smaller the number, the higher the priority.

Origin IP Select the address object that represents the originating source IP address for outgoing
traffic, or the destination IP address from the sender that is mapped to the local IP address
of the receiver (DNAT).

Type SNAT: Select this when there are no overlapping local and remote VPN IP addresses.

1:1 NAT: Select this to avoid overlapping local and remote VPN IP addresses. The peer
IPSec router must create identical mirror configurations.
Mapped IP Use this field to map the sender’s source IP address or subnet for the VPN rule.

o Select an address object.

« Create a new object by clicking Add Object. Enter an IP address or subnet in the local
IP address range. The local IP address range must not conflict with the peer's local IP
address range. In the peer IPSec router, the destination IP from the sender is mapped to
the local IP address of the receiver (DNAT).

« Enter an IP address by clicking User Defined. The IP address should be within the local
IP address range.

Note: When Type is 1:1 NAT, then Original IP and Mapped IP must have the same
range (same total number of IPv4 address).

VTI Setting (Selecting Po

licy-based in Type will not support the VTI setting.)

Local IP

Enter an IPv4 address for this connection. IPSec VPN Tunnel Interface (VTI) encrypts or
decrypts IPv4 traffic from or to the interface according to the IP routing table.

Subnet Mask

Enter the subnet mask of the local networks behind the custom peer gateway.

Route Setting (Selecting Policy-based in Type will not support the Route setting.)

Remote Subnet

Add Click this to add an entry.

Remove Select an entry and click this to remove the entry.

Remote Specify the destination IP addresses of the remote site that are routed through this VTI
interface in a single CIDR format, for example, 192.168.10.0/24.

Metric Metric represents the “cost” of transmission for routing purposes. IP routing uses hop
count as the measurement of cost, with a minimum of 1 for directly connected networks.
Enter a number that approximates the cost for this link. The number need not be precise,
but it must be 0-127. In practice, 2 or 3 is usually a good number.

Description Enter a description to help identify this policy. You can use alphanumeric and ()+/

:=?*#@$_%- characters, and it can be up to 512 characters long. The default description is
'IPSec VPN: xxx" where ‘xxx' is VPN rule name.
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Table 104 VPN > Site-to-Site VPN > Add/Edit > Scenario > Type > Custom (continued)

LABEL DESCRIPTION
Apply Click Apply to save your settings to the Zyxel Device.
Cancel Click Cancel to return to the profile summary page without saving any changes.

13.3.2.1 Policy-Based VPN NAT Advanced Scenarios

The following are application scenarios for SNAT and 1-1 NAT.

SNAT VPN Scenario

Here is an example of SNAT VPN scenario. Use this when there are no overlapping local and remote VPN
IP addresses. Map the source IP address of the sender to an IP address in the Local IP address range (in
the Mapped IP field) for the VPN rule. The headquarters (HQ) and branch sites A and B need to access the
remote data center (D). The source IP addresses of sites A and B are not in the range of the local policy's
IP address (192.168.168.0/24) for Phase 2. NAT rules need to be configured to translate the source IP
addresses of sites A and B to an IP address in the 192.168.168.0/24 range before entering the IPsec tunnel.

Figure 165 Policy Based VPN - SNAT Example Scenario

: A
Internet
192.168.10.0/24
VPN Tunnel =
__ 192.168.168.0/24 192.168.100.0/24

192.168.20.0/24

The administrator need to set up VPN policy on both sites.

Table 105 Phase 2 Local/Remote Policy Settings Example
LOCAL POLICY REMOTE POLICY
192.168.168.0/24 192.168.100.0/24

Table 106 Phase 2 NAT Rule Settings Example

SITE TYPE ORIGIN IP MAPPED IP
Site A SNAT 192.168.10.0/24 192.168.168.11/32
Site B SNAT 192.168.20.0/24 192.168.168.12/32

1-1 NAT VPN Scenario

Here is an example of a 1:1 NAT VPN scenario.Use this to avoid overlapping local and remote VPN IP
addresses. IPSec router A and IPSec router B need to access each other, but they have overlapping
subnets. To avoid conflicts, both IPSec routers need to create identical 1:1 NAT rules that map their local
subnet to a non-overlapping subnet.

In the following example, IPSec router A is sending traffic to router B. Before data entering the VPN tunnel,
the source IP address (set in Origin IP) from router A is translated to a mapped IP address (set in Mapped
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IP). After data exiting the VPN tunnel, router B translates the destination IP address (set in Mapped IP)
back to the Origin IP.

Note: The Mapped IP of IPSec router A and B must not be in conflict.

Figure 166 Policy Based VPN - 1:1 NAT Example Scenario

Internet
A, A ~ B
\ &/ ---- VPN Tunnel o/ ----)
v 192.168.20.0/24 g R g Mty B s » 192.168.30.0/24
‘ L}
3

SNAT,.?;' Sains DNATY, ' SNAT
' 9q
X 192.168.169.0/24 X 192.168.169.0/24

The administrator need to set up VPN policy on both sites.

Table 107 Phase 2 Local/Remote Policy Settings Example

SITE LOCAL POLICY REMOTE POLICY
Site A 192.168.20.0/24 192.168.30.0/24
Site B 192.168.30.0/24 192.168.20.0/24

Table 108 Phase 2 NAT Rule Settings Example
SITE TYPE ORIGIN IP MAPPED IP
Site A 1:1 NAT 192.168.169.0/24 192.168.20.0/24
Site B 1:1 NAT 192.168.169.0/24 192.168.30.0/24

13.4 The Remote Access VPN Screen

Configure the settings in this screen to create a new or edit an existing remote access VPN rule to securely
access the Zyxel Device local networks from anywhere. See Section 13.1 on page 203 for more
information on phase 1and phase 2 settings; see Section 13.2 on page 204 for more information on IKE SA
proposals.

SecuExtender is a Zyxel subscription-based VPN client. A remote access VPN client must have
SecuExtender VPN client installed on his device and uses a supported computer operating system.

Make sure the settings configured on the IPSec VPN client matches the settings you configured on the
Zyxel Device.

Click VPN > IPSec VPN > Remote Access VPN to open the following screen.
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Figure 167 VPN > IPSec VPN > Remote Access VPN

@ VPN * > IPSec VPN =~ > Remote Access VPN -
Site to Site VPN Remote Access VPN

General Settings

Zyxel's remote VPN solution uses leading IPSec/IKEv2 (EAP-MSCHAPv2) encryption, supported by SecuExtender VPN Client. You can also use native
clients built into Windows, Android, macOS and i0S.

Enable (e ]

Get SecuExtender VPN Client Software @ m

VPN Configuration Script Download

VPN Server Address

Type Interface -
Imerface gel (WAN) -

MAT Traversal Disabled -

Zona IPSec VPN < 0

Certificate for VPN Validation
® Auto
O Manual

Clients will use VPN to access

@ Internet and Local Networks (Full Tunnel)

Auto SNAT a o

O Local Networks Only (Split Tunnel)

Client Network
IP Address Pool 192.168.50.0/24
First DNS Server ® ZyWALL

O Custom Defined

Second DNS Server

Authentication @

Primary Server local -
Secondary Server none -
User any 7 0

Advanced Settings ~

Phase 1 Settings

SA Life Time 86400 (180 - 3000000 Seconds)
+ Add
Proposal [0 Encryption ® Authentication *
[0 AEs256 SHAZ56
Diffie-Hellman Groups DHI4® DHIE2E DH21O -

Phase 2 Settings

SA Life Time 28800 (180 - 3000000 Seconds)
-4 Add

Proposal [0 Encryption * Authentication *
[0 AES256 SHAZ56

Perfect Forward Secrecy (PFS)
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The following table describes the labels in this screen.

Table 109 VPN > IPSec VPN > Remote Access VPN

LABEL DESCRIPTION
Enable Click the switch to enable the remote access VPN rule.
Get SecuExtender | Click to download SecuExtender to your computer. The supported operating systems for
VPN Client SecuExtender are:
Software
+ Windows 10 (64-bit) and later versions.
¢ macOS 10.15 and later versions.
VPN configuration | Click to download a VPN configuration script to send to clients using IPSec VPN clients built

script Download

into the operating systems.

To use the download script, the built-in IPSec VPN clients need to use the following operating
systems:

e Clients using Windows 7 and later, iOS and macOS built-in IPSec VPN clients can import
the VPN configuration script to configure a remote access VPN rule automatically. Click
the link to download the script and send it to them.

+ Clients using Android should download the latest version strongSwan VPN client, then
import the script to configure a remote access VPN rule automatically. Click the link to
download the script and send it to them.

« Clients using built-in IPSec VPN clients earlier than Windows 7 cannot use the script.
They must configure a remote access VPN rule manually. Send the Pre-Shared Key and
the Zyxel Device interface IP or domain name to them.

VPN Server Address

Type

Select the method the Zyxel Device uses for incoming traffic from remote clients. If Nebula
manages your Zyxel Device and assigns it a domain name, then you will see Nebula
Assigned Domain Name in this field.

« Interface: Use the public IP address of the interface.

« |P Address: Use the static IP address. Select this if the interface uses a static public IP
address.

« Domain Name: Use a domain name. Select this if DDNS is assigning a dynamic IP address
to the interface (for example, vpn.zyxel.com).

* Nebula Assigned Domain Name: Use the domain name Nebula assigns to your network.

Interface If you chose Interface in the Type field, select the interface from the drop-down list that the
Zyxel Device will use for the remote VPN connection.
IP Address If you chose IP Address in the Type field, enter the static IPv4 that the Zyxel Device will use

for the remote VPN connection.

Domain Name

If you chose Domain Name in the Type field, enter the domain name that the Zyxel Device
will use for the remote VPN connection.

If you chose Nebula Assigned Domain Name in the Type field, this field displays the
assigned domain name.

NAT Traversal

If the Zyxel Device is behind a NAT router, you can select Custom IP or Domain Name and
enter the public IP address or the domain name that is configured and mapped to the Zyxel
Device on the NAT router.

Note: To allow a site-to-site VPN connection, the NAT router must have the
following ports open: UDP 500, 4500.

Binding Address

If you select Nebula Assigned Domain Name in the Type field, this field displays the settings
from your Nebula.

Zone

Select the security zone into which to add this VPN connection policy. Any security rules or
settings configured for the selected zone apply to this VPN connection policy.

Certificate for VPN Validation

Auto

Select Auto to have the Zyxel Device generate a certificate from the current remote access
VPN settings. This is the certificate the Zyxel Device uses to identify itself when setting up
the VPN tunnel.
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Table 109 VPN > IPSec VPN > Remote Access VPN (continued)

LABEL

DESCRIPTION

Manual

Select Manual to use an existing certificate from the drop-down list box.

Clients will use VPN to Access

Internet and Local
Networks (Full
Tunnel)

Select this to encrypt all traffic through the VPN.

Enable Auto SNAT to allow the Zyxel Device to rewrite the source address of packets being
sent to the interface's IP address.

Local Networks
Only (Split
Tunnel)

Select this to only encrypt traffic going to networks behind the Zyxel Device.

Enter an IPv4 address in CIDR notation, for example, type 192.168.1.1/24. Traffic going to the
Internet from this IP address is encrypted. Traffic going to the Internet from the remote client
does not go through the Zyxel Device is not encrypted.

Client Network

IP Address Pool

Enter an IPv4 address in CIDR notation, for example, type 192.168.1.1/24. The IP address pool
is used to assign IP addresses to the VPN clients.

The SSL VPN IP pool should not overlap with IP addresses on the Zyxel Device's local
networks and the SSL user's network.

First DNS Server

Specify the IP address of the DNS server whose information the Zyxel Device sends to the
remote users. This allows them to access devices on the local network using domain names
instead of IP addresses.

ZyWALL- the VPN clients use the IP address of the interface you specified in the SSL VPN
rule and the Zyxel Device works as a DNS relay.

Custom Defined- enter a static IPv4 address

Second DNS
Server

Enter a secondary DNS server |IP address that is checked if the first one is unavailable.

Authentication

You must first create a server in User & Authentication > AAA Server for it to display in the
following fields.

« If you have one authentication server, it can be on the Zyxel Device (local) or an external
AAA server.

« If you have two authentication servers, one of them must be on the Zyxel Device (local).
You cannot use two external AAA servers.

Primary/
Secondary Server

Select local or a specified AAA server from the drop-down list box for the Zyxel Device to use
for authentication.

User

Select or create a user or user group that can use this remote access VPN access policy.
The User Type must be: User, External User, or External Group User.

See Table 200 on page 426 for more information on user accounts.

Advanced Settings
Phase 1/2 Settings

SA Life Time Set how often the Zyxel Device renegotiates the IKE SA in Phase 1 Settings and the IPSec SA
in Phase 2 Settings. A short SA life time increases security, but renegotiation temporarily
disconnects the VPN tunnel.

The value you set for the SA life time in Phase 2 Settings should be lesser than or equal to
the value you set for the SA life time in Phase 1 Settings.

Add Click this to add an entry.

Edit Select an entry and click this to edit the entry.

Remove Select an entry and click this to remove the entry.
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Table 109 VPN > IPSec VPN > Remote Access VPN (continued)

LABEL

DESCRIPTION

Encryption

Select which key size and encryption algorithm to use in the IPSec SA. Choices are:
DES - a 56-bit key with the DES encryption algorithm

3DES - a 168-bit key with the DES encryption algorithm

AES128 - a 128-bit key with the AES encryption algorithm

AES192 - a 192-bit key with the AES encryption algorithm

AES256 - a 256-bit key with the AES encryption algorithm

The Zyxel Device and the remote IPSec router must both have at least one proposal that uses
use the same encryption and the same key.

Longer keys are more secure, but require more processing power, resulting in increased
latency and decreased throughput.

Authentication

Select which hash algorithm to use to authenticate packet data in the IPSec SA. Choices are
MDS5, SHA1, SHA256, SHA384 and SHAS512. SHA is generally considered stronger than MD5,
but it is also slower.

The Zyxel Device and the remote IPSec router must both have a proposal that uses the same
authentication algorithm.

Diffie-Hellman

Select which Diffie-Hellman key group (DHx) you want to use to create encryption keys.

Groups Choices are DH2, DH5, DH14, DH15, DH16, DH19, DH20, DH21, DH28, DH29, and DH30.
The longer the key, the more secure the encryption, but also the longer it takes to encrypt
and decrypt information. The Zyxel Device and the remote IPSec router must use the same
DH key group. See Section 13.2 on page 204 for more information on DH key group.
Different operating systems may support different DH key groups. Check your operating
system documentation.

« For Windows VPN clients, Zyxel SecuExtender perpetual VPN clients versions
3.8.203.61.32 and earlier support DH1to DH14.

« For macOS VPN clients, Zyxel SecuExtender subscription VPN clients versions 1.2.0.7
and later support DH14 to DH21. For Windows VPN clients, Zyxel SecuExtender
subscription VPN clients versions 5.6.80.007 and later support DH14 to DH21.

« Windows versions 7, 10, 11 built-in IKEv2 VPN clients support DH2 by default.

« macOS versions 14.2 and later built-in IKEv2 VPN clients support DH14 by default.

e iOS versions 10.15 and later built-in IKEv2 VPN clients support DH14 by default.

Apply Click Apply to save your changes back to the Zyxel Device.
Cancel Click Cancel to return the screen to its last-saved settings.

13.5 Remote Access VPN Setup Example

In this example, user R is working from home and needs to access the office network behind the Zyxel
Device in the office. An administrator first configures the VPN settings on the Zyxel Device, then he
provides user R with the necessary VPN authentication details, so that user R can establish a VPN
connection to the office network from their computer at home.
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Figure 168 Remote Access VPN Example Topology

LAN

192.168.168.1

See the following table for VPN types and remote software options.

Table 110 SSL / IKEv2 VPN Comparison

Infernet. JD——

VPN FEATURE HOME USER gg::g'?ILEGD AUTHENTICATION
TYPE SOFTWARE SYSTEMS REQUIREMENTS
SSL Provides high security. | OpenVPN Connect | Windows, macOS, « VPN account username
May have lower Linux, iOS, Android and password
connection speed and + OVPN configuration file
stability. SecuExtender Windows, macOS « VPN account username
and password
IKEv2 Provides high security, | The IPSec VPN Windows, macQOS, i0S, |« VPN account username
connection speed and | Client on Your and Android and password
stability. Computer (strongSwan) » Configuration file
SecuExtender Windows, macOS « VPN account username
and password

13.5.1 Zyxel Device Setup

2

Select SSL or IKEv2 to configure the Zyxel Device in the office. See Table 110 on page 231 for the
comparison between two VPN types.

Go to User & Authentication > User/Group > User, and click Add under User to create a VPN user
account.
User
+ Add H
[0 Name # User Type ¥ Description ¥ Created Date + Password Changed Date Reference +
zyxel_vpn user 2024-11-01 14:10 2024-11-01 14:10 2
O radius-users ext-user Built-in 0
O Idap-users ext-user Built-in 0
O ad-users ext-user Built-in 0

Set a VPN user name and password, then click Apply to save your changes. Note down the account name
and password for the home user who will use this for future remote access authentication.
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3

Profile Management

User Name
Uszer Type
Password
Retypes
Description
Email 1

Email 2

Mobkile Number

Authentication Timeout Settings

Two-factor Authentication

@ User & Authentication * > User/Group ¥ > LUser =

zyxel_vpn
User -
saus

® Use Default Settings
Lease Time

Reauthentication Time

QO Use Manual Settings
1440 minutes

1440 minutes

Some changes were made

What do you want to do then?

E=al

To configure SSL VPN on the Zyxel Device, go to VPN > SSL VPN.
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@ VPN w > SILVFN
General Settings
Tyxel Remote VPN works with the SecuExtender VPN client and is alse compatible with the OpenVvPN Connect client.
Enable ao
35L VPN Configurafion Download { Download

Incoming Interface
Interface gel [WAN) -
DNS Mame (Optionall
Server Port 10443
Zone S5L_VPN VY )
Clients will use VPN to access

@® Intermet and Local Netwerks [Full Tunnel)

Auto SNAT ao

O Local Metworks Only (Split Tunnel)
Client Network
IP Address Poo 192.168.51.0/24
First DINS Server ® IyWALL

O Custom Defined
Second DS Server
Authentication @
Primary Server local -
Secondary Server none -
User zyxel_vpn 7 0
Some changes were made
Advanced seffings + What do you want to do then?

Follow the table below to configure the VPN > SSL VPN screen.

Table 111 SSL VPN Screen Configuration

LABEL DESCRIPTION
Enable Click this to the right to enable SSL VPN.
Interface Select an interface for incoming traffic to your Zyxel Device.

Clients will use VPN to

Full Tunnel - Select this to encrypt all traffic through the VPN.

access
Split Tunnel - Select this to only encrypt traffic going to networks behind the Zyxel Device.
Enter an IPv4 address in CIDR notation, for example, type IP address 192.168.51.0/24.
Traffic going to the Internet from this IP address is encrypted, and not encrypt traffic
going to the Internet through the Zyxel Device.

User Select the user account you created in step 2 to allow SSL VPN access

4 Click Apply to save the changes.

5 To allow the Zyxel Device to access VPN traffic from WAN, go to Object > Service > Service Group.
Select Default_Allow_WAN_To_ZyWALL and click Edit.
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6 Search for SSL VPN under Available and click > to add it to the allow list of traffic from the WAN to the

1

@ Cbject ¥ > Service ¥ > Service Group

vice Service Group
Configuration
+ Add ¢ Edit [] Reference

Name =

DNS

IRC
NetBIOS
RTSP
S5H

Default_Allow_DMI_To_TyWALL

8 000000

Default_Allow_WAN_To_ZyWALL
DHCPv6
Default_Allow_ICMPvé_Group
Default_Allow_vé_DMI_To_ZyWALL

Default_Allow_vé_WAN_To_ZyWALL

0O o0oooao

Default_Allow_vé_any_to_IyWALL

Description *

System Default Alow From DMZ To ZyWALL

Systermn Default Allow From WAN To ZyWALL

Default Allow icmpvé to ZyWALL
Systemn Default Allow IPvé From DMZ to ZyWALL
Systemn Default Allow IPvé Form WAN To ZyWALL

Systemn Default Allow IPvé From any To ZyWALL

Zyxel Device. Then, click Apply to save the changes.

@ Object ¥ > Service ¥ > Semice Group ~
Configuration
Name
Description

Member List

Available

S5L

O select Al
SSLVPN

Defauli_Allow_WAMN_Tc

System Default Allow From WAN To ZyWALL

Member

O select Al
Object
T O AH
| O Esp
O Ke
O NATT
Group

Some changes were made

What do you want to do then?

=] -

IKEv2

Go to User & Authentication > User/Group > User, and click Add under User to create a VPN user

account.
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User
+ Add H
[0 Name * User Type = Descripfion + Created Date + Password Changed Date = Reference ~
O zyxel_vpn user 2024-11-01 14:10 2024-11-01 14:10 2
O radius-users ext-user Built-in = 0
0O Idop-users ext-user Built-in - 0
0O  ad-users ext-user Built-in - 0

2 Seta VPN user name and password, then click Apply to save your changes. Note down the account name
and password for future remote access authentication.

@ User & Authentication ~ > User/Group ~ > User ~

Profile Management

User Name yxel_vpn

User Type User -

Password sees

Retype cene

Description

Email 1

Email 2

Mobile Nurmber

Authentication Timeout Setfings @® Use Default Settings O Use Manual Settings
Lecse Time 1440 minutes
Reauthentication Time 1440 minutes

Two-facter Authentication

Some changes were made

What do you want to do then?

Cunce' m

3 To configure IKEv2 VPN on the Zyxel Device, go to VPN > IPSec VPN > Remote Access VPN and enable
IKEv2 VPN.
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(€) VPN = = PlecVWPN = = Remote AccesVEN

Site to Site VPN Remote Access VPN

General Setfings

Zyxels remote VPN solufion uses leading IPSec/IKEVZ [EAP-MSCHAPVE) encryption. supported by Secubxtender VPN Client. You can alse use native clients built info Windows, Android. macOS and i0S.

Enable c)
Extender VPN Client Software @ m m
VPN Configuraticn Download for Native VPN 4 i0S/macos & Android (srongSwan)
Client

Incoming Interface

@ Interface gel (WAN) -

Q) Domain Name | IF

MAT Traversa [ ]

Zone Fiac_VFN s @

Cerlificate for VPN Validafion

@ Auto

Clients will use VPN to access

Q Internet and Local Networks (Full Tunnal)
L]
@ Local Metworks Cnly (Spiit Tunnel)
Local Network 192.168.100.0/24

Client Network
F Address Pool 192.168.50.0/24
First DNS Server @ IywALL

O Custom Defined

Second DNS Server
Auvthenficafion @

Primary Server local -
Some changes were made

Secondary Server none - What do you want to do then?

Follow the table below to configure the VPN > IPSec VPN > Remote Access VPN screen.

Table 112 IKEv2 VPN Screen Configuration

LABEL DESCRIPTION
Enable Click this to the right to enable SSL VPN.
Interface Select an interface for incoming traffic to your Zyxel Device.

Clients will use VPN to | Internet and Local Networks (Full Tunnel) - Select this to encrypt all traffic
access through the VPN.

Local Networks Only (Split Tunnel) - Select this to only encrypt traffic going to
networks behind the Zyxel Device. Enter an IPv4 address in CIDR notation, for
example, type IP address 192.168.51.0/24. Traffic going to the Internet from this IP
address is encrypted, and not encrypt traffic going to the Internet through the
Zyxel Device.

User Select the user account you created in step 2 to allow IKEv2 VPN access

4 Click Apply to save your changes.

5 Send authentication details to the home user.
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13.5.2 Home User Setup

The administrator has now finished setting up the VPN configuration on the Zyxel Device. Now, the home
user needs to set up a VPN client software on their computer or mobile device to connect to the office
network. See Table 110 on page 231 for VPN software options for home user and more details.

SecuExtender

SecuExtender is a Zyxel subscription-based VPN client.

Home users using SecuExtender need the following:

e The SecuExtender VPN client software: They should get this from the Zyxel Device administrator, who

downloads it from the VPN > IPSec VPN > Remote Access VPN > Get SecuExtender VPN Client
Software screen. Alternatively, you can download it directly from the Zyxel website.

« VPN account username and password: They should get this from the Zyxel Device administrator, who
sets it in the User & Authentication > User/Group > User screen.

Follow these steps to establish a VPN connection to the office’s network through SecuExtender:

1 Unzip, install, and open the SecuExtender VPN Client on your computer. Click Configuration > Get from
Server, then enter the parameters as described below and click Next.

Note: You must log in with an account of type User, not Local Administrator.

LABEL DESCRIPTION

Gateway Address Enter the WAN IP address of the Zyxel Device.

Authentication Set as Login + Password.

Login/Password Enter the username and password the Zyxel Device administrator gave.
%W VPN Configuration Server Wizard *

Step 1: Authentication
What are the parameters of the VPN Server Connection? @ ‘ )

You are going to download your VPN Configuration from the VPN Corfiguration Server.
Enter below the authentication information required for the connection to the server.

Gateway Address: |152.1EE.1DD.1 | Port: |443 |

Authertication: |Login + Password w |

Login: |Mel_vpn |

Password: |"" |

Next > Cancel

2 The following screen appears, click OK.
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W' VPN Configuration Server Wizard *

Configuration successful : n

The VPN Configuration is successfully retrieved from the VPN server.

Right click on the VPN policy you just created, then click Open tunnel to establish a remote VPN
connection.

%" SecuExtender VPN Client — [m] X

Configuration Tools 7

VPN GLIENT
sec_policy1_RemoteAccess: Child SA

[E] veN Configuration Chid SA  Advanced Automation Remote Sharing IPV4 il
E = KEV2

Traffic sel

Open tunnel Ctrl+0 s = B B i
Export
Subnet address ~
Copy Ctrl+C
[i=rera F? fess | 132 . 168 . 100 . O
Delete Del Lok [ 255 . 255 . 255 . 0
Reguest configuration from the gateway
Cry

Encryption | AES CBC 128

2
&
&
<||¢

Integrity
Diffie-Hellman | Auto v
Extended Sequence Number |No -

Lifetime

Child 5A Lifetime | 28512 sec,

< >

@ VPN Client ready

Re-enter the user name and password, then click OK. The icon next to the VPN policy turns green. You
can now access the office network through the Zyxel Device.
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W SecuExtender VPN Client - ] x
Configuration  Tools 7
VPN CLIENT
sec_policy1_RemoteAccess: Child SA
[E] vPN Configuration Child SA  advanced Automation Remote Sharing IPV4
= KEV2
El-00 RemoteAccess
. I
LB sec_policyl RemoteAcces Traffic
-0 ssL VPN Client address | 192 . 188 . 50 . 1
Addrese type | Subnet address ~
Subnetmask | 255 . 255 . 255 . 0
1 Request configuration from the gateway
Cryptography
Encryption |AES CBC 128 e
Extended Sequence Number |No ~
Lifetime
Child 5A Lifetime | 28512 sec.
< >
@ VPN Client ready

OpenVPN Connect

Follow these steps to establish a VPN connection to the office’s network through OpenVPN Connect:

Home users using OpenVPN Connect need the following:
» The OpenVPN Connect client software.

e The VPN account username and password: They should get this from the Zyxel Device administrator,
who sets it in the User & Authentication > User/Group > User screen.

« The OVPN configuration file: They should get this from the Zyxel Device administrator, who downloads
it from the VPN > SSL VPN screen.

Go to the OpenVPN Connect website and download the OpenVPN Connect client for your computer’s
operation system.
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MNEW  Webinar: Clustering with Access Serve Q Community Support Login
(1) OPENVPN’ Products v Solutions v Resources v Partners ~ Apps Pricing Request a Demo Get Started for Free

_— OPENVPH

Download the official OpenVPN Connect client software
developed and maintained by OpenVPN Inc.

Windows MacOs Linux Android i0s Chrome0S

Download OpenVPN Connect for Windows
X

Help

l Installation instructions and alternative versions ‘ °

Run the OpenVPN Connect client on your computer. Click Browse and import the .OVPN file provided by

Zyxel Device administrator.

OpenVPN Connect

Get connected

Drag and drop to upload *OVPN profile
You can import only one profile at a time.

[c)

(@ Don't have “ovpn’ file?

In the Username field, enter the VPN user name the Zyxel Device administrator set. Click Connect to
connect your computer to the office network.
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OpenVPN Connect

4 Imported Profile

Profile Mame
[SSLVPN_client_config]

Server Hostname (locked)
Username
zyxel_vpn

[0 save password

PROFILES CONNECT

5 Enter the VPN user password provided by the Zyxel Device administrator.

Enter password

Profile: [SSLVPN_client_config]

Password

USG FLEX H Series User's Guide

241



Chapter 13 IPSec VPN

6 Your home computer can now access the office network through the Zyxel Device.

OpenVPN Connect

— Profiles

CONNECTED

[SSLVPN_client_config ]

CONNECTION STATS

39.9KB/s

0B/s

1.33 KB/S 298 KB/S

00:04:19 10 sec ago

You

koala

The IPSec VPN Client on Your Computer
Use the built-in VPN client in Windows, macOS, iOS, or Android (strongSwan).
Home users using the IPSec VPN client on their computers need the following:

« Configuration file: They should get this from the Zyxel Device administartor, who downloaded it from
the VPN > |[PSec VPN > Remote Access VPN screen.

Follow these steps to establish a VPN connection to the office’s network through the IPSec VPN client on a
computer with a Windows operating system:

1 Obtain the configuration file, VPN account nhame and password from the Zyxel Device administrator.

2 Unzip and open the configuration file, then double-click on the .bat file to set up the certificate for the VPN

connection.
MName Date modified Type Size
|=| Readme 14/11/2024 18:26 Text Document 1KB
Remotefccess_Win_Remotefccess 2:26 Windows Batch File 3KB
[l RemoteAccess_ Win_Remotedccess 14/11/2024 18:26 Security Certificate 1KB

3 A command-line interface will appear, showing the status of the VPN connection. To connect to the office
network, click the Internet access icon, then click Connect next to the RemoteAccess network.
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4

5

Type here to search

ToDefault to reset Custom Encryption

0% Work VPN

033 RemoteAccess

ected

afﬁ ADHBU_5G

Bﬁ TigerBestFUT

(7 Zyxe

_ ﬁﬁ Gordon_!

Netw Internet

bg i
Mobile
Airplane mode  hotspot

10:28 AM
A D B

Enter the username and password provided by the administrator in the pop-up window, then click OK.

Windows Security

Sign in

*

zyxel_vpn

Domain:

The user name or password is incorrect.

0K

Cancel

The following screen indicates you are now connected to the office network.
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Work VPN

RemoteAccess
Connected

Disconnect

ADHBU_5G

TigerBestFUT

ZyXEL

Gordon_WiFi_2.4G

c & Intermet settings

g b
Mobile
Airplane mode  hotspot

13.5.3 Testthe VPN Connection

To test if the home user's computer can successfully connect to the office’s network, they should open
the Command Prompt and ping the IP address of a device in the LAN. If the connection is successful, the
following result will appear.

E¥ Command Prompt - O *
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CHAPTER 14
SSL VPN

Use SSL VPN to allow users to use a web browser for secure remote user login. The remote users do not
need a VPN router or VPN client software.

14.1.1 What You Can Do in this Chapter

Use the VPN > SSL VPN screen (see Section 14.2 on page 246) to configure a SSL access policy.

14.1.2 What You Need to Know

Full Tunnel Mode

In full tunnel mode, a virtual connection is created for remote users with private IP addresses in the same
subnet as the local network. This allows them to access network resources in the same way as if they
were part of the internal network.

Figure 169 Network Access Mode: Full Tunnel Mode
LAN (192.168.1.X)

File Eit Viee F

M
Back

" Porvard ~

el —y

Split Tunnel Mode

hitps://192.168.1.100

“ Internet ! ——

—
——

A\
I
I
I

In split tunnel mode, only the traffic going to the networks behind the Zyxel Device is encrypted. Traffic
going to the Internet from the remote client does not go through the Zyxel Device and is not encrypted.
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Figure 170 Network Access Mode: Split Tunnel Mode
LAN (192.168.1.X)

=

File Bt View o

e -
Back Forward

SSL VPN Policy

Internet ——- I

An SSL VPN policy allows the Zyxel Device to perform the following tasks:

« limit user access to specific applications or file sharing server on the network.

« allow user access to specific networks.

« assign private IP addresses and provide DNS/WINS server information to remote users to access
internal networks.

SSL Access Policy Objects

The SSL access policies reference the following objects. If you update this information, in response to
changes, the Zyxel Device automatically propagates the changes through the SSL policies that use the
object(s). When you delete an SSL policy, the objects are not removed.

Table 113 Objects

OBJECT

OBJECT TYPE SCREEN DESCRIPTION
User Accounts User Account/ | Configure a user account or user group to which you want to apply this SSL
User Group access policy.
Application SSL Configure an SSL application object to specify the type of application and the
Application address of the local computer, server, or web site SSL users are to be able to
access.

IP Pool Address Configure an address object that defines a range of private IP addresses to
assign to user computers so they can access the internal network through a VPN
connection.

Server Address Configure address objects for the IP addresses of the DNS and WINS servers that

Addresses the Zyxel Device sends to the VPN connection users.

VPN Network Address Configure an address object to specify which network segment users are allowed

to access through a VPN connection.

Please note that you cannot delete an object that is referenced by other settings.

14.2 The SSL VPN Screen

Configure the settings in this screen to create a new or edit an existing SSL access policy.
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SecuExtender is a Zyxel subscription-based VPN client. A remote access VPN client must have
SecuExtender VPN client installed on his device and uses a supported computer operating system. The
supported computer operating systems are:

e Window 10 (64-bit) and later versions.

e macOS 10.15 and later versions.

Make sure the settings configured on the SSL VPN client matches the settings you configured on the Zyxel
Device.

Click VPN > SSL VPN to open the following screen.
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Figure 171 VPN > SSL VPN

(© ven = > ssLven

General Settings

Zyxel Remote VPN works with the SecuExtender VPN client and is also compatible with the OpenVPN Connect client.

Enable a»o

SSL VPN Configuration Download

VPN Server Address

Type Interface »
Interface gel (WAN) -

Server Port 10443

Zone SSLVPN s 0

Clients will use VPN to access

O Internet and Local Networks (Full Tunnel)

i}
@ Local Networks Only (Split Tunnel)

Local Networks

-+ Add

1 MNetwork ®

No data
Client Network
IP Address Pool 192.168.51.0/24
First DNS Server ® ZyWALL
O Custom Defined

Second DNS Server
Authentication @
Primary Server local v
Secondary Server none b
User 7 0

Advanced Settings ~

Minimum TLS Version 1.2 v

Generate Certificate
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The following table describes the labels in this screen.

Table 114 VPN > SSL VPN

LABEL DESCRIPTION
Enable Click the switch to enable the SSL access policy.
Download Click to download a VPN configuration script to send to clients using SecuExtender VPN

client or OpenVPN Connect VPN client.
The supported operating systems for SecuExtender are:

* Windows 10 (64-bit) and later versions.
¢ macO0S 10.15 and later versions.

VPN Server Address

Type Select the method the Zyxel Device uses for incoming traffic from remote clients.
« Interface: Use the public IP address of the interface.
+« Domain Name: Use a domain name. Select this if DDNS is assigning a dynamic IP address
to the interface (for example, vpn.zyxel.com).
Interface Select an interface from the drop-down list box for incoming traffic to your Zyxel Device.
DNS Name Enter the domain name (for example, vpn.zyxel.com) if you're using DDNS to assign the

interface a dynamic IP address.

Server Port

Specify the server port of the Zyxel Device for full tunnel mode SSL VPN access. Leave this
field to default settings unless it conflicts with another interface.

Zone

Select the security zone into which to add this VPN connection policy. Any security rules or
settings configured for the selected zone apply to this VPN connection policy.

Clients will use VPN
to access

Internet and Local
Networks (Full
Tunnel)

Select this to encrypt all traffic through the VPN.

Enable Auto SNAT to allow the Zyxel Device to rewrite the source address of packets being
sent to the interface's IP address.

Local Networks
Only (Split
Tunnel)

Select this to only encrypt traffic going to networks behind the Zyxel Device.

Enter an IPv4 address in CIDR notation, for example, type 192.168.1.1/24. Traffic going to the
Internet from this IP address is encrypted. Traffic going to the Internet from the remote client
does not go through the Zyxel Device is not encrypted.

Client Network

IP Address Pool

Enter an IPv4 address in CIDR notation, for example, type 192.168.1.1/24. The IP address pool
is used to assign IP addresses to the VPN clients.

The SSL VPN IP pool should not overlap with IP addresses on the Zyxel Device's local
networks and the SSL user's network.

First DNS Server

Specify the IP address of the DNS server whose information the Zyxel Device sends to the
remote users. This allows them to access devices on the local network using domain names
instead of IP addresses.

ZyWALL- the VPN clients use the IP address of the interface you specified in the SSL VPN
rule and the Zyxel Device works as a DNS relay.

Custom Defined- enter a static IPv4 address

Second DNS
Server

Enter a secondary DNS server IP address that is checked if the first one is unavailable.

Authentication

You must first create a server in User & Authentication > AAA Server for it to display in the
following fields.

« If you have one authentication server, it can be on the Zyxel Device (local) or an external
AAA server.

« [If you have two authentication servers, one of them must be on the Zyxel Device (local).
You cannot use two external AAA servers.
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Table 114 VPN > SSL VPN (continued)

LABEL

DESCRIPTION

Primary/
Secondary Server

Select local or a specified AAA server from the drop-down list box for the Zyxel Device to use
for authentication.

User

Select or create a user or user group that can connect to this SSL access policy.
The User Type must be: User, External User, and External Group User.

See Table 200 on page 426 for more information on user accounts.

Note: SecuExtender VPN clients must log in with an account of type User in the
Menu > Configuration > Get from Server screen.

Advanced Settings

Minimum TLS
Version

Select the minimum TLS version required for this SSL access policy. TLS connections using a
version lower than the selected one will be blocked.

The Zyxel Device requires a TLS 1.2 minimum to block insecure protocols (like TLS 1.0/1.1)
that have known vulnerabilities. TLS 1.3 provides stronger cipher suites and more secure key
exchange methods than earlier versions.

Generate
Certificate

Click the button to have the Zyxel Device generate a certificate from the current SSL VPN
settings. This is the certificate the Zyxel Device uses to identify itself when setting up the SSL
VPN tunnel.

If you change the SSL VPN settings, the Generate Certificate button displays. Click Generate
Certificate to generate a new certificate from the new SSL VPN settings. Please note that
VPN clients cannot connect to the SSL VPN tunnel while the Zyxel Device is generating
certificate.

If you change the SSL VPN settings and generate a new certificate from the new SSL VPN
settings, all connected SSL VPN clients have to update their SSL VPN settings so their SSL
VPN settings match the Zyxel Device SSL VPN settings.

Apply

Click Apply to save your changes back to the Zyxel Device.

Cancel

Click Cancel to exit this screen without saving.
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CHAPTER 15
Tailscale

15.1 Overview

The Zyxel Device supports Tailscale, a site-to-site mesh VPN (Virtual Private Network) service that
connects client devices (computer, smartphone, router, firewall) across different networks.

15.1.1 What You Can Do in this Chapter

Use the VPN > Tailscale screen (see Section 15.2 on page 252) to configure Tailscale settings.

15.1.2 What You Need to Know

By default, Tailscale only routes traffic between client devices running Tailscale and does not protect
public Internet traffic. However, there may be times when you want to route traffic from the Tailscale VPN
to the public Internet, such as when you need access to an online service only available in another
country.

In the following figure, the Tailscale server (TS) creates a mesh network, allowing each client device to
connect directly with others, resulting in lower latency. The Zyxel Device act as the exit node (E) to route
the VPN traffic to the public Internet.

Figure 172 Tailscale Example Topology

TS
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15.2 The Tailscale Screen

Use this screen to configure Tailscale settings. Click VPN > Tailscale to open this screen.

Figure 1773 VPN > Tailscale

e "
* VPN w ) Talscole w

General Seftings

Zyxel's Tallscale VPN solufion is compatible with the Tailscale VPN client, which is built into Windows, macCS, Andreid, and i03. and can be maenaged through the Tailscale Portal m

Enable [ o]

Server Port

Roufing
As an Exit Node aJo
Adverfised Networks

+ Add

Network *

Mo data

Advanced Seffings -~

Some changes were made

What do you wont fo do then?

=n - |

The following table describes the labels in this screen.

Table 115 VPN > Tailscale

LABEL DESCRIPTION

General Settings

Enable Enable this to run Tailscale on the Zyxel Device so that VPN clients with Tailscale software
can establish a VPN connection.

Auth Keys Input the authentication key from the Tailscale admin console here. You cannot reuse an
authentication key. You should disable key expiry in the Tailscale admin console. After you
click Apply the Revoke button appears.

Revoke Click Revoke to disconnect and log out from Tailscale. To reconnect to Tailscale, you will
need to log into Tailscale again and create a new authentication key to enter in Auth Keys.
Server Port Enter the port number for the Tailscale service. The default port number is 41641.
Zone Select a Tailscale zone object for incoming or outgoing Tailscale VPN traffic.
Routing
As an Exit Node By default, Tailscale only routes VPN traffic between running client devices, but does not

route VPN traffic to the Internet. Enable this if you want Tailscale to route the client devices’
Internet traffic through the Zyxel Device. See Section 15.1.2 on page 251 for more information
about exit node.
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Table 115 VPN > Tailscale (continued)

LABEL DESCRIPTION

Advertised Networks | You must first enable Tailscale, enter the Auth Key, and click Apply in this screen to select a
SUBNET-type object.

Select an address object of host or subnet type if you want to share them with other Tailscale
VPN nodes. The selected subnets are open for access by the Tailscale network. Other client
devices in the Tailscale network that accept advertised routes can access these resources
through the Zyxel Device. This must also be configured on the Tailscale admin console.

Add Click Add to add a SUBNET-type object for other Tailscale client devices to access.

Remove Select an entry and click Remove to remove a subnet from the table.

Network This displays the subnet(s) on the Zyxel Device that other Tailscale client devices can
access.

Advanced Settings

Accept routes Enable this to accept advertised routes from other Tailscale VPN nodes. If you disable this,
the Zyxel Device can only access peer VPN nodes, but not the advertised routes of those
nodes.

Default SNAT Select this to have the Zyxel Device use the IP address of the outgoing interface as the

source IP address of the packets it sends out through its WAN trunk interfaces. The Zyxel
Device automatically adds local source IP addresses for traffic it routes from internal
interfaces to external interfaces.

Apply Click Apply to save your changes back to the Zyxel Device.

Cancel Click Cancel to exit this screen without saving.

15.2.1 Set Up a Tailscale Network

Follow these steps to set up a Tailscale network and have your Zyxel Device connect to it.

Sign Up for Tailscale

1 Go to the Tailscale website and click Get started. Alternatively, you can download and install the Tailscale
software on your network device, such as a computer or smartphone, then sign up and log in.
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+:« tailscale

Sign up with your identity provider

You'll use this provider to log in to your network (more)

that you have read

ice and Privacy Policy.

By clicking the buttons ]
understood, and agree to Tailscale’s Term

{5 sign up with Google
E® Sign up with Microsoft
) Sign up with GitHub
& Sign up with Apple

Sign up with 0IDC

Need another provider?
Contact our team to request a trial.

Connect the Zyxel Device to Tailscale

First, you need to create an authentication key for your Zyxel Device to join the Tailscale network. Go to
Settings > Keys in the Tailscale admin console, and click Generate auth key. The following screen
appears. Enter a description to identify the key, then click Generate key to create the key.
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& Machines &, Apps = Services Generate auth key X ings 17 Get started

Description
Add an optional description for the key.

@ Tailnet Settings

koala
General
Reusable
User management Use this key to authenticate more than one device. rivate, stay on your device, and are never
Device management Expiration

Number of days until this auth key expires. This will not affect the node

OAuth clients key expiry of any machine authenticated with this auth key.

Webhooks 90 _ e Generate auth key...

Contact preferences
Must be between 1and 90 days.

o TYPE
Billing
Single-use Revoke...
DEVICE SETTINGS
2. Personal Settings These settings will apply to any devices authenticated using this key.

Keys Ephemeral
Devices authenticated by this key will be automatically removed
after going offline. Learn more 2
Tags Generate access token...
Devices authenticated by this key will be automatically tagged.
This will also disable node key expiry for the device. Learn more »

ens yet

Cancel Generate key

The following screen appears. Copy the key to the clipboard and click Done. This key will be used to
authenticate the Zyxel Device to the Tailscale network. Keep it in a safe place.

Generated new key X

Be sure to copy your new key below. It won't be shown in full
again.

tskey-auth-kpFXxwl86d11CNTRL- ]
WRVSWItENW3DZgbmrRCNw3WFd7eWjYGZa

® This key will expire on Jun 16, 2025. If you'll then want to
continue using an auth key, you'll need to generate a new one.

Done

Go to VPN > Tailscale in the Zyxel Device's Web Configurator, enable Tailscale, paste the copied key into
the Auth Keys field, then click Apply to authenticate and connect the Zyxel Device to the Tailscale
network.
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4

5

General Seftings

Enable
Auth Keys
Server Port

Routing

As an Exit Node

Advertised Networks
+ Add

Network =

Advanced Seffings
Accept routes

Default SNAT

@ VYPH +* > Taiscale ~

Zyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macOS$. Android. and iO3, and can
lbe managed through the Tailscale Portal.

&

ssssnssnsesnsns )

41641

amo

[1-65535)

No data

Some changes were made

What do you want fo do then?

C ancel m

To check if the Zyxel Device has successfully connected to the Tailscale network, go to the Machines
screen in the Tailscale admin console. Your Zyxel Device should appear in the list.

Machines

3 machines

MACHINE

usgflex100hp
koala@zyxel.com.tw

spokel
koala@zyxel.com.tw
Expiry disabled

samsung
koala@zyxel.com.tw

8 Machines & Apps

Expiry disabled Subnets @ Exit Node

Manage the devices connected to your tailnet. Learn more 2

ADDRESSES (O

= Services 2 Users (& Accesscontrols [ Logs @ DNS {8 Settings Tt Get started

Add device

Y Filters v &

VERSION LAST SEEN

XXX O KXXKKK 1.7516 ® Connected wes

Linux 4.14.207-10.3.7.0-2

XXX XK XK v 17516 e Connected s

Linux 4.14.207-10.3.7.0-2

XXX XXHXHH XHK v 1.80.2 Mar 17, 7:24 PM GMT+8 ===

Android 14

To ensure the key never expires, go to the Machines screen, click the More icon next to your Zyxel
Device, then click Disable key expiry.
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& Machines & Apps = Services 2 Users (& Accesscontrols [J Logs @ DNS {8 Settir Edit machine name... Get started

Edit machine IPv4...
Machines

Manage the devices connected to your tailnet. Learn more 2

Share...

Y Filters ~ View recent activity &

Disable key expiry

Edit route settings...

3 machines
Edit ACL tags...
MACHINE ADDRESSES VERSION
Remove...
usgflex100hp XXX XOCKXK XK v 1.7516 e e
koala@zyxel.com.tw Linux 4.14.207-10.3.7.0-2
Expiry disabled Subnets ® Exit Node
spokel KRKHHHK XXX 1.75.16 @ Connected
koala@zyxel.com.tw Linux 414.207-10.3.7.0-2
Expiry disabled
samsung XXX KK v 1.80.2 Mar 17, 7:24 PM GMT+8
koala@zyxel.com.tw Android 14

Add Subnets for Tailscale Access

Go to VPN > Tailscale in the Web Configurator, click Add Advertised Networks, and select a SUBNET-
type object to add the subnet on the Zyxel Device for the Tailscale network to access. Click the +/ icon,
then click Apply to save the settings.

@ VPN w > Taikscale «

Iyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built inte Windews, macCS3, Andreid, and iO§, and can be
managed through the Tailscale Portal.

Enable [ o]

Auth Keys L I
Server Port 41641 (1-65535)
Routing

As an Exit Node ade

Advertised Networks
-+ Add

[J Netwerk *
¥
O koala_subnetl

-
0 koala_subnet?

Advanced Seffings ~

Accept routes

Default SNAT

Some changes were made

What do you want to do then?®

=n -
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2 To approve the Zyxel Device's subnets to join Tailscale, go to the Machines screen in the Tailscale admin
console, click your Zyxel Device from the list. The following screen appears, select the subnet(s) for
Tailscale to access, and click Save.

Edit route settings of usgflex100hp X

Subnet routes

Connect to devices you can't install Tailscale on by advertising
IP ranges as subnet routes. Learn more 7

koala_subnetl
koala_subnet2

Unapprove all

Exit node

Allow your network to route internet traffic through this
machine. Learn more 2

Use as exit node

3 To have the Zyxel Device access the subnet behind other sites, go to VPN > Tailscale in the Web
Configurator and enable Accept routes and Default SNAT, and click Apply to save the changes.

@ VPN ¥ > Taibcale w

Iyxel's Tailscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macQ3, Android, and iO§, and can be
managed through the Tailscale Portal.

Enable [ o]

Auth Keys sesssenessiies 9
Server Port 41441 (1-65535)
Routing

As an Exit Node a»o

Advertised Networks
+ Add
[ Network =
O 'koczlcnfsubneﬂ
O ’koalq_subneﬂ

Advanced Seffings ~

Accept routes

Default SNAT

Some changes were made

What do you want fo do then®

=n -
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Set the Zyxel Device as an Exit Node

Set the Zyxel Device as an exit node to allow other client devices to route traffic to the Internet through the
Zyxel Device. See Section 15.2 on page 252 for more information about exit node.

1 Goto VPN > Tailscale in the Web Configurator and enable As an Exit Node on the Zyxel Device.

@ VPN ¥ > Taikcale ~

General Seftings

Iyxel's Taillscale VPN solution is compatible with the Tailscale VPN client, which is built into Windows, macOS, Android, and iOS, and can be managed through
the Tailscale Portal.

Enable &

Auth Keys B L I
Server Port 41841 (1-65535)
Routing

As an Exit Node a@eo

Advertised Networks
+ Add

[J Network =
’
[0 koalka_subnetl

v
0 koala_subnet?
Advanced Seffings ~

Accept routes

88

Default SNAT

Some changes were made

What do you want to do then?

[ Cancel

2 Go to the Machines screen in the Tailscale admin console, click your Zyxel Device from the list. The
following screen appears, select Use as exit node, and click Save.
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Edit route settings of usgflex100hp X

Subnet routes

Connect to devices you can't install Tailscale on by advertising
IP ranges as subnet routes. Learn more »

koala_subnetl
koala_subnet2

Approve all
Exit node

Allow your network to route internet traffic through this
machine. Learn more 2

Use as exit node

Cancel

3 In the machine list, your Zyxel Device will be displayed as an exit node.

S Machines & Apps = Services & Users & Accesscontrols [ Logs @ DNS &} Settings Y7 Get started
Machines
Manage the devices connected to your tailnet. Learn more 2 Add device v
Y Filters ~ &
3 machines
MACHINE ADDRESSES (O VERSION LAST SEEN
usgflex100h; XRXKHXKXAKXKA v 1.7516 @ Connected
g p
koala@zyxel.com.tw Linux 4.14.207-10.3.7.0-2
Expiry disabled Subnets @ Exit Node
spokel OO HOCXKN v 1.7516 @ Connected
koala@zyxel.com tw Linux 4.14.207-10.3.7.0-2
Expiry disabled
samsung YHOLXXKIOKXKK 1.80.2 Mar 17, 7:24 PM GMT+8
koala@zyxel.com.tw Android 14

USG FLEX H Series User's Guide

260



CHAPTER 16
Security Policy

16.1 Overview

A security policy is a template of security settings that can be applied to specific traffic at specific times.
The policy can be applied:

« to a specific direction of travel of packets (from / to)
 to a specific source and destination address objects
« to a specific type of traffic (services)

» to a specific user or group of users

« at a specific schedule
The policy can be configured:

» to allow or deny traffic that matches the criteria above

« send a log or alert for traffic that matches the criteria above

 to apply the actions configured in the profiles (application patrol, content filter, IDP, anti-malware, email
security) to traffic that matches the criteria above

The security policies can also limit the number of user sessions.

The following example shows the Zyxel Device's default security policies behavior for a specific direction
of travel of packets. WAN to LAN traffic and how stateful inspection works. A LAN user can initiate an SSH
session from within the LAN zone and the Zyxel Device allows the response. However, the Zyxel Device
blocks incoming SSH traffic initiated from the WAN zone and destined for the LAN zone.

Figure 174 Default Directional Security Policy Example

— ———————— —

16.2 What You Can Do in this Chapter

» Use the Policy Control screens (Section 16.3 on page 263) to enable or disable policies, asymmetrical
routes, and manage and configure policies.
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» Use the DoS Prevention screens (Section 16.4 on page 270) to detect traffic with protocol anomalies
and take appropriate action.

» Use the IP Spoofing Prevention screen (Section 16.5 on page 276) to bind IP addresses to MAC
addresses.

» Use the Session Control screen (Section 16.6 on page 279) to limit the number of concurrent NAT/
Security Policy sessions a client can use.

16.2.1 What You Need to Know

Stateful Inspection

The Zyxel Device uses stateful inspection in its security policies. The Zyxel Device restricts access by
screening data packets against defined access rules. It also inspects sessions. For example, traffic from
one zone is not allowed unless it is initiated by a computer in another zone first.

Zones

A zone is a group of interfaces. Group the Zyxel Device's interfaces into different zones based on your
needs. You can configure security policies for data passing between zones or even between interfaces.
Default Directional Security Policy Behavior

Security Policies can be grouped based on the direction of travel of packets to which they apply. The
Zyxel Device has default Security Policy behavior for traffic going through the Zyxel Device in various
directions.

Table 116 Directional Security Policy Behavior

FROM ZONE TO ZONE BEHAVIOR

From any to Device DHCP traffic from any interface to the Zyxel Device is allowed.

From LAN1 to any (other than Traffic from the LAN1 to any of the networks connected to the Zyxel Device is

the Zyxel Device) allowed.

From LAN2 to any (other than Traffic from the LAN2 to any of the networks connected to the Zyxel Device is

the Zyxel Device) allowed.

From LAN1 to Device Traffic from the LAN1 to the Zyxel Device itself is allowed.

From LAN2 to Device Traffic from the LAN2 to the Zyxel Device itself is allowed.

From WAN to Device The default services listed in To-Device Policies are allowed from the WAN to the
Zyxel Device itself. All other WAN to Zyxel Device traffic is dropped.

From any to any Traffic that does not match any Security policy is dropped. This includes traffic
from the WAN to any of the networks behind the Zyxel Device.
This also includes traffic to or from interfaces that are not assigned to a zone
(extra-zone traffic).

To-Device Policies
Policies with Device as the To Zone apply to traffic going to the Zyxel Device itself. By default:

e The Security Policy allows only LAN, or WAN computers to access or manage the Zyxel Device.

e The Zyxel Device allows DHCP traffic from any interface to the Zyxel Device.
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e The Zyxel Device drops most packets from the WAN zone to the Zyxel Device itself and generates a log
except for AH, ESP, GRE, HTTPS, IKE, NATT.

When you configure a Security Policy rule for packets destined for the Zyxel Device itself, make sure it
does not conflict with your service control rule. The Zyxel Device checks the security policy before the
service control rules for traffic destined for the Zyxel Device.

A From Any To Device direction policy applies to traffic from an interface which is not in a zone.

Global Security Policies

Security Policies with from any and/or to any as the packet direction are called global Security Policies.
The global Security Policies are the only Security Policies that apply to an interface that is not included in a
zone. The from any policies apply to traffic coming from the interface and the to any policies apply to
traffic going to the interface.

Security Policy Rule Criteria

The Zyxel Device checks the schedule, user name (user's login name on the Zyxel Device), source IP
address and object, destination IP address and object, IP protocol type of network traffic (service) and
Security Service profile criteria against the Security Policies (in the order you list them). When the traffic
matches a policy, the Zyxel Device takes the action specified in the policy.

User Specific Security Policies

You can specify users or user groups in Security Policies. For example, to allow a specific user from any
computer to access a zone by logging in to the Zyxel Device, you can set up a policy based on the user
name only. If you also apply a schedule to the Security Policy, the user can only access the network at the
scheduled time. A user-aware Security Policy is activated whenever the user logs in to the Zyxel Device
and will be disabled after the user logs out of the Zyxel Device.

High CPU Usage Caused by Excessive Logging

Logging too many security policies may cause high CPU usage and obscure useful information. For
example, logging “any—-any” security policies can quickly overload system resources. To reduce CPU
usage due to logs, do the following:

 In Security Policy > Policy Control, just log dropped or rejected policies that you need to monitor.
« Inthe Security Services menus, only log dropped or rejected packets for critical services.

* InLog & Report > Log Setting, only enable important Log Categories, enable Log Consolidation and set
the Consolidation Interval to the maximum (600 seconds).

16.3 The Security Policy Screen

Asymmetrical Routes

If an alternate gateway on the LAN has an IP address in the same subnet as the Zyxel Device's LAN IP
address, return traffic may not go through the Zyxel Device. This is called an asymmetrical or “triangle”
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route. This causes the Zyxel Device to reset the connection, as the connection has not been
acknowledged.

You can have the Zyxel Device permit the use of asymmetrical route topology on the network (not reset
the connection). However, allowing asymmetrical routes may let traffic from the WAN go directly to the
LAN without passing through the Zyxel Device. A better solution is to use virtual interfaces to put the Zyxel
Device and the backup gateway on separate subnets. Virtual interfaces allow you to partition your network
into logical sections over the same interface. See the chapter about interfaces for more information.

By putting LAN 1and the alternate gateway (A in the figure) in different subnets, all returning network

traffic must pass through the Zyxel Device to the LAN. The following steps and figure describe such a
scenario.

1 A computer on the LAN1 initiates a connection by sending a SYN packet to a receiving server on the WAN.
2 The Zyxel Device reroutes the packet to gateway A, which is in Subnet 2.
3 The reply from the WAN goes to the Zyxel Device.

4 The Zyxel Device then sends it to the computer on the LAN1in Subnet 1.

Figure 175 Using Virtual Interfaces to Avoid Asymmetrical Routes

ISP 1 "Internet

ISP 2

\Subne’r 2 3 JA

—————————— — ——

16.3.1 Configuring the Security Policy Control Screen

Click Security Policy > Policy Control to open the Policy Control screen. Use this screen to enable or
disable the security policies and asymmetrical routes, set a maximum number of sessions per host, and
display the configured Security Policies. Specify from which zone packets come and to which zone
packets travel to display only the policies specific to the selected direction. Note the following.

» Besides configuring the security policies, you also need to configure NAT rules to allow computers on
the WAN to access LAN devices.

» The Zyxel Device applies NAT (Destination NAT) settings before applying the security policies. So for
example, if you configure a NAT entry that sends WAN traffic to a LAN IP address, when you configure
a corresponding security policy to allow the traffic, you need to set the LAN IP address as the
destination.
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« The ordering of your policies is very important as policies are applied in sequence.

The following screen shows the Policy Control summary screen.

Figure 176 Security Policy > Policy Control
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The following table describes the labels in this screen.

Table 117 Security Policy > Policy Control

LABEL

DESCRIPTION

General Settings | Enable or disable the policy control feature on the Zyxel Device.

Allow
Asymmetrical
Route

If an alternate gateway on the LAN has an IP address in the same subnet as the Zyxel Device's
LAN IP address, return traffic may not go through the Zyxel Device. This is called an asymmetrical
or “triangle” route. This causes the Zyxel Device to reset the connection, as the connection has
not been acknowledged.

Select this check box to have the Zyxel Device permit the use of asymmetrical route topology on
the network (not reset the connection).

Note: Allowing asymmetrical routes may let traffic from the WAN go directly to the LAN
without passing through the Zyxel Device. A better solution is to use virtual
interfaces to put the Zyxel Device and the backup gateway on separate subnets.

Add Click this to create a new entry. Select an entry and click Add to create a new entry after the
selected entry.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the entry’s
settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms if you want to remove
it before doing so.

Active To turn on an entry, select it and click Activate.

Inactive To turn off an entry, select it and click Inactivate.

Move to To change a policy’s position in the numbered list, select the policy and click Move to display a
field to type a number for where you want to put that policy and press [ENTER] to move the policy
to the number that you typed.

The ordering of your policies is important as they are applied in order of their numbering.

Copy to You can create a new policy by copying an existing one to a new position, and then editing it.

Select an existing policy and click Copy to display a field to type a number for where you want to
put that policy, then press [ENTER] to copy the policy to the number that you typed.

After copying it, edit it to change it from the one copied.
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Table 117 Security Policy > Policy Control (continued)

LABEL DESCRIPTION
Search Type an item in the search box, then click this to display all sessions in the table below according
to the item you typed.
Clear All Click this to remove all items found in the search.
Filter Click the Filter icon ||, click + to expand Policy Match, pick a filter, then click Find to display

specific sessions according to the filter selected. You may select multiple filters, but just one of
each type, configured one at a time.

Add Filter

User

packet direction.

The following read-only fields summarize the policies you have created that apply to traffic traveling in the selected

Status

This icon is lit when the entry is active and dimmed when the entry is inactive.

Priority

This is the position of your Security Policy in the global policy list (including all through-Zyxel
Device and to-Zyxel Device policies). The ordering of your policies is important as policies are
applied in sequence. Default displays for the default Security Policy behavior that the Zyxel
Device performs on traffic that does not match any other Security Policy.

Name

This is the name of the Security policy.

From / To

This is the direction of travel of packets. Select from which zone the packets come and to which
zone they go.

Security policies are grouped based on the direction of travel of packets to which they apply. For
example, from LAN to LAN means packets traveling from a computer or subnet on the LAN to
either another computer or subnet on the LAN.

From any displays all the security policies for traffic going to the selected To Zone.
To any displays all the security policies for traffic coming from the selected From Zone.
From any to any displays all of the security policies.

To ZyWALL policies are for traffic that is destined for the Zyxel Device and control which
computers can manage the Zyxel Device.

Source

This displays the IPv4 source address object, including geographic address and FQDN (group)
objects, to which this Security Policy applies.

Destination

This displays the IPv4 destination address object, including geographic address and FQDN
(group) objects, to which this Security Policy applies.

Service

This displays the service object to which this security policy applies.

User

This is the user name or user group name to which this security policy applies.

Schedule

This field tells you the schedule object that the policy uses. none means the policy is active at all
times if enabled.

Action

This field displays whether the security policy silently discards packets without notification
(deny), permits the passage of packets (allow) or drops packets with notification (reject)

Log

Select whether to have the Zyxel Device generate a log (log), log and alert (log alert) or not (no)
when the policy is matched to the criteria listed above.

Profile

This field shows you which security service profiles (application patrol, content filter and SSL
inspection) apply to the policy control rule. Click the icon to edit the profile directly.
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16.3.2 The Policy Control Add/Edit Screen

In the Policy Control screen, click the Edit or Add icon to display the Policy Control Edit or Add screen.

Figure 177 Security Policy > Policy Control > Add
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The following table describes the labels in this screen.

Table 118 Security Policy > Policy Control > Add

LABEL

DESCRIPTION

Enable

Select this check box to activate the policy control.

Name

Type a name with 1to 30 single-byte characters to identify the policy, including a-zA-Z0-9.
Special characters and spaces are not allowed.

Description

Enter a descriptive name of 1to 30 single-byte characters for the policy, including spaces and 0-
9a-zA-ZI"H$ % ()*+,-/:;=2@_

&.<>[\]*{|} are not allowed.

From

To

For through-Zyxel Device policies, select the direction of travel of packets to which the policy
applies.

any means all interfaces.

ZyWALL means packets destined for the Zyxel Device itself.
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Table 118 Security Policy > Policy Control > Add (continued)

LABEL DESCRIPTION

Source Select an IPv4 address or address group object, including geographic address and FQDN (group)
objects, to apply the policy to traffic coming from it. Select any to apply the policy to all traffic
coming from IPv4 addresses.

Note: If you select an FQDN address with a wildcard in this field, the rule might not be
applied because an FQDN with a wildcard cannot cache IP addresses using DNS
queries on the Zyxel Device.

Destination Select an IPv4 address or address group, including geographic address and FQDN (group)
objects, to apply the policy to traffic going to it. Select any to apply the policy to all traffic going to

IPv4 addresses.

Service Select a service or service group from the drop-down list box.
User This field is not available when you are configuring a to-Zyxel Device policy.

Select a user name or user group to which to apply the policy. The Security Policy is activated only

when the specified user logs into the system and the policy will be disabled when the user logs

out.

Otherwise, select any and there is no need for user logging.

Note: If you specified a source IP address (group) instead of any in the field below, the
user’s IP address should be within the IP address range.

Schedule Select a schedule that defines when the policy applies. Otherwise, select none and the policy is
always effective.
Action Use the drop-down list box to select what the Security Policy is to do with packets that match this

policy.

Select deny to silently discard the packets without sending a TCP reset packet or an ICMP
destination-unreachable message to the sender.

Select reject to discard the packets and send a TCP reset packet or an ICMP destination-
unreachable message to the sender.

Select allow to permit the passage of the packets.

Log matched
traffic

Select whether to have the Zyxel Device generate a log (log), log and alert (log alert) or not (no)
when the policy is matched to the criteria listed above.

Profile Use this section to apply anti- x profiles (created in the Security Services screens) to traffic that
matches the criteria above. You must have created a profile first; otherwise none displays.
Use Log to generate a log (log), log and alert (log alert) or not (no) for all traffic that matches
criteria in the profile.
Application Select an Application Patrol profile from the list box; none displays if no profiles have been created
Patrol in the Security Service > App Patrol screen.
Content Select a Content Filter profile from the list box; none displays if no profiles have been created in
Filter the Security Service > Content Filter screen.
SSL Select an SSL Inspection profile from the list box; none displays if no profiles have been created in
Inspection the Security Service > SSL Inspection screen.
Apply Click Apply to save your changes back to the Zyxel Device.
Cancel Click Cancel to return the screen to its last-saved settings.
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16.3.3 Example: Allow a Server to Ping the Zyxel Device Without Creating

Logs

A server on the LAN pings the Zyxel Device every 15 seconds to check if the Zyxel Device is connected to
the Internet. The Zyxel Device creates a log every time the server pings it. You want to allow the server to

ping the Zyxel Device without creating so many logs.

This example uses the parameters given below.

Table 119 Address Object Configuration Example

NAME ADDRESS TYPE IP ADDRESS
Server Host 2.2.2.2
Table 120 Security Policy Configuration Example
NAME FROM TO source | RESTINATIO sepyice |AcTiON | LoG
LAN_to_Device | LAN ZyWALL Server Any Ping Allow No

Go to Object > Address > Address and click Add.

Configure the settings using the parameters given in Table 119 on page 269. Click Apply to save your

changes.

Configuration

MName

Description

Address Type

IP Addrass

(%]
g
@

HOET -

2
[
i
[

Go to Security Policy > Policy Control and click Add.

Configure the settings using the parameters given in Table 120 on page 269. Set Log to no so when the
server pings the Zyxel Device, the Zyxel Device will not create logs. Click Apply to save your changes.
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Configuration

Enable ()

Mame LAN_to_Device

Description

From LAan /

To YA 7

Source Server &

Desfination any 4

Service PING v

Use an 4

Schedule nons 4

Action allo v
\

16.4 DoS Prevention Overview

DoS attacks can flood your Internet connection with invalid packets and connection request, using so
much bandwidth and so many resources that Internet access becomes unavailable. The goal of DoS
attacks is not to steal information, but to disable a device or network on the Internet.

DoS prevention protects against anomalies based on violations of protocol standards (RFCs — Requests for
Comments) and abnormal flows such as port scans. This section introduces DoS prevention profiles and
applying a DoS prevention profile to a traffic direction.

Traffic Anomalies

Traffic anomaly policies look for abnormal behavior or events such as port scanning, sweeping or network
flooding. They operate at OSl layer-3 and layer-4. Traffic anomaly policies may be updated when you
upload new firmware.

Note: First, create a DoS prevention profile in the In the Security Policy > DoS Prevention >
Profile screen. Then, apply the profile to traffic originating from a specific zone in the
Security Policy > DoS Prevention > DoS Prevention Policy screen.
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16.4.1 The DoS Prevention Policy Screen

Click Security Policy > DoS Prevention > DoS Prevention Policy to display the next screen.

Figure 178 Security Policy > DoS Prevention > DoS Prevention Policy
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The following table describes the labels in this screen.

Table 121 Security Policy > DoS Prevention > DoS Prevention Policy

LABEL DESCRIPTION
General Settings
Enable Anomaly Detection Select this to enable traffic anomaly and protocol anomaly detection and prevention.
and Prevention
Add Select an entry and click Add to append a new row beneath the one selected. ADP
policies are applied in order (Priority) shown in this screen
Edit Select an entry and click this to be able to modify it.
Remove Select an entry and click this to delete it.
Active To turn on an entry, select it and click Activate.
Inactive To turn off an entry, select it and click Inactivate.
Move To change an entry’s position in the numbered list, select it and click Move to display
a field to type a number for where you want to put that entry and press [ENTER] to
move the entry to the number that you typed.
Status The activate (light bulb) icon is lit when the entry is active and dimmed when the entry
is inactive.
Priority This is the rank in the list of anomaly profile policies. The list is applied in order of
priority.
Name This is the name of the anomaly profile policy.

USG FLEX H Series User's Guide

271




Chapter 16 Security Policy

Table 121 Security Policy > DoS Prevention > DoS Prevention Policy

LABEL

DESCRIPTION

From

This is the direction of travel of packets to which an anomaly profile is bound. Traffic
direction is defined by the zone the traffic is coming from.

Use the From field to specify the zone from which the traffic is coming. Select
ZyWALL to specify traffic coming from the Zyxel Device itself.

From LAN means packets traveling from a computer on one LAN subnet to a
computer on another subnet via the Zyxel Device's LAN1 zone interfaces. The Zyxel
Device does not check packets traveling from a LAN computer to another LAN
computer on the same subnet.

From WAN means packets that come in from the WAN zone and the Zyxel Device
routes back out through the WAN zone.

Note: Depending on your network topology and traffic load, applying every
packet direction to an anomaly profile may affect the Zyxel Device's
performance.

Anomaly Profile

An anomaly profile is a set of anomaly policies with configured activation, log and
action settings. This field shows which anomaly profile is bound to which traffic
direction. Select an ADP profile to apply to the entry's traffic direction. Configure the
ADP profiles in the ADP profile screens.

16.4.2 The DoS Prevention Profile Screen

Create new DoS prevention profiles in the Security Policy > DoS Prevention > Profile screens.

When creating DoS prevention profiles. you may find that certain policies are triggering too many false
positives or false negatives. A false positive is when valid traffic is flagged as an attack. A false negative is
when invalid traffic is wrongly allowed to pass through the Zyxel Device. As each network is different,
false positives and false negatives are common on initial DoS prevention deployment.

To counter this, you could create a ‘monitor profile that creates logs, but all actions are disabled. Observe
the logs over time and try to eliminate the causes of the false alarms. When you're satisfied that they have
been reduced to an acceptable level, you could then create an ‘in-line profile’ whereby you configure
appropriate actions to be taken when a packet matches a policy.

DoS prevention profiles consist of traffic anomaly profiles. To create a new profile, click Add. Type a new
profile name, enable or disable individual policies and then edit the default log options and actions.

Click Security Policy > DoS Prevention > Profile to view the following screen.
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Figure 179 Security Policy > ADP > Profile
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The following table describes the labels in this screen.

Table 122 Security Policy > DoS Prevention > Profile

LABEL

DESCRIPTION

Profile Management

Create ADP profiles here and then apply them in the Security Policy > DoS Prevention
> DoS Prevention Policy screen.

Add Click Add to create a new profile.

Edit Select an entry and click this to be able to modify it.

Remove Select an entry and click this to delete it.

Reference Select an entry and click Reference to check which settings use the entry.
Name This is the name of the profile you created.
Description This is the description of the profile you created.

16.4.3 The Dos Prevention Profile Add/Edit Screen

DoS prevention looks for abnormal behavior such as scan or flooding attempts. In the Security Policy >
DoS Prevention > Profile screen, click the Edit or Add icon to create or edit an existing profile.
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Figure 180 Security Policy > DoS Prevention > Profile > Add/Edit
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The following table describes the labels in this screen.

Table 123 Security Policy > DoS Prevention > Profile > Add/Edit

LABEL DESCRIPTION
Name A name is automatically generated that you can edit. The name must be the same in
the DoS Prevention screens for the same DoS prevention profile. You may use 1-31
alphanumeric characters, underscores(_), or dashes (-), but the first character cannot
be a number. This value is case-sensitive. These are valid, unique profile names:
e MyProfile
e mYProfile
e Mymyl12_3-4
These are invalid profile names:
« ImYProfile
e My Profile
e MyProfile?
* Whatalongprofilename123456789012
Description In addition to the name, type additional information to help you identify this DoS

prevention profile.

Scan Detection

Scan detection, such as port scanning, tries to find attacks where an attacker scans
device(s) to determine what types of network protocols or services a device supports.

Sensitivity

Select a sensitivity level so as to reduce false positives in your network. If you choose
low sensitivity, then scan thresholds and sample times are set low, so you will have
fewer logs and false positives; however some traffic anomaly attacks may not be
detected.

If you choose high sensitivity, then scan thresholds and sample times are set high, so
most traffic anomaly attacks will be detected; however you will have more logs and
false positives.

Block Period

If the Zyxel Device detects possible scan attack packets, such as port scanning,
specify the time in seconds that the Zyxel Device blocks the source IP address from
which the packets are coming.

Active

To turn on an entry, select it and click Active.

Inactive

To turn off an entry, select it and click Inactive.

Log

To edit an item’s log option, select it and use the Log icon. Select whether to have the
Zyxel Device generate a log (Log), log and alert (Log alert) or neither (No) when traffic
matches this anomaly policy.

Action

To edit what action the Zyxel Device takes when a packet matches a policy, select the
policy and use the Action icon.

None: The Zyxel Device takes no action when a packet matches the policy.

Block: The Zyxel Device silently drops packets that matches the policy. Neither
sender nor receiver are notified.

Status

The active (light bulb) icon is lit when the entry is active and dimmed when the entry is
inactive.

Name

This is the name of the anomaly policy. Click the Name column heading to sort in
ascending or descending order according to the protocol anomaly policy name.

Log

These are the log options. To edit this, select an item and use the Log icon.

Action

This is the action the Zyxel Device should take when a packet matches a policy. To
edit this, select an item and use the Action icon.

Flood Detection

Flood detection tries to find attacks that saturate a network with a large number of
packets, use up all available bandwidth, and so aim to make communications on the
network impossible.
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Table 123 Security Policy > DoS Prevention > Profile > Add/Edit (continued)

LABEL DESCRIPTION

Block Period If the Zyxel Device detects a large number of packets, that are possibly attempting to
flood your network, specify the time in seconds that the Zyxel Device blocks the
source IP address from which the packets are coming.

Active To turn on an entry, select it and click Active.
Inactive To turn off an entry, select it and click Inactive.
Log To edit an item’s log option, select it and use the Log icon. Select whether to have the

Zyxel Device generate a log (Log), log and alert (Log alert) or neither (No) when traffic
matches this anomaly policy.

Action To edit what action the Zyxel Device takes when a packet matches a policy, select the
policy and use the Action icon.

None: The Zyxel Device takes no action when a packet matches the policy.

Block: The Zyxel Device silently drops packets that matches the policy. Neither
sender nor receiver are notified.

Status The active (light bulb) icon is lit when the entry is active and dimmed when the entry is
inactive.

Name This is the name of the anomaly policy. Click the Name column heading to sort in
ascending or descending order according to the protocol anomaly policy name.

Log These are the log options. To edit this, select an item and use the Log icon.

Action This is the action the Zyxel Device should take when a packet matches a policy. To

edit this, select an item and use the Action icon.

Threshold Select a suitable threshold level (the number of packets per second that match the
flood detection criteria) for your network. If you choose a low threshold, most traffic
anomaly attacks will be detected, but you may have more logs and false positives.

If you choose a high threshold, some traffic anomaly attacks may not be detected, but
you will have fewer logs and false positives.

Apply Click Apply to save your changes back to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.

16.5 IP Spoofing Prevention Overview

Trusted IP/MAC Pair

IP address to MAC address binding helps ensure that only the intended devices get to use privileged IP
addresses. The Zyxel Device uses DHCP to assign IP addresses and records the MAC address it assigned
to each IP address. The Zyxel Device then checks incoming connection attempts against this list. A user
cannot manually assign another IP to his computer and use it to connect to the Zyxel Device.

Suppose you configure access privileges for IP address 192.168.1.27 and use static DHCP to assign it to
Tim's computer's MAC address of 12:34:56:78:90:AB. IP/MAC binding drops traffic from any computer
trying to use IP address 192.168.1.27 with another MAC address.
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Figure 181 Trusted IP/MAC Pair Example
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16.5.1 The IP Spoofing Prevention Screen

Click Security Policy > IP Spoofing Prevention to display the IP Spoofing Prevention screen. Use this

screen to configure an interface’s IP to MAC address binding settings.

Figure 182 Security Policy > IP Spoofing Prevention
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The following table describes the labels in this screen.

Table 124 Security Policy > IP Spoofing Prevention

LABEL

DESCRIPTION

Source IP Spoofing

Prevention

Enable

Click to slide the switch to the right to enable IP spoofing prevention.

Log

Select whether to have the Zyxel Device generate a log (log), log and alert (log alert) or neither

(no) if a device connected to this interface attempts to use an IP address that is bound to another
device's MAC address.
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Table 124 Security Policy > IP Spoofing Prevention (continued)

LABEL

DESCRIPTION

Enable Interface

Select the interface to enforce links between specific IP addresses and specific MAC addresses
on this interface. This stops anyone else from manually using a bound IP address on another
device connected to this interface. Use this to make use only the intended users get to use
specific IP addresses.

Trusted IP/MAC Pair

Include DHCP
Leasing Entries

Enable this to allow traffic from devices that is listed in the current DHCP table. To manage the
list of DHCP-assigned IP addresses, click Include DHCP Leasing Entries to go to the Network >
DHCP Table screen.

Add Click this to create a new entry.

Remove Select an entry and click this to delete it.

Interface This field displays the name of the interface within the Zyxel Device.

IP Address This is the IP address that the Zyxel Device assigns to a device with the entry’s MAC address.
MAC Address This is the MAC address of the device to which the Zyxel Device assigns the entry’'s IP address.
Description This helps identify the entry.

Trusted IP

Add Click this to create a new entry.

Edit Select an entry and click this to be able to modify it.

Remove Select an entry and click this to delete it.

Object Name

This is the name of the IP address object to allow traffic.

Description This is the description of the profile you created.
Apply Click Apply to save your changes back to the Zyxel Device.
Cancel Click Cancel to return the screen to its last-saved settings.

16.5.2 The Trusted IP Add / Edit Screen

In the Security Policy > IP Spoofing Prevention screen, click the Edit or Add icon to create or edit an

existing profile.

Figure 183 Security Policy > IP Spoofing Prevention > Trusted IP Add/Edit
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The following table

describes the labels in this screen.

Table 125 Security Policy > IP Spoofing Prevention > Trusted IP Add/Edit

LABEL DESCRIPTION
Trusted IP
Add Click this to create a new entry.
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Table 125 Security Policy > IP Spoofing Prevention > Trusted IP Add/Edit (continued)

LABEL DESCRIPTION

Edit Select an entry and click this to be able to modify it.

Remove Select an entry and click this to delete it.

Object Name Select an IP address object to allow traffic from all devices with that IP address.
Description This helps identify the entry.

Apply Click Apply to save your changes back to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.

16.6 The Session Control Screen

Click Security Policy > Session Control to display the Session Control screen. Use this screen to limit the
number of concurrent NAT/Security Policy sessions a client can use. You can apply a default limit for all
users and individual limits for specific users, addresses, or both. The individual limit takes priority if you
apply both.

Figure 184 Security Policy > Session Control
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The following table describes the labels in this screen.

Table 126 Security Policy > Session Control

LABEL DESCRIPTION

General Settings

Session Control Click to slide the switch to the right to enable session control.
Default Use this field to set a common limit to the number of concurrent NAT/Security Policy sessions
agsé?'on per each client computer can have. ‘0’ means unlimited.

If only a few clients use peer to peer applications, you can raise this number to improve their
performance. With heavy peer to peer application use, lower this number to ensure no single
client uses too many of the available NAT sessions.

Create rules below to apply other limits for specific users or addresses.

Add Click this to create a new entry. Select an entry and click Add to create a new entry after the
selected entry.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the
entry’s settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove
it before doing so.

Activate To turn on an entry, select it and click Activate.
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Table 126 Security Policy > Session Control (continued)

LABEL DESCRIPTION

Inactivate To turn off an entry, select it and click Inactivate.

Move to To change a rule's position in the numbered list, select the rule and click Move to to display a
field to type a number for where you want to put that rule and press [ENTER] to move the rule to
the number that you typed.

The ordering of your rules is important as they are applied in order of their priority number.
Status This icon is lit when the entry is active and dimmed when the entry is inactive.
Priority This is the priority of a session limit rule. Rules are applied according to priority number.
User This is the user name or user group name to which this session limit rule applies.
Source IP This is the IP address of the host to which this session limit rule applies.
Description This is the information configured to help you identify the rule.
Limit This is how many concurrent sessions this user or address is allowed to have.
Apply Click Apply to save your changes back to the Zyxel Device.
Cancel Click Cancel to return the screen to its last-saved settings.

16.6.1 The Session Control Add/Edit Screen

Click Security Policy > Session Control and the Add or Edit icon to display the Add or Edit screen. Use
this screen to configure rules that define a session limit for specific users or addresses.

Figure 185 Security Policy > Session Control > Edit
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The following table describes the labels in this screen.

Table 127 Security Policy > Session Control > Add/Edit

LABEL DESCRIPTION
Enable Click to slide the switch to the right to turn on this session limit rule.
Description Enter information to help you identify this rule. Use up to 60 printable ASCIl characters. Spaces

are allowed.
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Table 127 Security Policy > Session Control > Add/Edit (continued)

LABEL DESCRIPTION
User Select a user name or user group to which to apply the rule. The rule is activated only when the
specified user logs into the system and the rule will be disabled when the user logs out.
Otherwise, select any and there is no need for user logging.
Select User X
[ Q]
Add Object + Add Group
® any (default)
Object (8] "
O radius-users
O |dap-users
O od-users
O cdmin
O John
O Cathy
Group (0) ~
Note: If you specified an IP address (or address group) instead of any in the field
below, the user’s IP address should be within the IP address range.
Address Select the IPv4/IPv6 source address (range) or address group, including geographic address

(group) object, to which this rule applies. Select any to apply the rule to all IPv4 source
addresses.

Select Address X

Q

Add Object + Add Group

® any (default)

O user defined

Object (6} o
O IPétod-Relay
(O LANT_SUBNET
(O LANZ_SUBNET
QO RFC1918_1
QO RFC1918_2
QO RFC1918_3

Group (0) ~

Session Limit per
Host

Use this field to set a limit to the number of concurrent NAT/Security Policy sessions this rule's
users or addresses can have.

For this rule's users and addresses, this setting overrides the Default Session per Host setting in
the general Security Policy Session Control screen.

Apply

Click Apply to save your customized settings and exit this screen.

Cancel

Click Cancel to exit this screen without saving.
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16.7 Security Policy Example Applications

Suppose you decide to block LAN users from using IRC (Internet Relay Chat) through the Internet. To do
this, you would configure a LAN to WAN Security Policy that blocks IRC traffic from any source IP address
from going to any destination address. You do not need to specify a schedule since you need the Security
Policy to always be in effect. The following figure shows the results of this policy.

Figure 186 Blocking All LAN to WAN IRC Traffic Example

Internet
N~
Your Security Policy would have the following settings.
Table 128 Blocking All LAN to WAN IRC Traffic Example
# USER SOURCE DESTINATION SCHEDULE | SERVICE ACTION
1 Any Any Any Any IRC Deny
2 Any Any Any Any Any Allow

» The first row blocks LAN access to the IRC service on the WAN.
« The second row is the Security Policy’s default policy that allows all LAN1to WAN traffic.

The Zyxel Device applies the security policies in order. So for this example, when the Zyxel Device
receives traffic from the LAN, it checks it against the first policy. If the traffic matches (if it is IRC traffic)
the security policy takes the action in the policy (drop) and stops checking the subsequent security
policies. Any traffic that does not match the first security policy will match the second security policy and
the Zyxel Device forwards it.

Now suppose you need to let the CEO use IRC. You configure a LAN1to WAN security policy that allows
IRC traffic from the IP address of the CEQO's computer. You can also configure a LAN to WAN policy that
allows IRC traffic from any computer through which the CEO logs into the Zyxel Device with his/her user
name. In order to make sure that the CEO's computer always uses the same IP address, make sure it
either:

e Has a static IP address,
or

» You configure a static DHCP entry for it so the Zyxel Device always assigns it the same IP address.

Now you configure a LAN1to WAN security policy that allows IRC traffic from the IP address of the CEQO's
computer (172.16.1.7 for example) to go to any destination address. You do not need to specify a schedule
since you want the security policy to always be in effect. The following figure shows the results of your
two custom policies.
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Figure 187 Limited LAN to WAN IRC Traffic Example
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Your security policy would have the following configuration.
Table 129 Limited LAN1to WAN IRC Traffic Example 1
# USER SOURCE DESTINATION SCHEDULE | SERVICE ACTION
1 Any 172.16.1.7 Any Any IRC Allow
2 Any Any Any Any IRC Deny
3 Any Any Any Any Any Allow

e The first row allows the LAN1 computer at IP address 172.16.1.7 to access the IRC service on the WAN.

e The second row blocks LAN1 access to the IRC service on the WAN.

e The third row is the default policy of allowing all traffic from the LAN1 to go to the WAN.

Alternatively, you configure a LAN1to WAN policy with the CEQO's user name (say CEO) to allow IRC traffic
from any source IP address to go to any destination address.

Your Security Policy would have the following settings.

Table 130 Limited LAN1to WAN IRC Traffic Example 2
# USER SOURCE DESTINATION SCHEDULE SERVICE ACTION
1 CEO Any Any Any IRC Allow
Any Any Any Any IRC Deny
3 Any Any Any Any Any Allow

e The first row allows any LAN1 computer to access the IRC service on the WAN by logging into the Zyxel
Device with the CEO's user name.

e The second row blocks LAN1 access to the IRC service on the WAN.

» The third row is the default policy of allowing allows all traffic from the LAN1 to go to the WAN.

The policy for the CEO must come before the policy that blocks all LAN1to WAN IRC traffic. If the policy
that blocks all LAN1to WAN IRC traffic came first, the CEO's IRC traffic would match that policy and the
Zyxel Device would drop it and not check any other security policies.
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171 Overview

Use this screen to configure captive portal settings for each interface. A captive portal is a designated
login web page for client authentication before network access.

The policy can be applied:

» to a specific interface or zone
« with the walled garden feature

 to a specific client or group of clients
The policy can be configured:

» to exempt specific source and destination address objects
» to exempt specific type of traffic
e to use with HTTP or HTTPS server

17.2 What You Can Do in This Chapter

Use the Authentication Policy screens (Section 17.3 on page 285) to configure the policy of the captive
portal.

17.2.1 What You Need to Know

Walled Garden

With a walled garden, you can define one or more web site addresses that all clients can access without
logging in. These can be used for advertisements for example.

HSTS

HSTS (HTTP Strict Transport Security) is a web security policy that instructs browsers to always use
HTTPS to prevent unencrypted connections. This protects users from man-in-the-middle attacks and
protocol downgrade attacks.
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Redirect TCP Port 443 Traffic to Login Page

The table below shows scenarios for enabling or disabling the ‘Redirect TCP Port 443 Traffic to Login
Page’ option in a captive portal policy.

Table 131 Redirect TCP Port 443 Traffic to Login Page

SCENARIO DISABLED (DEFAULT) ENABLED

Access HTTP website Browser redirected to Captive Browser redirected to Captive
Portal landing page Portal landing page

Access HTTPS website without Browser cannot load page and Browser shows certificate warning

HSTS shows ‘Site cannot be reached’ and requires user to proceed

Access HTTPS website with HSTS | Browser cannot load page and Browser shows certificate warning
shows ‘Site cannot be reached’ and does not allow user to

proceed
Access with Captive Network Pop-up browser redirected to Pop-up browser redirected to
Assistance (CNA) Captive Portal landing page Captive Portal landing page

17.3 Authentication Policy Overview

Use this screen to configure the authentication policy that the captive portal applies to control client’s
access.

17.3.1 The Policy Screen

Click Captive Portal > Authentication Policy > Policy to display the Policy screen. Use this screen to
configure the authentication policy for the captive portal.

Figure 188 Captive Portal > Authentication Policy > Policy

Policy Advance
General Settings
Enable (e ]
+ Add Q +H m
[] Status * Pri. * Incoming * Source ¥ Destination * Sign-in Method # Sign-on With # Portal Type * Description ¥
o 1 ge3 any any click-to-continue internal CaptivePortal
o 2 ged any any sign-on local internal

The following table describes the labels in this screen.

Table 132 Captive Portal > Authentication Policy > Policy

LABEL DESCRIPTION

General Settings

Enable Click to slide the switch to the right to activate captive portal on the Zyxel Device.

Add Click this to create a new entry. Select an entry and click Add to create a new entry after the
selected entry.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the
entry's settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms if you want to
remove it before doing so.
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Table 132 Captive Portal > Authentication Policy > Policy (continued)

LABEL DESCRIPTION
Active To turn on an entry, select it and click Active.
Inactive To turn off an entry, select it and click Inactive.
Move to To change a policy's priority in the list, select the policy and click Move to. Enter the desired
priority number for the selected policy and press [ENTER].
Search Enter an item in the search box, then click this to display all sessions in the table below according
to the item you entered.
Status This icon is lit when the entry is active and dimmed when the entry is inactive.
Pri. This field displays the policy’s priority. The policies are applied in this numerical order. You can
use Move to to change the order (priority).
Incoming This field displays the interface or zone that enforces the policy.
Source This field displays the object or group whose outgoing traffic the policy will apply to.
Destination This field displays the object or group whose incoming traffic the policy will apply to.
Sign-in Method This field displays the authentication server that enforces the policy.
Sign-on With This field displays the sign in method of the policy.
Portal Type This field displays the portal type of the policy.
Description This field displays the description of the policy.

17.3.2 The Policy Add/Edit Screen

In the Captive Portal > Authentication Policy > Policy screen, click the Add or Edit icon to create or edit

an existing profile.
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Figure 189 Captive Portal > Authentication Policy > Policy > Add/Edit
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The following table describes the labels in this screen.

Table 133 Captive Portal > Authentication Policy > Policy > Add/Edit

LABEL

DESCRIPTION

General Settings

Enable Slide the switch to the right to enable the policy.

Description Enter a description for the policy.

Criteria

Incoming Select an interface or zone from the drop-down list to enforce the policy on the incoming traffic

from the selected interface or zone interface member. Select any to enforce the policy on any
incoming traffic from internal interfaces.

Note: The captive portal will not function on external and general interfaces. If the
selected zone includes both an external interface and the internal interface
'ge3', the captive portal will function only on 'ge3".
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Table 133 Captive Portal > Authentication Policy > Policy > Add/Edit (continued)

LABEL

DESCRIPTION

Source Address

Select an object or group from the drop-down list to enforce the policy on traffic from the
selected object or group members. Select any to apply the policy to all traffic from IPv4
addresses.

Destination Select an object or group from the drop-down list to enforce the policy on traffic to the selected
Address object or group members. Select any to apply the policy to all traffic going to IPv4 addresses.
Exempt List Create a list to exempt specific traffic from the policy. You can exempt traffic by source IP
address or service.
Select an entry from the list to exempt specific traffic with that IP address or service from captive
portal authentication.
Add Click this to create a new entry.
Remove Select an entry and click this to delete it.
Type Select the type of traffic:

« Source IP: Exempts traffic with a specific source destination ports or IP protocol.
« Service: Exempts traffic with a specific service port, such as 21 for FTP traffic.
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Table 133 Captive Portal > Authentication Policy > Policy > Add/Edit (continued)

LABEL DESCRIPTION
Object Select an object of IP address or service you created. To create an object, click Add Object.
Add a new object when you select Source IP as the Type:
Add Address X
HOST -
« Name: Enter the name of this object. It must begin with a letter and cannot exceed 31
characters. The valid characters are A-Z, a-z, 0-9, underscores (_), dashes (-), and dots (.).
Spaces are not allowed.
« Address Type: Select the address type of this object from the drop-down list.
e [P Address: Enter the source IP address of the object.
« Network: Enter an IPv4 address in CIDR notation, for example, 192.168.1.1/24.
« Netmask: This field displays the subnet mask depends on the Network you entered.
e Cancel: Click Cancel to close the window with changes unsaved.
« Save: Click Save to save the entry.
Add a new object when you select Service as the Type:
Add Service X
Name 511
Description
IP Protecol TCP v
Starting Port 8000 (1..65535)
Ending Port 08443 (1..65535)
=N -
« Name: Enter the name of this object. It must begin with a letter and cannot exceed 30
characters. The valid characters are A-Z, a-z, 0-9, underscores (_), dashes (-), and dots (.).
Spaces are not allowed.
« Description: Enter a description for the object.
« |P Protocol: Select the IP portal of the object from the drop-down list.
TCP and UDP: If you select TCP or UDP as the IP Protocol, enter the Starting Port and
Ending Port from 1to 65535.
ICMP: If you select ICMP or ICMPvV6 as the IP Protocol, select the ICMP Type from the drop-
down list.
User Defined: If you select User Defined as the IP Protocol, enter the IP Protocol No. from 1
to 255.
* Cancel: Click Cancel to close the window with changes unsaved.
e Save: Click Save to save the entry.
Remove Select an entry and click this icon to delete it.
Enable Walled Slide the switch to the right to enable walled garden of the policy. Enable this and define one or
Garden more web site addresses that all clients can access without logging in.

Walled Garden List

Select the object you created. The selected objects will be applied to the policy.

This list allows you to specify walled garden web site links, which use a FQDN (Fully Qualified
Domain Name, consist of a host name and a domain name), domain name, and IPv4 address for
web sites that clients are allowed to access without logging in.

Add

Click this to create a new entry.

Remove

Select an entry and click this to delete it.
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Table 133 Captive Portal > Authentication Policy > Policy > Add/Edit (continued)

LABEL DESCRIPTION
Type Select the type of traffic allowed in the walled garden:

« FQDN Object: Allows traffic to the specified fully qualified domain name (for example,
host.example.com) without logging in.

+« Domain Name: Allows traffic to any host within the specified domain (for example,
‘example.com’ or **.example.com’, which does not include ‘example.com’) without logging in.

o |Pv4 Address: Allows traffic to the specified IP address (for example, 192.168.1.10) without
logging in.

Object Select an object you created. To create an object, click Add Object.

Add Address X

Marr
G0N v
[ o]

« Name: Enter the name of this object. It must begin with a letter and cannot exceed 30
characters. The valid characters are A-Z, a-z, 0-9, underscores (_), dashes (-), and dots (.).
Spaces are not allowed.

« Address Type: Select the address type of the object you want to create from the drop-down
list.

* FQDN: Enter the FQDN of the of a web site. An FQDN starts with a host name and continues
all the way up to the top-level domain name. For example, www.zyxel.com.tw is a fully
qualified domain name, where "www" is the host, “zyxel” is the third-level domain, “com” is
the second-level domain, and "“tw" is the top level domain. Underscores are not allowed. Use
"*" as a prefix in the FQDN for a wildcard domain name (for example, *.example.com).

» Expire cache by TTL: Slide the switch to refresh the data in the cache when it expires based
on the Time-to-Live (TTL). The cached data remains valid for the specified TTL duration
before it is refreshed or discarded.

e Cancel: Click Cancel to close the window with changes unsaved.

« Save: Click Save to save the entry.

Remove Select an entry and click this icon to delete it.

Sign-in Method

Use this to configure how clients authenticate or acknowledge terms before accessing the
network.

Click-to- Select this to block network access until clients agree to the user agreement policy.

continue

Sign-on With Select this and choose an authentication policy you configured in User & Authentication > User
Authentication > AAA Server to block network access until a client authenticates. local is the
default authentication policy on the Zyxel Device.

Portal Type Use this to configure a portal that clients are directed to for network access.
Internal Select this to use the default web page on the Zyxel Device.
External Select this and enter the URL of an external portal. You can configure the look and feel of the

web portal page. Specify the login page’s URL; for example, http://IIS server IP Address/
login.asp. The Internet Information Server (lIS) is the web server on which the web portal files are
installed.

Advanced Settings

After the Captive
Portal Page Where
the User Should
Go?

« Select Stay on Captive Portal Authenticated Successfully Page to keep users on the
success page after a successful login.

* Select Stay on Login Session Page to keep users on the login page after a successful login.
« Select To promotion URL and specify an URL to redirect users to after a successful login.

Redirect TCP Port
443 Traffic to
Login Page

Slide the switch to the right to require that users use HTTPS for access to the captive portal.
Users may see a certificate warning when they log into the captive portal. Refer to Redirect TCP

Port 443 Traffic to Login Page for example scenarios.
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Table 133 Captive Portal > Authentication Policy > Policy > Add/Edit (continued)

LABEL DESCRIPTION

Idle Timeout Slide the switch to the right and enter the number of minutes a user can remain logged in but
without activity before being automatically logged out.

Log Select whether to have the Zyxel Device generate a log (log), log and alert (log alert) or not (no)
when the policy is matched to the criteria listed above.

Apply Click Apply to save your changes back to the Zyxel Device.

Cancel Click Cancel to return the screen to its last-saved settings.

17.3.3 The Advance Screen

You can use another server for clients to access the captive portal. Click Captive Portal > Authentication
Policy > Advance to display the Advance screen.

Figure 190 Captive Portal > Authentication Policy > Advance
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The following table describes the labels in this screen.

Table 134 Captive Portal > Authentication Policy > Advance

LABEL

DESCRIPTION

General Settings

Server Address

Enter the IP address of the service address.

Redirect FQDN

Enter the FQDN for the server containing the captive portal.

HTTP Configure the HTTP connection of the captive portal.
Enable Slide the switch to the right to allow clients access to the captive portal web page using HTTP.
HTTP Port Enter the HTTPS port. This HTTPS server listens on port 1080 by default.

If you choose a port already in use, you will see a port conflict message telling you to choose
another port.

Redirect HTTPS

Slide the switch to the right to allow only secure access by redirecting all HTTP connection
requests to the HTTPS server.

HTTPS Configure the HTTPS connection of the captive portal.
Enable Slide the switch to the right to require clients access to the captive portal web page using secure
HTTPS connections.
HTTPS Port Enter the HTTPS port. This HTTPS server listens on port 1443 by default.

If you choose a port already in use, you will see a port conflict message telling you to choose
another port.
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Table 134 Captive Portal > Authentication Policy > Advance (continued)

Certificates

LABEL DESCRIPTION
Authenticate Slide the switch to the right to require the captive portal client to authenticate to the HTTPS
Client server by sending a certificate. To do that the captive portal client must have a CA-signed

certificate from a CA that has been imported as a trusted CA on the Zyxel Device.

Note: Make sure the common name of certificate matches the Redirect FQDN setting.

Server
Certificate

Select a certificate the HTTPS server uses to authenticate itself to the HTTPS client. You must
have certificates already configured in System > Certificate > My Certificates screen.
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18.1 Address/Geo IP Overview

Address objects can represent a single IP address or a range of IP addresses. Address groups are
composed of address objects and other address groups.

o The Address screen (Section 18.1.2 on page 293) provides a summary of all addresses in the Zyxel
Device. Use the Address Add/Edit screen to create a new address or edit an existing one.

e Use the Address Group summary screen (Section 18.1.3 on page 296) and the Address Group Add/Edit
screen, to maintain address groups in the Zyxel Device.

o Use the Geo IP screen (Section 18.1.4 on page 299) to update the database of country-to-IP address
mappings and to manually configure country-to-IP address mappings.

Note: Renaming objects may take a long time, it is recommended to use the Command Line
Interface (CLI) for renaming. See the CLI Reference Guide for details.

18.1.1 What You Need To Know

Address objects and address groups are used in policy routes, security policies, application patrol, content
filtering, and VPN connection policies. For example, addresses are used to specify where content
restrictions apply in content filtering. Please see the respective sections for more information about how
address objects and address groups are used in each one.

Address groups are composed of address objects and address groups. The sequence of members in the
address group is not important.

18.1.2 Address Summary Screen

The address screens are used to create, maintain, and remove addresses.

The Address screen provides a summary of all addresses in the Zyxel Device. To access this screen, click
Object > Address > Address. Click a column'’s heading cell to sort the table entries by that column’s
criteria. Click the heading cell again to reverse the sort order.
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Figure 191 Object > Address > Address

+ Add

@ Object ¥ > Address ~ > Address ~
Address

IPv4 Address Configuration

[J Name =
LANZ_SUBNET
LANT_SUBNET
RFC1918_1
RFC1918_2
RFC1918_3
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Address Group Geo IP
Q +H m
Type = Address + Description = Reference =
INTERFACE SUBNET qed-192.168.169.1/24 Default lan2 subnet object 0
INTERFACE SUBNET qe3-192.168.168.1/24 Default lan1 subnet object 0
SUBNET 10.0.0.0/8 Default RFC1918 24-bit block 2
SUBNET 172.16.0.0/12 Default RFC1918 20-bit block 2
SUBNET 192.168.0.0/16 Default RFC1918 16-bit block 4
HOST 192.88.99.1 Default IP6to4 Relay 0

The following table describes the labels in this screen. See Section 18.1.2.1 on page 294 for more
information as well.

Table 135 Object > Address > Address

LABEL

DESCRIPTION

IPv4 Address Configuration

Add

Click this to create a new entry.

Edit

Double-click an entry or select it and click Edit to be able to modify the entry’s settings.

Remove

To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.

Reference

Select an entry and click Reference to check which settings use the entry.

Name

This field displays the configured name of each address object.

Type

This field displays the type of each address object. "INTERFACE" means the object uses the
settings of one of the Zyxel Device's interfaces.

Address

This field displays the IPv4 addresses represented by each address object. If the object’s
settings are based on one of the Zyxel Device's interfaces, the name of the interface displays
first followed by the object’'s current address settings.

Reference

This displays the number of times an object reference is used in a profile.

18.1.2.1 IPv4 Address Add/Edit Screen

The Object > Address > Address > Add/Edit screen allows you to create a new address or edit an existing
one. To access this screen, go to the Address screen (see Section 18.1.2 on page 293), and click either
the Add icon or an Edit icon in the IPv4 Address Configuration section.
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Figure 192 Object > Address > Address > Add/Edit
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Some changes were made

What do you want to do then?

The following table describes the labels in this screen.

Table 136 Object > Address > Address > Add/Edit

LABEL DESCRIPTION
Name Type the name used to refer to the address. You may use 2-30 single-byte characters, including
[0-9] [a-z] [A-Z], underscores[_], or dashes [-], but the first character cannot be a number. This
value is case-sensitive.
Description Enter the description associated with the zone, if any. You can use 1to 30 single-byte characters,
including [0-9] [a-z] [A-Z]. Special characters are not allowed
Address Type Select the type of address you want to create.
e HOST - the object uses an IP Address to define a host address.
« RANGE - the object uses a range address defined by a Starting IP Address and an Ending IP
Address.

 SUBNET- the object uses a network address defined by a Network IP address and Netmask

subnet mask.

o INTERFACE IP - the object uses the IP address of one of the Zyxel Device's interfaces.

« INTERFACE SUBNET - the object uses the subnet mask of one of the Zyxel Device's

interfaces.

D INTEfRFACE GATEWAY - the object uses the gateway IP address of one of the Zyxel Device's

interfaces.

o GEOGRAPHY - the object uses the IP addresses of a country to represent a country.

« FQDN - the object uses the Fully Qualified Domain Name (FQDN) to represent a website. An

FQDN consists of a host and domain name. For example, ‘www.zyxel.com.tw' is a fully
qualified domain name, where ‘www' is the host, ‘zyxel' is the third-level domain, ‘com’ is the
second-level domain, and “tw" is the top level domain.

Note: The Zyxel Device automatically updates address objects that are based on an
interface's IP address, subnet, or gateway if the interface's IP address settings
change. For example, if you change 1's IP address, the Zyxel Device
automatically updates the corresponding interface-based, LAN subnet address
object.

IP Address This field is only available if the Address Type is HOST. This field cannot be blank. Enter the IP
address that this address object represents.

Starting IP This field is only available if the Address Type is RANGE. This field cannot be blank. Enter the

Address beginning of the range of IP addresses that this address object represents.
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Table 136 Object > Address > Address > Add/Edit

LABEL

DESCRIPTION

Ending IP Address

This field is only available if the Address Type is RANGE. This field cannot be blank. Enter the
end of the range of IP address that this address object represents.

Network

This field is only available if the Address Type is SUBNET, in which case this field cannot be
blank. Enter the IP address of the network that this address object represents.

Netmask

This field is only available if the Address Type is SUBNET, in which case this field cannot be
blank. Enter the subnet mask of the network that this address object represents. Use dotted
decimal format.

Interface

If you selected INTERFACE IP, INTERFACE SUBNET, or INTERFACE GATEWAY as the Address
Type, use this field to select the interface of the network that this address object represents.

Region

If you selected GEOGRAPHY as the Address Type, use this field to select a country or continent.
Scroll through the drop-down list or type a letter or part of the name to search for a country or
continent.

A GEOGRAPHY object uses the data from the country-to-IP/continent-to-IP address database.
Go to the Object > Address > Geo IP screen to configure the custom country-to-IP/continent-to-
IP address mappings for a GEOGRAPHY object.

FQDN

This field is only available if the Address Type is FQDN, in which case this field cannot be blank.
Enter the FQDN of the website that this address object represents. You can enter a wildcard in
the first position. For example, "*.zyxel.com’.

Click Test to check if the FQDN you entered is valid and to view the result of the DNS query. The
Test button is disabled if you enter a FQDN with a wildcard.

Expire cache by
TTL

Enable this to automatically clear the cache when the duration for storing a DNS record in the
DNS cache has expired. Disable this if you want to keep the DNS record in the DNS cache after it
has expired.

IPv4 Cache List

You must first configure IPv4 FQDN objects in this screen.

IP Address

This field displays the mapping of the FQDN to an IP address. This is the IP address of a host.

TTL

Time to Live (TTL) shows the number of seconds remaining before the DNS record expires. If the
Expire cache by TTL option is disabled, the DNS record will not be cleared from the IPv4 Cache
List when the TTL expires.

The IPv4 Cache List will be updated if the following conditions are met.

« The FQDN does not include a wildcard, and
« Two minutes after all the TTL (Time To Live)values have expired.

Apply

Click Apply to save your customized settings and exit this screen.

Cancel

Click Cancel to return the screen to its last-saved settings.

18.1.3 Address Group Summary Screen

The Address Group screen provides a summary of all address groups. To access this screen, click Object
> Address > Address Group. Click a column’s heading cell to sort the table entries by that column’s
criteria. Click the heading cell again to reverse the sort order.
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Figure 193 Object > Address > Address Group

@ Object ~ > Address ~ » Address Group ~

Address Address Group Geo IP
IPv4 Address Group Configuration
+ Add Q H m

] Name * Description Reference + Member Count +

The following table describes the labels in this screen. See Section 18.1.3.1 on page 297 for more
information as well.

Table 137 Object > Address > Address Group

LABEL DESCRIPTION

IPv4 Address Group Configuration

Add Click this to create a new entry.

Edit Select an entry and click Edit to be able to modify the entry’s settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.

Reference Select an entry and click it to check which settings use the entry.

Name This field displays the name of each address group.

Description This field displays the description of each address group, if any.

Reference This field displays the number of times an object reference is used in a profile.

Member Count This field displays the number of member in the group.

Reference This displays the number of times an object reference is used in a profile.

18.1.3.1 Address Group Add/Edit Screen

The Address Group Add/Edit screen allows you to create a new address group or edit an existing one. To
access this screen, go to the Address Group screen (see Section 18.1.3 on page 296), and click either the
Add icon or an Edit icon in the IPv4 Address Group Configuration section.
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Figure 194 1Pv4 Address Group > Add
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Cancel

The following table describes the labels in this screen.

Table 138 [Pv4 Address Group > Add

LABEL DESCRIPTION

Name Enter a name for the address group. You may use 2-30 single-byte characters, including 0-9a-
zA-Z, underscores(_), or dashes (-), but the first character cannot be a number. This value is
case-sensitive.

Description You can use 1to 30 single-byte characters, including 0-9a-zA-Z!"#$%'()*+,-/:;=?@_
&.<>[\]{|}*'are not allowed.

Add Object Click this button to create an address object. See Section 18.1.2.1 on page 294 for more
information on configuring an address object.

Search Type an item in the search box, then click this to display all address objects in the table below
according to the item you typed.

Select All Select this to select all address objects and address groups in the table.

Member List The list on the left displays the names of the address and address group objects that have been
added to the address group. The order of members is not important. Select items fro this list that
you want to be members and move them to the list on the right.

Move any members you do not want included to the list on the left.
Note: Only objects of the same address type can be added to a address group.

Apply Click Apply to save your customized settings and exit this screen.

Cancel Click Cancel to return the screen to its last-saved settings.
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18.1.4 Geo IP Summary Screen

Use this screen to update the database of country-to-IP and continent-to-IP address mappings and
manually configure custom country-to-IP and continent-to-IP address mappings in geographic address
objects. You can then use geographic address objects in security policies to forward or deny traffic to
whole countries or regions.

Click a column’s heading cell to sort the table entries by that column'’s criteria. Click the heading cell again
to reverse the sort order.

Figure 195 Object > Address > Geo IP

@ Object * > Address > > GeolP

Address Address Group Geo IP

Country Databaze Update

Latest Version 20220424
Current Version 20220424
Auto Update (o ]
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Figure 196 Object > Address > Geo IP > Region vs. Continent
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The following table describes the labels in this screen.

Table 139 Object > Address/Geo IP > Geo IP

LABEL

DESCRIPTION

Country Database Update

Latest Version

This is the latest country-to-IP address database version.

Current Version

This is the country-to-IP address database version currently on the Zyxel Device.

Update Now

Click this to check for the latest country-to-IP address database version. The latest version is
downloaded to the Zyxel Device and replaces the current version if it is newer. There are logs to
show the update status.

Auto Update

If you want the Zyxel Device to check weekly for the latest country-to-IP address database
version, select the checkbox, choose a day and time each week and then click Apply.

Custom IPv4 to
Geography Rules

Enter an IP address, then click the IPv4 to Geography button to query which country this IP
address belongs to.

Add Click this to create a new entry.

Edit Select an entry and click Edit to be able to modify the entry’s settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.

Name This filed displays the name of the entry.

Geolocation This field displays the name of the country or region that is associated with this IP address.

Type This field displays whether this address object is HOST, RANGE or SUBNET.

IPv4 Address

This field displays the IPv4/IPv6 addresses represented by the type of address object.

Region vs. Continent

Region vs.
Continent

Enter a country or continent name in the Search field to query which continent this country
belongs to or which countries belong to the continent.

18.1.4.1 Add Custom IPv4 Address to Geography Screen

This screen allows you to create a new geography-to-IP address mapping. To access this screen, go to
the Geo IP screen (see Section 18.1.4 on page 299), and click the Add icon in the Custom IPv4 to
Geography Rules section.

Figure 197 Geo IP > Add

(‘:') Cbject = > Address = > Geolf
Configuration
rHame senegal
O Regicn @® Continent
Africa -
Address Type [ HOST -
P Addre 0.000

Some changes were made

What do you want to do then?
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The following table describes the labels in this screen.

Table 140 Geo IP > Add

LABEL DESCRIPTION

Name Enter a name for the address group. You may use 2-30 single-byte characters, including 0-9 a-z
A-Z, underscores(_), or dashes (-), but the first character cannot be a number. This value is
case-sensitive.

Region Select the country or continent that maps to this IP address.

Address Type Select the type of address you want to create. Choices are: HOST, RANGE, CIDR.

IP Address This field is only available if the Address Type is HOST. This field cannot be blank. Enter the IP
address that this address object represents.

IP Starting This field is only available if the Address Type is RANGE. This field cannot be blank. Enter the

Address beginning of the range of IP addresses that this address object represents.

IP Ending Address | This field is only available if the Address Type is RANGE. This field cannot be blank. Enter the
end of the range of IP address that this address object represents.

Network / These fields are only available if the IPv4 Address Type is SUBNET. They cannot be blank. Enter
Netmask the network IP and subnet mask that defines the IPv4 subnet.

Apply Click Apply to save your customized settings and exit this screen.

Cancel Click Cancel to return the screen to its last-saved settings.

18.2 Service Overview

Use service objects to define TCP applications, UDP applications, and ICMP messages. You can also
create service groups to refer to multiple service objects in other features.

e Use the Service screens (Section 18.2.2 on page 304) to view and configure the Zyxel Device's list of
services and their definitions.

o Use the Service Group screens (Section 18.2.2 on page 304) to view and configure the Zyxel Device's
list of service groups.

18.2.1 What You Need to Know

IP Protocols

IP protocols are based on the eight-bit protocol field in the IP header. This field represents the next-level
protocol that is sent in this packet. This section discusses three of the most common IP protocols.

Computers use Transmission Control Protocol (TCP, IP protocol 6) and User Datagram Protocol (UDP, IP
protocol 17) to exchange data with each other. TCP guarantees reliable delivery but is slower and more
complex. Some uses are FTP, HTTP, SMTP, and TELNET. UDP is simpler and faster but is less reliable.
Some uses are DHCP, DNS, RIP, and SNMP.

TCP creates connections between computers to exchange data. Once the connection is established, the
computers exchange data. If data arrives out of sequence or is missing, TCP puts it in sequence or waits
for the data to be re-transmitted. Then, the connection is terminated.

In contrast, computers use UDP to send short messages to each other. There is no guarantee that the
messages arrive in sequence or that the messages arrive at all.
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Both TCP and UDP use ports to identify the source and destination. Each port is a 16-bit number. Some
port numbers have been standardized and are used by low-level system processes; many others have no
particular meaning.

Unlike TCP and UDP, Internet Control Message Protocol (ICMP, IP protocol 1) is mainly used to send error
messages or to investigate problems. For example, ICMP is used to send the response if a computer

cannot be reached. Another use is ping. ICMP does not guarantee delivery, but networks often treat ICMP
messages differently, sometimes looking at the message itself to decide where to send it.

Service Objects and Service Groups

Use service objects to define IP protocols.

TCP applications

UDP applications
* ICMP messages

« user-defined services (for other types of IP protocols)
These objects are used in policy routes and security policies.
Use service groups when you want to create the same rule for several services, instead of creating

separate rules for each service. Service groups may consist of services and other service groups. The
sequence of members in the service group is not important.

Reference
Use Reference in a screen to view which configuration settings reference to the object.

For example, go to Object > Service. select an entry, then click Reference to open the References
screen. The References screen displays which settings are using the selected entry.

Figure 198 Reference

References X
Name AH
=
#% Service ¥ Priority ¥ Name * Description *
Service Group - Default_Allow_WAN_To_ZyWALL Systern Default Allow
2 Service Group - Default_Allow_vé_WAN_To_IyWALL  Systemn Default Allow
Refresh l l Cancel

This table describes the fields in this screen.

Table 141 References

LABEL DESCRIPTION

Name This identifies the object for which the configuration settings that use it are displayed. Click the
object’'s name to display the object’s configuration screen in the main window.

# This field is a sequential value, and it is not associated with any entry.
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Table 141 References

LABEL DESCRIPTION

Service This is the type of setting that references the selected object. Click a service's name to display
the service's configuration screen in the main window.

Priority If it is applicable, this field displays the referencing configuration item's position in its list;
otherwise - displays.

Name This field identifies the configuration item that references the object.

Description If the referencing configuration has a description configured, it displays here.

Refresh Click this to update the information in this screen.

Cancel Click this to close the screen.

18.2.2 The Service Summary Screen

The Service summary screen provides a summary of all services and their definitions. In addition, this
screen allows you to add, edit, and remove services.

To access this screen, log in to the Web Configurator, and click Object > Service > Service. Click a
column’s heading cell to sort the table entries by that column'’s criteria. Click the heading cell again to
reverse the sort order.
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Figure 199 Object > Service > Service
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The following table describes the labels in this screen.

Table 142 Object > Service > Service

LABEL DESCRIPTION

Add Click this to create a new entry.

Edit Double-click an entry or select it and click Edit to be able to modify the entry’s settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.

Reference Select an entry and click Reference to check which settings use the entry.

Name This field displays the name of each service.

Content This field displays a description of each service.

Reference This displays the number of times an object reference is used in a profile.
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18.2.2.1 The Service Add/Edit Screen

The Service Add/Edit screen allows you to create a new service or edit an existing one. To access this
screen, go to the Service screen (see Section 18.2.2 on page 304), and click either the Add icon or an Edit
icon.

Figure 200 Object > Service > Service > Add/Edit

Configuration

Some changes were made

What do you want to do then?

The following table describes the labels in this screen.

Table 143 Object > Service > Service > Add/Edit

LABEL DESCRIPTION

Name Type the name used to refer to the service. You may use 1-30 single-byte characters, including
[0-9] [a-Z] [A-Z] [!"#$%'()*+,-/;;=2?@_], but the first character cannot be a number. [&.<>[\]{|}"']
are not allowed.
This value is case-sensitive.

Description Type the description used to refer to the service. You may use 1-30 single-byte characters,
including [0-9] [a-z] [A-Z] [""#$%'()*+,-/:;=?@_], but the first character cannot be a number.
[&.<>[\]{|}*'] are not allowed.

IP Protocol Select the protocol the service uses. Choices are: TCP, UDP, ICMP, ICMPv6, and User Defined.

Starting Port

This field appears if the IP Protocol is TCP or UDP. Specify the port number(s) used by this
service. If you fill in one of these fields, the service uses that port. If you fill in both fields, the

Ending Port service uses the range of ports.

ICMP Type This field appears if the IP Protocol is ICMP or ICMPv6.
Select the ICMP message used by this service. This field displays the message text, not the
message humber.

IP Protocol This field appears if the IP Protocol is User Defined.

Number
Enter the number of the next-level protocol (IP protocol). Allowed values are 1 - 255.

Apply Click Apply to save your customized settings and exit this screen.

Cancel Click Cancel to return the screen to its last-saved settings.
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18.2.3 The Service Group Summary Screen

The Service Group summary screen provides a summary of all service groups. In addition, this screen

allows you to add, edit, and remove service groups.

Note: If you want to access the Zyxel Device using HTTP, HTTPS, and/or SSH, you must add
them in the Object > Service > Service Group > Default_Allow_WAN_To_ZyWALL

service group, which is used in the WAN_to_Device security policy.

To access this screen, click Object > Service > Service Group.

Service Service Group
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Figure 201 Object > Service > Service Group
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The following table describes the labels in this screen. See Section 18.2.3.1 on page 308 for more
information as well.

Table 144 Object > Service > Service Group

LABEL DESCRIPTION

Add Click this to create a new entry.

Edit Double-click an entry or select it and click Edit to be able to modify the entry’s settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.

Reference Select an entry and click Reference to check which settings use the entry.

Name This field displays the name of each service group.
By default, the Zyxel Device uses services starting with “Default_Allow_" in the security policies
to allow certain services to connect to the Zyxel Device.

Description This field displays the description of each service group, if any.

Reference This displays the number of times an object reference is used in a profile.

18.2.3.1 The Service Group Add/Edit Screen

The Service Group Add/Edit screen allows you to create a new service group or edit an existing one. To

access this screen

, go to the Service Group screen (see Section 18.2.3 on page 307), and click either the

Add icon or an Edit icon.

Figure 202 Object > Service > Service Group > Add/Edit
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The following table describes the labels in this screen.

Table 145 Object > Service > Service Group > Edit

LABEL DESCRIPTION

Name Type the name used to refer to the service group. You may use 1-30 single-byte characters,
including [0-9] [a-z] [A-Z] [""#$%'()*+,-/:;=?@_], but the first character cannot be a number.
[&.<>[\]{|}*'] are not allowed.

This value is case-sensitive.

Description Type the description used to refer to the service group. You may use 1-30 single-byte
characters, including [0-9] [a-z] [A-Z] [V#$%'()*+,-/:;=?@_], but the first character cannot be a
number. [&.<>[\]{|}"'] are not allowed.

Add Object Click this button to create an address object. See Section 18.1.2.1 on page 294 for more
information on configuring an address object.

Search Type an item in the search box, then click this to display all address objects in the table below
according to the item you typed.

Select All Select this to select all address objects and address groups in the table.

Member List This list displays the names of the service and service group objects that have been added to the

service group. The order of members is not important.

Select items from the list on the left that you want to be members and move them to the list on
the right. Move any members you do not want included to the list on the left.

Apply Click Apply to save your customized settings and exit this screen.

Cancel Click Cancel to return the screen to its last-saved settings.

18.3 Zone Overview

Set up zones to configure network security and network policies in the Zyxel Device. A zone is a group of
interfaces and/or VPN tunnels. The Zyxel Device uses zones instead of interfaces in many security and
policy settings, such as Security Policy rules, Security Service, and remote management.

Zones cannot overlap. Each Ethernet interface, VLAN interface, bridge interface, PPPoE/PPTP interface
and VPN tunnel can be assigned to at most one zone. Virtual interfaces are automatically assigned to the
same zone as the interface on which they run.
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Figure 203 Example: Zones

Internet

P e

Use the Zone screens (see Section 18.4.2 on page 313) to manage the Zyxel Device's zones.

18.3.1 What You Need to Know

Zones effectively divide traffic into three types--intra-zone traffic, inter-zone traffic, and extra-zone
traffic.

Intra-zone Traffic

« Intra-zone traffic is traffic between interfaces or VPN tunnels in the same zone. For example, in Figure
203 on page 310, traffic between VLAN 2 and the Ethernet is intra-zone traffic.

Inter-zone Traffic

Inter-zone traffic is traffic between interfaces or VPN tunnels in different zones. For example, in Figure
203 on page 310, traffic between VLAN 1and the Internet is inter-zone traffic. This is the normal case
when zone-based security and policy settings apply.

Extra-zone Traffic

» Extra-zone traffic is traffic to or from any interface or VPN tunnel that is not assigned to a zone. For
example, in Figure 203 on page 310, traffic to or from computer C is extra-zone traffic.

» Some zone-based security and policy settings may apply to extra-zone traffic, especially if you can set
the zone attribute in them to Any or All. See the specific feature for more information.
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18.3.2 The Zone Screen

The Zone screen provides a summary of all zones. In addition, this screen allows you to add, edit, and
remove zones. To access this screen, click Object > Zone.

Figure 204 Object > Zone

User Configuration
+ Add Q, m
Name Members Descriplion Reference

O bomz Default DMI zone
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Rowsperpoge: 50 sof4 1

The following table describes the labels in this screen.

Table 146 Object > Zone

LABEL DESCRIPTION

User Configuration The Zyxel Device comes with pre-configured system default zones that you cannot
delete. You can create your own zones by clicking Add.

Add Click this to create a new, user-configured zone.

Edit Double-click an entry or select it and click Edit to open a screen where you can modify the
entry’s settings.

Remove To remove a user-configured trunk, select it and click Remove. The Zyxel Device
confirms you want to remove it before doing so.

Reference Select an entry and click Reference to check which settings use the entry.

Name This field displays the name of the zone.

Members This field displays the names of the interfaces that belong to each zone.

Description This field displays the description of the zone.

Reference This field displays the number of times an Object Reference is used in a policy.

18.3.2.1 Zone Edit

The Zone Edit screen allows you to add or edit a zone. To access this screen, go to the Zone screen (see
Section 18.4.2 on page 313), and click the Add icon or an Edit icon.
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Figure 205 Object > Zone > Add
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The following table describes the labels in this screen.

Table 147 Object > Zone > Add/Edit

LABEL DESCRIPTION

Name For a system default zone, the name is read only.

For a user-configured zone, type the name used to refer to the zone. You may use 2-30
single-byte characters, including [0-9] [a-z] [A-Z] [_.-], but the first character cannot be a
number. This value is case-sensitive.

Description Enter the description associated with the zone, if any. You can use 1to 30 single-byte
characters, including [0-9] [a-z] [A-Z] [\"#$%'()*+,-/:;;=2@_&.<>[\]{|}*'] are not allowed.

Search Type an item in the search box, then click this to display all address objects in the table below
according to the item you typed.

Select All Select this to select all address objects and address groups in the table.

Member List The list on the left displays the interfaces and VPN tunnels that do not belong to any zone.

remove them.

Select the interfaces and VPN tunnels that you want to add to the zone you are editing, and
click the right arrow button to add them.

The list on the right displays the interfaces and VPN tunnels that belong to the zone. Select
any interfaces that you want to remove from the zone, and click the left arrow button to

Apply Click Apply to save your customized settings and exit this screen.

Cancel Click Cancel to return the screen to its last-saved settings.
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18.4 Schedule Overview

Use schedules to set up one-time and recurring schedules for policy routes, security policies, application
patrol, and content filtering. The Zyxel Device supports one-time and recurring schedules. One-time
schedules are effective only once, while recurring schedules usually repeat. Both types of schedules are
based on the current date and time in the Zyxel Device.

Note: Schedules are based on the Zyxel Device's current date and time.

o Use the Schedule summary screen (Section 18.4.2 on page 313) to see a list of all schedules in the
Zyxel Device.

» Use the One-Time Schedule Add/Edit screen (Section 18.4.2.1 on page 314) to create or edit a one-
time schedule.

o Use the Recurring Schedule Add/Edit screen (Section 18.4.2.2 on page 316) to create or edit a
recurring schedule.

» Use the Schedule Group screen (Section 18.4.3 on page 317) to merge individual schedule objects as
one object.

18.4.1 What You Need to Know

One-time Schedules

One-time schedules begin on a specific start date and time and end on a specific stop date and time. One-
time schedules are useful for long holidays and vacation periods.

Recurring Schedules

Recurring schedules begin at a specific start time and end at a specific stop time on selected days of the
week (Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, and Saturday). Recurring schedules
always begin and end in the same day. Recurring schedules are useful for defining the workday and off-
work hours.

18.4.2 The Schedule Screen

The Schedule screen provides a summary of all schedules in the Zyxel Device. To access this screen,
click Object > Schedule.
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One Time

Recurring

Figure 206 Object > Schedule
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The following table describes the labels in this screen. See Section 18.4.2.1 on page 314 and Section
18.4.2.2 on page 316 for more information as well.

Table 148 Object > Schedule

LABEL DESCRIPTION
One Time
Add Click this to create a new entry.
Edit Double-click an entry or select it and click Edit to be able to modify the entry's settings.
Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.
Reference Select an entry and click Reference to check which settings use the entry.
Name This field displays the name of the schedule, which is used to refer to the schedule.
%%ré Day / This field displays the date and time at which the schedule begins.
%l?n% Day / This field displays the date and time at which the schedule ends.
Reference This displays the number of times an object reference is used in a profile.
Recurring
Add Click this to create a new entry.
Edit Double-click an entry or select it and click Edit to be able to modify the entry’s settings.
Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.
Reference Select an entry and click Reference to check which settings use the entry.
Name This field displays the name of the schedule, which is used to refer to the schedule.
Start Time This field displays the time at which the schedule begins.
Stop Time This field displays the time at which the schedule ends.
Reference This displays the number of times an object reference is used in a profile.

18.4.2.1 The One-Time Schedule Add/Edit Screen

The One-Time Schedule Add/Edit screen allows you to define a one-time schedule or edit an existing
one. To access this screen, go to the Schedule screen (see Section 18.4.2 on page 313), and click either
the Add icon or an Edit icon in the One Time section.
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Figure 207 Object > Schedule > Edit (One Time)

Configuration

“Name

Some changes were made

What do you want to do then?

The following table describes the labels in this screen.

Table 149 Object > Schedule > Edit (One Time)

LABEL

DESCRIPTION

Configuration

Name Type the name used to refer to the one-time schedule. You may use 2-30 single-byte characters,
including [0-9] [a-z] [A-Z], underscores [_], or dashes [-], but the first character cannot be a
number. This value is case-sensitive.

Description Type a description used to identify the one-time schedule. You may use 1-30 single-byte
characters, including [0-9] [a-z] [A-Z] ['()+,/:=?;"*#@%$_%-"]

Day Time
Start Specify the year, month, and day when the schedule begins.
e Year -1900 - 2999
e Month-1-12
o Day -1- 31 (itis not possible to specify illegal dates, such as February 31.)
Specify the hour and minute when the schedule begins.
e Hour -1-12 AM/PM
e Minute-0-59
Stop Specify the year, month, and day when the schedule ends.
e Year -1900 - 2999
¢ Month-1-12
o Day -1- 31 (itis not possible to specify illegal dates, such as February 31.)
Specify the hour and minute when the schedule ends.
e Hour - 1-12 AM/PM
e Minute-0-59
Apply Click Apply to save your customized settings and exit this screen.
Cancel Click Cancel to return the screen to its last-saved settings.
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18.4.2.2 The Recurring Schedule Add/Edit Screen

The Recurring Schedule Add/Edit screen allows you to define a recurring schedule or edit an existing
one. To access this screen, go to the Schedule screen (see Section 18.4.2 on page 313), and click either
the Add icon or an Edit icon in the Recurring section.

Figure 208 Object > Schedule > Edit (Recurring)

Configuration

*Mame

o
=
[

Sunday

Saturdoy ~

Some changes were made

What do you want to do then?2

The Year, Month, and Day columns are not used in recurring schedules and are disabled in this screen.
The following table describes the remaining labels in this screen.

Table 150 Object > Schedule > Edit (Recurring)

LABEL DESCRIPTION
Configuration
Name Type the name used to refer to the recurring schedule. You may use 2-30 single-byte characters,
including 0-9a-zA-Z, underscores(_), or dashes (-), but the first character cannot be a number.
This value is case-sensitive.
Description Type a description used to identify the one-time schedule. You may use 1-30 single-byte
characters, including 0-9a-zA-Z'()+,/:=2;*#@$_%-"
Date Time
StartTime Specify the hour and minute when the schedule begins each day. Then, select each day of the
week the recurring schedule is effective.
e Hour - 1-12 AM/PM
¢ Minute-0-59
StopTime Specify the hour and minute when the schedule ends each day. Then, select each day of the
week the recurring schedule is effective.
e Hour - 1-12 AM/PM
e Minute-0-59
Apply Click Apply to save your customized settings and exit this screen.
Cancel Click Cancel to return the screen to its last-saved settings.
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18.4.3 The Schedule Group Screen

The Schedule Group screen provides a summary of all groups of schedules in the Zyxel Device. To
access this screen, click Object > Schedule > Schedule Group.

Figure 209 Object > Schedule > Schedule Group

@ Object = = Schedule ¥ = Schedule Group ~

w

chedule Schedule Group

Configuration

I Add =

Name = Description * Members = Reference =

No data

The following table describes the fields in the above screen.

Table 151 Object > Schedule > Schedule Group

LABEL DESCRIPTION

Configuration

Add Click this to create a new entry.

Edit Double-click an entry or select it and click Edit to be able to modify the entry’s settings.

Remove To remove an entry, select it and click Remove. The Zyxel Device confirms you want to remove it
before doing so.

Reference Select an entry and click Reference to check which settings use the entry.

Name This field displays the name of the schedule group, which is used to refer to the schedule.

Description This field displays the description of the schedule group.

Members This field lists the members in the schedule group. Each member is separated by a comma.

Reference This displays the number of times an object reference is used in a profile.

18.4.3.1 The Schedule Group Add/Edit Screen

The Schedule Group Add/Edit screen allows you to define a schedule group or edit an existing one. To
access this screen, go to the Schedule screen (see), and click either the Add icon or an Edit icon in the
Schedule Group section.
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Figure 210 Object > Schedule > Schedule Group > Add
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Member
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Object
Group

Some changes were made

What do you want to do then?

Cancel

The following table describes the fields in the above screen.

Table 152 Object > Schedule > Schedule Group > Add

LABEL

DESCRIPTION

Group Members

Name Type the name used to refer to the recurring schedule. You may use 2-30 single-byte characters,
including [0-9] [a-z] [A-Z], underscores [_], or dashes [-], but the first character cannot be a
number. This value is case-sensitive.

Description Enter a description of the service group, if any. You can use 1to 30 single-byte characters,
special characters and spaces are allowed.

Member List

Add Object Click this button to create an address object. See Section 18.1.2.1 on page 294 for more
information on configuring an address object.

Search Type an item in the search box, then click this to display all address objects in the table below
according to the item you typed.

Select All Select this to select all address objects and address groups in the table.

Member List This list displays the names of the service and service group objects that have been added to the
service group. The order of members is not important.
Select items from the list on the left that you want to be members and move them to the list on the
right. Move any members you do not want included to the list on the left.

Apply Click Apply to save your customized settings and exit this screen.

Cancel Click Cancel to return the screen to its last-saved settings.
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CHAPTER 19
Application Patrol

19.1 Overview

Application patrol provides a convenient way to manage the use of various applications on the network. It
manages general protocols (for example, HTTP and FTP) and instant messenger (IM), peer-to-peer (P2P),
Voice over IP (VoIP), and streaming (RSTP) applications. You can even control the use of a particular
application’s individual features (like text messaging, voice, video conferencing, and file transfers).

If a license has expired, you will see a reminder in this screen. You need to renew the license in order to
keep using the feature. Click Buy Now to go to Marketplace to purchase a new license. Click See Details
to go to the Zyxel web page to find more information on licenses for your Zyxel Device.

£ License has expired. Renew the license for updating information. m See Details

19.1.1 What You Can Do in this Chapter

o Use the App Patrol summary screen (see Section 19.2 on page 320) to manage the application patrol
profiles. You can also view license registration and signature information.

o Use the App Patrol Add/Edit screens (see Section 19.2.1 on page 322) to set actions for application
categories and for specific applications within the category.

19.1.2 What You Need to Know

If you want to use a service, make sure both the Security Policy and application patrol allow the service's
packets to go through the Zyxel Device.

Note: The Zyxel Device checks secure policies before it checks application patrol rules for
traffic going through the Zyxel Device.

Application patrol examines every TCP and UDP connection passing through the Zyxel Device and
identifies what application is using the connection. Then, you can specify whether or not the Zyxel Device
continues to route the connection. Traffic not recognized by the application patrol signatures is ignored.

Application Profiles & Policies

An application patrol profile is a group of categories of application patrol signatures. For each profile, you
can specify the default action the Zyxel Device takes once a packet matches a signature (forward, drop, or
reject a service's connections and/or create a log alert).

Use policies to link profiles to traffic flows based on criteria such as source zone, destination zone, source
address, destination address, schedule, user.
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Classification of Applications

There are two ways the Zyxel Device can identify the application. The first is called auto. The Zyxel Device
looks at the IP payload (OSlI level-7 inspection) and attempts to match it with known patterns for specific
applications. Usually, this occurs at the beginning of a connection, when the payload is more consistent
across connections, and the Zyxel Device examines several packets to make sure the match is correct.
Before confirmation, packets are forwarded by App Patrol with no action taken. The number of packets
inspected before confirmation varies by signature.

Note: The Zyxel Device allows the first eight packets to go through the security policy,
regardless of the application patrol policy for the application. The Zyxel Device examines
these first eight packets to identify the application.

The second approach is called service ports. The Zyxel Device uses only OSl level-4 information, such as

ports, to identify what application is using the connection. This approach is available in case the Zyxel
Device identifies a lot of "false positives” for a particular application.

Custom Ports for SIP and the SIP Pinhole
Configuring application patrol to use custom port numbers for SIP traffic also configures the SIP Pinhole to

use the same port numbers for SIP traffic. Likewise, configuring the SIP Pinhole to use custom port
numbers for SIP traffic also configures application patrol to use the same port numbers for SIP traffic.

19.2 Application Patrol Profile

Use the application patrol screens to customize action and log settings for a group of application patrol
signatures. You then link a profile to a policy. Use this screen to create an application patrol profile, and
view signature information. It also lists the details about the signature set the Zyxel Device is using.

Note: You must register for the AppPatrol signature service (at least the trial) before you can
use it.

A profile is an application object(s) or application group(s) that has customized action and log settings.
Click Security Service > App Patrol to open the following screen.

Click the Application Patrol icon for more information on the Zyxel Device's security features.
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Figure 211 Security Service > App Patrol
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The following table describes the labels in this screen.

Table 153 Security Service > App Patrol

LABEL

DESCRIPTION

Collect Statistics

Enable

Enable to have the Zyxel Device collect app patrol statistics. All of the statistics are erased if
you restart the Zyxel Device or click Flush Data in Security Statistics > App Patrol.

Analyze All Traffic

Enable to have the Zyxel Device collect app patrol statistics from all Zyxel Device traffic.

Disable to have the Zyxel Device only collect app patrol statistics from the traffic that
matches the policy control rules with app patrol profiles applied. For example, if you create
an app patrol profile and apply it to the policy control rule LAN_Outgoing, the Zyxel Device
will only collect app patrol statistics from the traffic that matches the policy control rule
LAN_Outgoing.

Add Click this to create a new entry. Select an entry and click Add to create a new entry after the
selected entry.

Edit Select an entry and click Edit to open a screen where you can modify the entry’s settings.

Remove Select an entry and click Remove to delete the selected entry.

Reference Select an entry and click Reference to check which settings use the entry.

Name This displays the name of the profile created.

Description This displays the description of the App Patrol Profile.

Reference This displays the number of times an object reference is used in a profile.

Action Click this icon to apply the entry to a policy control rule.

Go to the Security Policy > Policy Control screen to check the result.

Signature Information

The following fields display information on the current signature set that the Zyxel Device is
using.

Current Version

This field displays the App Patrol signature set version number.
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Table 153 Security Service > App Patrol

LABEL DESCRIPTION

Released Date This field displays the date and time the set was released.

Update Signatures Click this link to go to the screen you can use to download signatures from the update
server.

19.2.1 Application Patrol Profile > Add/Edit - Application Management

Use this screen to configure profile settings. Click Security Service > App Patrol > Add/Edit to open the
following screen.

Figure 212 Security Service > App Patrol > Add/Edit > Application Management

@ Security Services ¥ > AppPafrol -

General Settings
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Some changes were made
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The following table describes the labels in this screen.

Table 154 Security Service > App Patrol > Add/Edit > Application Management

LABEL

DESCRIPTION

General Settings

Name Type the name of the profile. Yo